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— Aboutthis book

Indiais currentlythe world's secondlargesttelecommunicationsnarketwith a subscribeibaseof 1.20
billion and hasregisteredstrong growth in the last decadeand a half. The Industry hasgrown over
twenty timesin just ten years Telecommunicatioassupportedthe socioeconomiaevelopmentof
Indiaand hasplayeda significantrole in narrowingdown the ruralurbandigital divideto someextent
The exponential growth witnessed by the telecom sector in the past decade has led to the
developmenf telecomequipmentmanufacturingand other supportingindustries
Over the years,the telecom industry has created millions of jobs in India The sector contributes
around6.5%to the country'sGDPand hasgivenemploymentto more than four million jobs, of which
approximately2.2 million direct and 1.8 million are indirect employees The overall employment
opportunitiesin the telecom sectorare expectedto grow by 20%in the country,implyingadditional
jobsin the upcomingyears
ThisParticipantHandbookis designedio impart theoreticaland practicalskill training to studentsfor
becominga TelecomTechniciarg 10T Devices/Systemd elecomTechniciarg 10T Devices/Systemis
the Teleconindustryis alsoknownasloTinstallationand servicetechnician
loT installation and servicetechnicianis responsiblefor on-site installation and configurationof 10T
devicegnodes) setup of communicationiinksbetweennodesand controller (gateway)andfurther to
central serversor devicesthrough external communicationlinks on Wi -Fi, 3G/4G networks on
GSM/CDMAThetechnicianalsoundertakedirst levelof troubleshooting
This ParticipantHandbookis basedon TelecomTechnician 10T Devices/System@QualificationPack
(TEL/®210 & includesthe followingNationalOccupationaStandard§NOSs)

1. TEL/NM234 InstallandconfigureloTdevicesat customerpremises

2. TEL/N236 Performlevell troubleshootingof loTdevices

3. TEL/N105 Followsustainableracticesn telecominfrastructureinstallation

4. DGT/VSQ/N101 EmployabilitySkillS(30 Hours)
The KeyLearningOutcomesand the skillsgainedby the participant are defined in their respective
units. Postthistraining,the participantwill be ableto keepsiteslive 24x7 throughsite maintenance
We hopethat this ParticipantHandbookwill provide a soundlearningsupportto our youngfriendsto
build anattractive careerin the telecomindustry.
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—KeyLearningOutcomes| ¢

Bythe end of this module, the participantswill be ableto:
1. Explairthe importanceof TelecomSector

2. Discusshe rolesandresponsibilitief a TelecomTechnician loTDevices/Systems
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UNIT 1.1lintroduction to Telecom Sector and Role of a Telec
Technician 0T Devices/Systems

— Unit Objectives|@

By the end of this unit, the participants will be able to:

1. Explainthe significanceof the telecomsectorin the manufacturingand assemblyof loT devicesand
systems

2. Elucidatethe keyskillsandtechnicalexpertiserequiredfor a TelecomTechniciarspecializingn 10T
devicesandsystems

3. Describethe challengesfacedin assemblingand testing 0T devicesand systemsin the telecom
sector.

4. Determinethe impactof precisionand quality control in the assemblyof I0T devicesand systems
for telecomapplications

5. Discusghe rolesandresponsibilitiesof a TelecomTechniciarin ensuringefficient and high-quality
prodsuctionof loTdevicesandsystems

6. Discusshe applicationsof loTin smartcities,healthcare Industry4.0, andagriculture

—1.1.1 Introduction to Telecom Industry

Thelndiantelecomindustry hasbeenone of the fastestgrowingsectorsin the country, strivingto tap
almostevery potential customerwith its services Today,owning a mobile deviceis a basicnecessity,
andthe demandfor seamlesgonnectivitycontinuesto rise.

With the rapid expansionof the Information Technology(IT) sector,the telecomindustryin Indiahas

experienceda major boom, leadingto continuousmarket growth. Sincethe Indian population has

becomehighly dependenton telecom services and with severalcompaniesoperating both in India

and overseas the sector often faceschallengesin maintaining smooth operations amidst growing

customer expectations This study aimsto provide insightsinto the current telecom sector and the

measuredeingtakento enhancecustomerrelationships

Post1991 liberalisation privatisation and globalisation the Indiantelecommarket hasbecomehighly

competitive, with multiple playersoperating simultaneously In suchan environment,companiesare

keen to understandcustomer perceptionsof mobile servicesto refine their strategiesand capture

marketshare

India remainsthe ¢ 2 NIsétéhdlargest telecommunicationsmarket As of March 2025 the total

telephone subscriberbase stood at around 1,200 million, with an overall tele-density of 85% The

internet subscriberbase reachedapproximately944 million, while broadbandsubscriptionsgrew to

over935million wirelessandabout45 million wired usersby mid-2025

A Sectorgrowth and infrastructure expansion Telecominfrastructurecontinuesto expandrapidly,
with the number of towers and mobile basetransceiverstations (BTS)steadily increasing This
expansiorhashelpedimproveconnectivityand servicequality, especiallyin urbanregions though
rural areasstill facegaps
A Policytargets and initiatives: The Governmenthaslaunchedthe NationalBroadbandVission2.0

(202%30), aimingto provide opticalfibre connectivityto all GramPanchayatandkey institutions,
with at least95% uptime, and to raise averagefixed broadbandspeedsto 100 Mbps by 2030 In
parallel,the Draft National TelecomPolicy2025 sets ambitious goalssuchas achievingl00% 4G
coverage 90%5G coverage 80%tower fibreisation broadbandaccesgo 100 million households,
andthe rollout of 1 million publicWi-Fihotspotsby 2030

— B/
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Fig. 1.1.1: Telecom Industry

Subscribetrends and market dynamics

ByMay 2025 L y Rtbtal ®l&comsubscribebasereachedabout 1,207 million. Reliancelioand Bharti
Airtel together accountedfor nearly all new subscriberadditions, while Vodafone Idea and BSNL
continuedto losemarketshare ByJune2025 the total wirelesssubscribelbasestoodat approximately
1,171 million, drivenlargelyby urbangrowth, thoughrural subscriptionshoweda slightdecline

—1.1.2 Introduction to Internet of Things

Digital India programis an endeavourto make technologya great levellerfor the citizensof India

The thorough researchof digitization and its coherentapproachto enhancethe digital literacy in

Indiacouldbe a realgamechanger The TelecomSectorSkillCounciTSSd$ playinga majorrole in

trainingand creatingdigital platformsfor the developmentof digital Indiaprogrammes

I0T is a connectedecosystemof mobile devices,appliancesand other electronicdevicesthat has
been formed to establishcommunicationamongthem. 10T connecteddevicescan be controlled
remotely and can be setup for certain actions,at specifictimes. The telecommunicationlines are
usedto transfer data to get Internet connectivityfor transferring, processingand analysingdata.

Thisresultsin efficiency,accuracy,and easein life without much human intervention Combined
with smartsensorsand actuators,loT givesthe freedomto inter operate devicesin a mannerwhich
issemiautomatedor completelyautomated

Deviceswhichfall in the loT ecosystenctanincludeanythingfrom heart monitoringimplantsor DNA
analysisdevicesto automobileswith built-in sensorsor home monitoring gadgets The following
image shows devicessuch as mobile phones, surveillancecameras,home security systems,PC,
tabletsandsooninterconnectedwirelesslyjeadingto anloTsystem
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INTERNET OF THINGS

Fig. 1.1.2 Wireless interconnection of devices via Internet

—1.1.3 Applications of Internet of Things

IoT spansits influence acrossa large number of sectorsand also in daily life. The most famous
applicationsof 10T include smart home devices wearabletechnology,connectedcars, telecom sector
integration, healthcare, media, infrastructure management,agriculture, environmental monitoring,
enterprises,and smart cities where everythingis connectedand assistedwith artificial intelligence
Dependingonthe end-userexperiencethe loTapplicationscanbe classifiedn the waysasfollows.

1. SmartHome

Modern homesare ladenwith technology,givingthe homeownersutmost comfort and functionality,
which enhanceghe overalllifestyle All the devicesin a smarthome caninteract with eachother. This
environmentenhancesthe security or optimum energy management Already leadingnamesin the
industry have numerousproductsbasedon loT, providingcrossplatform integration for smarthomes
Smart home technologiesare common use case areas for 10T application They allow the home
appliancesand switchesto be controlled by a mobile app. Thevariousapplications suchasthermostat
control, TV remote control, air temperature control, light control and so on can be controlled by a
software interface installed on the smartphone The following image shows some smart home
technologiesat afingertip:

N .y
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thamastal control

Fig. 1.1.3 Smart home technologies at a firtier

Examplescan be turning the lights ON or OFFat a particulartime of the day usinga smart phone or
providinga friend atemporaryaccesgo the homeviaa smartdoor lockis an exampleof a smarthome
loT application Another example can be monitoring the home remotely when the owners are on
vacation

Thermostatshome assistantssmart lighting and remotely controlled home securitysystemsare some
of the manyproductsavailablein the market

2. Media

Media housesthat use loT are essentiallyconcernedabout analysingthe marketandthe O 2 y & dzY|S N& Q
behaviour The behaviouralfocus of these devicesis on gathering significant data of millions of
individuals Thisdatais usedby the mediahousesto run better advertisingcampaignsalignedwith the
O 2 y & dRAn@WEalstsandlocations

For example,a smart watch may have applicationsto track health status, listen to music and other
mediaservicesaccessnailsandsoon.

Thefollowingimageshowsa smartwatchwith variousapplications

Fig. 1.1.4 Smart watch
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3. Infrastructure Management

loT playsa vital role in the infrastructuremanagement Thecheckingand controllingof urbanandrural

roads,rail networks,bridges,off-shoreand wind-farmsare someof the key usesof loT. Theframework
assistsn monitoringchangesn anystructuralconditionswhich otherwisecancompromisethe safetyof

people Theuse of 10T deviceseffectively reducesthe cost of operationsin the large infrastructures
whichbenefitsfrom automationandadvancementlevelopecby loT.

Forexample,in caseof road andtransportation,the traffic signalsare Wi-Ficonnectedandthe traffic is
under video surveillance It makesthe managementof traffic faster and easier and monitoring of

vehicleseffective Thefollowingfigure showswirelessconnectivityat the traffic signalpoints

. Fig. 1.1.5 Wireless connectivity for managing and controlling traffic
4. Agriculture 9 v ang ?

Challengedike weather conditionsand population growth have made agriculturiststhink and move

beyondtraditional methodsto more advancedechnologiedike I0T. Theintegrationof wirelesssensors
with anl 3 NA& O dzhobildzyhpasdiieud platforms helpsin gatheringessentialdata related to the

ecologicalconditions such as soil, seedsand much more. For example,the agricultural application
interface canprovideinformation about the weatherand crop condition, climate change rainfall, pest
infestation, costs/availabilityof fossilfuels, limited arableland, cropyieldsand soilnutrition. It helpsthe

farmersto improve productionand protect crops Thefollowingimageshowsa mobile interfacegiving
informationaboutthe weatherandcrop conditiort

R T I

Fig. 1.1.6 A mobile interface showing weather and crop condition
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5. EnvironmentalMonitoring

Thesensordn loTdeviceshelp by observingenvironmentalconditionssuchasquality of air, water and

atmosphericor soil conditions Improvementin the resourceconstraineddevices,when connected
well with the Internet, allowsthe useof applicationssuchas earthquakeor tsunamiwarningsystems
Thesecanbe utilizedby the emergencyservicedor effectiveaid.

Thefollowing imageshowsa Tsunamialert systemplacedin the middle of the sea,which senseghe

changesn the seaandgivesanalertif the changesare beyondthe standardimits and condition

Fig. 1.1.7 Tsunami alert system

6. Enterprise

& 9 y i S NLINIElaTgefels fo ¢hé gadgets and devices used in the corporate settings and
businessesEloTsector is likely to increase by estimated 40 percent or 9.1 billion devices by
2019 as per an article given by Bl intelligence.

For example, retailers incorporate Radio Frequency Identification (RFID) tags to manage
inventory and maintain the storage costs. In case of mining, driverless trucks or autonomous
haul trucks are used to work round the clock. It leads to increased output, lower cost and
reduced maintenance. In smart robotic assembly line, the automation of the devices helps in
making the production cycle faster and of better quality.

The following figure shows an employee controlling the machines of a robotic assembly line by
using a tablet interface:

Fig. 1.1.8 Smart robotics assembly line

.
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7. WearableTechnology

Thisis one of the latestapplicationsof loTwhichrevolvesaroundhealth, fithessand entertainment For
wearabletechnology,loTis possiblein smalldevicesthat havetiny sensorswvhich consumelesspower,
thus makingthem highlyefficient Smartwatchessleepanalysersinteractivefitnesstrackersandhealth
trackersare someof the most popularwearablesin the market ThisprovesIoT is goingto gainmore
popularityin nearfuture.

Thesewearablesare loadedwith sensorsand paired with software applicationsto collectdata They
enable tracking body statistics,resultingin better health Forinstance,Fitbit is an loT wearablethat
monitorseverymove (trackssteps,distancecovered,caloriesburnt and stairsclimbed) It automatically
syncsto the computer or selectedsmartphonesand tablets to have a better control over the data

collectedby the fithessdevice Thefollowing imageshowsa fitnesstrackingbandto tracka LIS NE 2|y Q &
dailyactivities

Fig. 1.1.9 Fitness tracking band
8. Healthcarelndustry
Healthcareis one sector which is highly influenced by IoT. Vital data collected by sensorshelpsin
determiningunderlyingillnessesor ailmentsthat might affect the patient in future. Datacollectedwith
healthmonitorsovera period of time canbe usedto determinemethodsto improvehealthor cureany
currentailments
IoT in healthcareis vital due to the use of connectedhealthcareequipmentand deviceswhich help
medicalpractitionersin providingquality healthcare Practicalexampleof loTin healthcareis the useof
smart pills (or ingestiblesensors)Oncethe pill is consumedthe sensoris activatedby electrolytesin
the bodyanda signalis conveyedo the small,battery-poweredpatchworn on the torso. Thedatathen
getstransferredviaBluetoothto the family Y S Y 6 $mditghone Other examplesof loTin healthcare
includeinsulindeliverydevicesconnectednhalers,smartbeds,robotic surgeonsandbiosensors
Thefollowingimageshowsthe sensorof a glucosemonitoring systemplacedon an arm and a medical
devicedisplayinghe glucosdevelafter scanninghe sensor

Fig. 1.1.10 Glucose monitoring system
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9. Telecomindustry

loT facilitates data managementin telecom sector to create a global network which enhances
interaction between tangible and nontangible objects The data collected enriches the dza S NI &
experiencevhichhelpsin devisingoroductdevelopmentstrategiesand planningmaintenancetasks

In the telecomsector,loTis playinganimportant role in developmentof the entire telecomnetwork by
providingusefuldatawheneverrequired Also,loTis usedin the telecomtower fuel monitoringsystems
integratedtelecomsite monitoring.

Thefollowingimageshowsthat the securitysystem,the big data analyticsand so on are connectedto
the communicatiordevicessuchasamobileor alaptopviaatelecomnetwork:

Fig. 1.1.11 Various systems connected through telecom network

A good exampleof IoT implementationin telecom sectoris product monitoring by providingeasyand
timely trackingof productsand servicesgivento the customers Also, loT is being usedfor customer
monitoring This helps companiesto monitor customersthrough the digital devices,such as smart
phonesandsmartwatcheswhichthey carrywith them always

This adds value to the ecosystemas loT-based systemswork in tandem for seamlesssecurity,
connectivityandtechnologicabdvantage

—1.1.4 Significance of the Telecom Sector in the Manufacturing
and Assembly of 10T Devices and Systems

The Telecommunicatior{Telecom)sectorplaysa pivotal role in the development,manufacturing,and
deploymentof Internet of Things(loT)devicesand systems loT relies on seamlessonnectivity,data
transmissionand communicationprotocols,all of which are enabledand standardizedby the telecom
industry. Without robust telecom infrastructure and sectoralinnovations,loT deviceswould lack the
essentiabackbondor interoperability,scalability and globaldeployment

N .
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1. Roleof TelecomSectorin loT Ecosystem
a. ConnectivityBackbone
w loT devicesrequire constant connectivity for data collection, transmission,and reaktime
monitoring
w Telecomoperators provide 2G/3G/4G/5G, Narrowband loT (NBIoT), LTEM, and satellite
communicatiorserviceghat form the backboneof loTsystems
w ThesenetworksenablecommunicationacrossdiverseloT applicationssuchas smart homes,
industrialautomation,healthcaremonitoring,and autonomousvehicles
b. Standardizatiorand Protocols
w Thetelecom sectorensuresglobal standardizationof communicationprotocols(e.g., 5G NR,
NBloT,LoRaWAN_TECatM1).
w ThisfacilitatesinteroperabilityamongloTdevicesnanufacturedoy different vendors
w Standardsreduce production costs, accelerate innovation, and ensure reliability in 10T
deployments
c¢. SpectrumAllocationand Regulation
w Telecomauthorities allocate and regulate radio frequencyspectrumessentialfor 10T device
communication
w Manufacturingand assemblyof 10T systemsmust complywith telecomregulationsto ensure
nor-interference,safety,andcrossborderoperability.

2. Impacton Manufacturingand Assemblyof loT Devices
a. DesignConsiderations
w loTdevicedesignisinfluencedby telecomenabledfactorssuchas
o Chipseintegrationfor LTESG,or NBloTcompatibility.
o Lowpowermodulesfor extendedbattery life in remote sensors
o Antennadesignfor optimal connectivityin diverseenvironments
w Manufacturersmustcollaboratewith telecomprovidersto ensuredevicesare network-ready.
b. Componentintegration
w Telecomadvancementdrive demand for modems,communicationmodules,and SIM/eSIM
technologiesn loTdevices
w The assemblyprocessrequires preciseintegration of these componentsto achieveseamless
network connectivity
w ExampleSmartmetersor industrialsensoraiseNBloTmodulesembeddedduringassembly
c. ProductionScalability
w With globaltelecom networks enablingbillions of connectionsmanufacturersmust designloT
devicedor massproductionandlargescaledeployment
w Telecomenabled Overthe-Air (OTA) updates influence assemblyby requiring devices to
supportupgradablefirmware.
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Quality Assuranceand Testing
A Telecom sector standards necessitate rigorous network compliance testing during
manufacturing
A Devicesundergo validation for latency, throughput, signal strength, roaming capability, and
securitycompliance
A Collaboratiorwith telecomtestinglabsensuresdevicesare marketready.

3. Sectorallnfluenceon loT Growth
a. IndustrialloT (lloT)
A Telecomenabled 5G ultra-reliable low-latency communication (URLLC}¥upports automation,
robotics,and predictivemaintenancen manufacturingplants
A loT assemblylinesincreasinglyadopt reaktime telecomenabledmonitoring systemsto optimize
production
b. SmartCitiesand Infrastructure
A 10T devicesfor traffic management,waste monitoring, and energy grids depend on telecom
operatorsfor connectivity
A Manufacturersaligndevicespecificationsvith telecominfrastructurein targetregions
c¢. ConsumerElectronics
A Smart home devices (CCTVsmart speakers,wearables)require Wi-Fi, 4G/5G, or Bluetooth
integration,shapedby telecomtechnologies
A Assemblyprocessesmust ensure compatibility with telecomdriven ecosystemssuch as 5G-
enabledsmarthomes
d. GlobalSupplyChainintegration
A Telecommetworksenablereaktime logisticsmonitoringusingloTtrackers
A In manufacturing and assemblyunits, telecompowered 0T solutions ensure supply chain
visibilityand quality control.

4. Future Significance

A5G and Beyond Ultra-fast 5G and upcoming6G technologieswill enable high-bandwidth, low-
latencyloTapplicationdike autonomousvehiclesandsmartfactories

A EdgeComputing& TelecomSynergy Integrationof edge computingwith telecom networkswill
influencedevicearchitecture requiringnew designsand assemblymethods

A Sustainabilityin Manufacturing TelecomenabledloT will optimize energyefficiency, predictive
maintenanceandwastereductionin assemblyplants

A Securityand Compliance Telecomoperatorswill drive cybersecurityfframeworksfor loT devices,
requiringmanufacturerdgo incorporateadvancedencryptionmodules
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1. Roleof TelecomSectorin loT Ecosystem
a. ConnectivityBackbone
A 10T devices require constant connectivity for data collection, transmission,and reatime
monitoring
A Telecom operators provide 2G/3G/4G/5G, Narrowband loT (NBloT), LTEM, and satellite
communicatiorserviceghat form the backboneof IoTsystems
A Thesenetworks enable communicationacrossdiverse loT applicationssuch as smart homes,
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b. Standardizatiorand Protocols

A Thetelecomsectorensuresglobalstandardizatiorof communicationprotocols(e.g., 5G NR,NB-
IoT,LoRaWANLTECatM1).

A ThisfacilitatesinteroperabilityamongloTdevicesmanufacturedby different vendors
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deployments
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a. DesignConsiderations
w loTdevicedesignisinfluencedby telecomenabledfactorssuchas
0 Chipsetintegrationfor LTESG, or NBloTcompatibility.
o0 Lowpowermodulesfor extendedbattery life in remote sensors
0 Antennadesignfor optimal connectivityin diverseenvironments
w Manufacturersmustcollaboratewith telecomprovidersto ensuredevicesare network-ready.
b. Componentintegration
0 Telecomadvancementgrive demandfor modems,communicationmodules,and SIM/eSIM
technologiesn loTdevices
0 Theassemblyprocessrequirespreciseintegration of these componentsto achieveseamless
network connectivity
0 ExampleSmartmetersor industrialsensoraiseNBloTmodulesembeddedduringassembly
ProductionScalability
o0 With globaltelecomnetworksenablingbillionsof connectionsmanufacturersmustdesignloT
devicedor massproductionandlargescaledeployment
0 Telecomenabled Overthe-Air (OTA)updates influence assemblyby requiring devicesto
supportupgradablefirmware.
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d. Quality Assuranceand Testing
A Telecom sector standards necessitate rigorous network compliance testing during
manufacturing
A Devicesundergo validation for latency, throughput, signal strength, roaming capability, and
securitycompliance
A Collaboratiorwith telecomtestinglabsensuresdevicesare marketready.

3. Sectorallnfluenceon loT Growth
a. IndustrialloT(l10T)
A Telecomenabled5G ultra-reliable low-latency communication(URLLC3upports automation,
robotics,and predictivemaintenancan manufacturingplants
A loTassemblyinesincreasinglyadoptreatime telecomenabledmonitoringsystemso optimize
production
b. SmartCitiesand Infrastructure
A 10T devicesfor traffic managementwaste monitoring, and energy grids depend on telecom
operatorsfor connectivity
A Manufacturersaligndevicespecificationsvith telecominfrastructurein targetregions
c. ConsumekElectronics
A Smarthome devices(CCTVsmart speakers wearables)require Wi-Fi, 4G/5G, or Bluetooth
integration,shapedby telecomtechnologies
A Assemblyprocessesmust ensure compatibility with telecomdriven ecosystemssuch as 5G-
enabledsmarthomes
d. GlobalSupplyChainintegration
A Telecormetworksenablereaktime logisticsnonitoringusingloTtrackers
A In manufacturingand assemblyunits, telecompowered loT solutions ensure supply chain
visibilityand quality control.

4. Future Significance

A5G and Beyond Ultra-fast 5G and upcoming6G technologieswill enablehigh-bandwidth, low-
latencyloTapplicationdike autonomousvehiclesand smartfactories

A EdgeComputing& TelecomSynergyIntegrationof edgecomputingwith telecomnetworkswill
influencedevicearchitecture requiringnew designsand assemblymethods

A Sustainabilityin Manufacturing TelecomenabledloTwill optimize energyefficiency predictive
maintenanceandwastereductionin assemblyplants

A Security and Compliance Telecom operators will drive cybersecurity frameworks for loT
devicesrequiringmanufacturergo incorporateadvancecdencryptionmodules
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—1.1.5 Key Skills and Technical Expertise Required fora -
Telecom Technician Specializing in IoT Devices and Systems

Introduction

The rapid convergence of telecommunicationsand Internet of Things (loT) technologies has
transformedthe moderndigital ecosystemTelecomTechnicianspecializingn 10T play a critical role in
installing,configuring troubleshooting,and maintainingcommunicatiometworksthat enableseamless
machineto-machine (M2M) interactions Their expertise lies not only in traditional telecom
infrastructure but also in the integration of loT-enabled devices, sensors, gateways, and cloud
platforms To effectivelymanagethesecomplexsystemsa TelecomTechniciarrequiresa robustblend
of technicalknow-how, problemsolvingskills,and domainspecificknowledge

1. Networking and ConnectivitySkills
A strongunderstandingf network protocolssuchas TCP/IPUDPMQTT CoARandHTTP/HTTRS

A Expertisan wirelesscommunicationstandardsincluding4dG/5G, NBloT,LTEM, Wi-Fi,LoRaWAN
Zigbee andBluetoothLowEnergy(BLE)

A Ability to configureandtroubleshootrouting, switching,andfirewallsfor loTdeviceconnectivity

A Familiarity with 1P addressing,DNS, DHCP,and VPNsto ensure secure and reliable data
transmission

2. loT DeviceConfigurationand Management
A Handson experiencein installing, calibrating,and maintainingloT sensors gateways,and edge
devices
A Knowledgeof deviceprovisioningfirmware updates,and overthe-air (OTAlupgrades

A Proficiency in using loT platforms for device registration, authentication, and lifecycle
management

TelecommunicatiorSystemsExpertise
A In-depth understandingof cellularnetwork infrastructure (basestations,core network, SIM/eSIM
technologies)
A Skillsin signalmeasurementind analysigools for assessingonnectivityquality.
A Competencén opticalfiber, coppercabling,and RRechnologieselevantto loTdeployments
4. Cloudand EdgeComputingknowledge

A Familiaritywith major loT cloudplatformssuchasAWSloT Core Microsoft AzureloTHub,Google
CloudloT,andIBMWatsonloT.

A Understandingf edgecomputingarchitecturesfor localdataprocessingindreducediatency,
A Ability to configureloTdataflow betweendevicesgdgenodes,andcloudservers
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5. CybersecurityAwareness
A Knowledge of loT-specific security protocols, encryption standards, and authentication
mechanisms
A Ability to implementsecurenetwork configurationgo preventvulnerabilitiesandbreaches

A Awarenessof compliance standards like ISO/IEC27001, GDPR,and NIST cybersecurity
frameworksrelevantto loTecosystems

6. DataHandlingand AnalyticsBasics
A Competencen datacollection,loggingandmonitoringtoolsfor loTsystems
A Understandingf basicanalyticsdashboardskPIsand performancemetrics
A Familiaritywith datavisualizatiortoolsfor interpretingloTdeviceoutputs.

7. Troubleshootingand DiagnosticSkills
A Proficiencyin usingnetwork analyzersspectrumanalyzersanddiagnosticsoftwaretools.

A Systematicapproachto fault detection, root-causeanalysisand issueresolutionin loT-enabled
telecomsystems

A Ability to interpret technicaldocumentation schematicsand systemlogs

8. Programmingand Scriptingknowledge
A Basiaunderstandingpf Python,C,or JavaScripior devicelevel programmingand automation
A Familiaritywith APlintegration,SDKsandloTcommunicatiorlibraries
A Knowledgeof automationscriptsfor network testinganddevicemanagement

9. Soft Skillsand ProfessionalAttributes
A strongproblemsolvingandanalyticalabilitiesto work in dynamicloTenvironments
A Collaboratiorand communicatiorskillsto coordinatewith engineersdevelopersandclients

A Adaptability and continuous learning mindset to keep pace with evolving loT and telecom
technologies

—1.1.6 Challenges in Assembling and Testing IoT Devices and
Systems in the Telecom Sector

1. HardwareCompatibility Issues
A loTdevicesoften comefrom different manufacturerswith varyingdesignstandards
A Incompatibility between sensors gateways and telecom infrastructure can delay assemblyand
integration
A Ensuringnechanicahndelectricalcompatibilityduringassemblyequiresprecisionandtesting

N .
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2. Complexityof Multi -Protocol Communication
A TelecomIoT ecosystemsuse diverse protocols such as NBloT, LTEM, 5G, Wi-Fi, Zigbee,
LoRaWAMNandBluetooth
A Testingnteroperabilityacrossgheseprotocolsis challengingandtime-intensive
A Protocolmismatchmayleadto signalloss,reducedcoveragepr inconsistentlatatransmission

3. ScalabilityConcernsn Testing
A Teleconoperatorsoften dealwith thousandsor millionsof loTdevices
A Testingat small scalemay not reflect reakworld network congestion,latency, or bandwidth
limitations.
A SimulatingargescaleloTdeploymentso evaluateperformanceis resourceintensive

4. PowerManagementand EnergyEfficiency
A ManyloTdevicesare battery-operated,requiringlow-power optimization
A Testingbattery life underrealtelecomconditions(signaffluctuations,databursts)is complex
A Inefficientpower managementanreducedevicelifespan,increasingnaintenancecosts

5. Cybersecurityand DataPrivacyRisks
A loTdevicesare highlyvulnerableto hackingmalware,anddatabreaches
A Testingmustensurerobustencryption,authentication,andsecurefirmware updates
A Compliancewith telecom and data protection regulations (e.g., GDPRJSO standards)adds
complexity
6. Firmwareand SoftwareIntegration
A loTdevicegely on embeddedirmware andsoftwareupdates
A Bugs during firmware installation or overthe-air (OTA) updates can disrupt largescale
deployments
A Compatibilitywith telecomnetwork managemensystemgNMS)needsrigorousvalidation
7. Environmentaland Reliability Testing
A TelecomloT devicesoften operate in harsh environments(outdoor base stations, industrial
zones)
A Assemblingindtestingmustaccountfor temperatureextremes dust, humidity, andvibration
A Reliabilitytestingrequiresextendedtest cyclesdelayingtime-to-market
8. Latencyand Quality of Serviceg(QoS)Testing
A TelecomloT applications(e.g., smart grids, connectedvehicles)require ultra-low latency and
highreliability.
A Testingatencyacrossmultiple network layers(device edge,cloud,coretelecominfrastructure)
istechnicallydemanding
A MaintainingQoSguaranteeswvhile scalings a significantchallenge

'
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9. SupplyChainand StandardizationGaps
A Lackof universalstandardsfor loTdeviceassemblandtestingcreatesfragmentation
A Dependencen globalsupplychainsfor chips,sensorsand modulesoften causesielays
A Inconsistenstandarddeadto integrationandcertificationbottlenecksin telecomdeployments

—1.1.7 Introduction to Microprocessor and Microcontroller—
Microprocessor

Firstintroducedin the 1970s, a microprocessois a standalonechip which actsasthe controllingbrain
of computer. A microprocessoris a computer processorwhich has all the functions of a central
processing unit incorporated on a single integrated circuit (IC) Intel created the first ever
microprocessor4004, for personalcomputerswhichwasa low-costsolutionfor the masses
Microprocessorsthese days are categorised into general purpose and highrend ones The
microprocessoraused in computers and mobile devicesare general purpose microprocessorsalso
knownasdigital signalprocesso(DSP)

Whereas,those used for graphicalprocessinglike real time renderingof 3D imagesare specialized
microprocessorgalledasgraphicsprocessingunit (GPU) Thefollowing imageshowsa microprocessor
placedon a printed circuitboard (PCB)

Fig. 1.1.11 Microprocessor

Microcontroller

A microcontroller(or VLSmicrocomputer)is a computingunit integratedon a singlechip,andit hasa
processorCPURAM,ROMand other required peripherals In a way it is a mini computeron a circuit,
which enablesloT-basedhardwareto communicateefficiently with other devices All microcontrollers
are designedto perform certain specifictasks Microcontrollerscanbe of 4-bits, 8-bits, 64-bits or 128
bits configuration,dependingon the functionalityof the embeddedsystem
Thefollowingimageshowsa microcontroller

N .,
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Applicationsof microcontrollers

A Temperaturesensingsystem
A Lightsensingsystem

A Firedetectionsystem

A Processontroldevices

A Handheldmeteringsystems

Microprocessor

External peripheral in microprocesduas
externalcircuits.

Fig. 1.1.12: Microcontroller

Thevariousapplicationsof a microcontrollerare asfollows:

Thefollowingtable liststhe differencebetweena microprocessoanda microcontrollet

Microcontroller

Externaberipheralin microcontrollerhas RAM,
EEPROM.

Processingpeedof microprocessors is above
1 GHz.

Processingpeedof microcontrollerds from 8 MHz to
50 MHz.

No power saving system with external
componentssopower consumption is high.

Power saving system, such as idle mode or power
savingmode,for low consumptionof power.

Bulkyandpreferredfor largerapplications.

Compactfavourableandefficientsystem for small
products and applications.

Taskperformedaresoftwaredevelopment.

Taskgperformedarelimited andgenerally lessomplex.

Based on von Neumann model whgm®gram
anddataarestored in same memory module.

Based on Harvard architecture where prograramory
anddatamemoryare separate.

Table 1.1.1 Difference between microprocessor and microcontroller
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—1.1.8 Getting Acquainted with Various Boards Processer—
Boards

Theseare PCBsvhich have a microprocessoiland supportlogicto assistan engineerin programming
Processoboardshavethe neededcircuitfor controllingtaskssuchasl/O control, clock,RAMandsoon.
Thefollowingimageshowsa PCB

Fig. 1.1.13: PCB

Themicroprocessoboardscanbe classifiedasfollows:

Microcontroller

A microcontroller(or VLSmicrocomputer)is a computingunit integratedon a singlechip, andit hasa
processorCPURAM,ROMand other required peripherals In a way it is a mini computeron a circuit,
which enablesloT-basedhardwareto communicateefficiently with other devices All microcontrollers
are designedto perform certain specifictasks Microcontrollerscanbe of 4-bits, 8-bits, 64-bits or 128
bits configuration,dependingon the functionalityof the embeddedsystem
Thefollowingimageshowsa microcontroller

Fig. 1.1.14: Arduino




—a Participant Handbook

RaspberryPi

It is a small,singleboard computerdevelopedby RaspberryPi Foundationto promote basiccomputer
learningin developingcountries More than 15 million RaspberryPiunits havebeensoldsofar sinceits

introduction in February2015 This microprocessotboard has a Broadcomsystemon a chip (SoC)
havingan AdvancedRISQViachine (ARM)compatible CPUand an on-board GraphicsProcessindJnit

(GPU)Dependingon the RaspberryPimodel,it canhavesingleUSBor four USBports.

RaspbernPirunsbeston a DebianbasedLinuxoperatingsystemcalledRaspbianbut it canalsorun on
UbuntuMATE SnappyJbuntu Coreand Windows10 lIoT Core Otherthan this, the processoiboardcan
run third party application software such as AstroPrint C/C++,Minecraft, RealVNCand Wolfram
LanguageThefollowingimageshowsa Raspbernpi
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Fig. 1.1.15: Raspberry Pi

CustomizedsingleBoardPlatform

A singleboard computer (SBCromeshandyfor areadyto-use embeddedplatform, which reducesthe
time andthe cost Moreover,SBCsanbe customizedaccordingo the need Theoff-shelfsolutionhasa
Computer on Module (CoM) and carrier board A user can scale the platform to accommodate
hardwaremoduleslike processormemory, RAMand so on. Thefollowing imageshowsa singleboard
computer that includes memory, power requirementsand real world multimedia and connectivity
interfaces

Fig. 1.1.16: Single board computer module
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—1.1.5 Framework for Internet of Things for Roadside———
Assistance Services

0T has expandedits applicabilityin consumermarket with avenueslike Intelligent Transportation
System(ITS)and Smart Cities It is an integral part of connectedroad infrastructure and roadside
assistanceservices Thiscomprisesof technologicallyadvancedfeatureslike lane detection, safetyand
emergencyalerts for roads, assistingdrivers and passengerdan locating nearby fuel stations and
emergencyalert systemscourtesythe V2X communicationand On-BoardUnit (OBU) Thiswill be the
step forward for high-end roadsideassistanceservicesaided by Intelligent TransportationSystemand
Internet of Thingsfor buildingsmartcities Thesystemcanhavean openinterfaceand APIssothat third
party developerscancreatetheir own customroadsideassistancepplications

Thefollowing imageshowsa traffic assistancesystemthat sensesf there is any blockageon the road

andtellsthe carto moveto anotherdirectionin sucha case

Fig. 1.1.17: Traffic assistance system

Advantage®f loTfor roadsideassistancare asfollows:
A Improvedsafetyfor vehiclesand driverswith remotely controlled vehiclediagnosticgo prevent

road mishapsoccurringdueto driver fatigue,drivingerror or naturaldisasters
A Easyaccessor towing, repair or gasolinesupply
A Increasedeliability aidedby performancetrackingsystemwhichnotifies maintenancessues
A Relevaninformation pertainingto weather,gasolinestations rest stops hotelsandrestaurants




g ParticipantHandbook

— Notes




Telecom TechnicianloT
Devices/Systems

UNIT 1.2:Functioning of Sensors and Actuators

— Unit Objectives|@

By the end of this unit, the participants will be able to:

1. Listvarioustypesof sensors

2. ldentifythe importanceof actuators

3. Explainthe basicprogrammingof a microcontrollerboard

— 1.2.1 Sensors and their Usage

With the adventof loT,the importanceof sensorbaseddevicesandtheir usagehasincreasedy three
folds. Sensorsare small deviceswhich detect electrical or optical input, and then convertit into a
physicalvalue for example,temperature, humidity and altitude. A sensorcan be classifiedbasedon
accuracyenvironmentalkcondition,measurementange,calibrationand cost

By combiningthe data collectedthrough varioussensorsand their usage ,smartautonomousor semk
autonomousfunctionalityismadepossible Sensorscaalsobe combinedand syncedwith eachother to
provide unique functionality, which was earlier not possible For loT applications sensorshavea wide
rangeof usageright from the agriculturalsectorto the healthcareindustry.

Different Typesof Sensors

Inthe loT arena,there are somesensorsvhich are extensivelyusedfor all typesof applications Based
ontheir functionality,sensorganbe classifiedasfollows.

A Temperature Sensors Earlier temperature sensors were only used for sensing current
temperature in appliancesFor example,they were usedin air conditionersand refrigeratorsto
detectaccuratetemperature Butwith 0T comingto the fore, temperaturesensorsare now being
usedin virtually everyindustryand application Thesesensorsdynamicallymeasurethe slightestof
changesn temperaturefor accuratemeasurement

A Usage The most basicexampleof a temperature sensoris a digital thermometer. The sensors
measurethe temperatureof anobject, detectanychangein the temperatureandgeneratea signal
in caseof any change Thesesensorsare usedin thermostatsto maintain temperature in the
houses

A Connectivity Options Thesesensorsmay have in build power supply through small cells or
througha power sourcedependinguponits type of build.

Thefollowingimageshowsrepairingof the temperaturesensorof a heatingand coolingthermostat

Fig. 1.2.1: Temperature sensor in a heating and cooling thermostat

— B/
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ProximitySensorsThisis a sensomwhich candetectan objectwithin its rangeby the f I (i in@/éhiRw@t

Thisis done by directing an electromagneticfield or electromagneticradiation, and then readingthe

changesn the return signal Dueto the lackof any mechanicaparts, proximity sensorshavea longer
life. Suchsensorsare usedin mobile devices,autonomousvehiclesor home monitoring gadgetsto

detectthe presenceof atargetedobject

Usage Proximity sensorsare usedin garagedoorsto open and closethe door when a car is nearby,

Theyare alsousedfuture carswhichwill be ableto detect nearbycarsin traffic. ConnectivityOptions

Thesesensorsare basicallyery smallin built. So,they usuallyrequire batteriesfor power supply They
can then be connectedto devicesto provide information about any movementor to motors and
actuatorsto performmechanicabperation

Forexample proximity sensorsare usedin mobile phonessystemsto detectthe presenceof a human
ear. Thishelpsin disablingthe touch screento avoid the unintentional touchesby the cheek These
sensorsare mounted on carbumpersto sensethe distanceof nearbycarswhile parking Thefollowing
figure showsthe sensorsn a cardetectingatruck nearby.

PROXIMITY SENSORS

Fig. 1.2.2: Proximity sensor in a car

PressureSensorsTheseare usedto detectthe pressurdevelof gasesor liquids pressuresensorsmake
the measurementin force per unit area Suchsensorsare usedfor monitoring applications,and they
canalsobe usedto measurematerialflow, speedandaltitude. Thedetectedpressurdevelis converted
into analogelectricalsignaj therefore, pressuresensorsare alsoknownaspressureransducers
Suchsensorsare usedin manufacturing aviation,automotive and hydraulicmeasurementapplications
A commonexampleis the touchscreenof smartphonewhich has pressuresensorsin the displaythat
respondsto the slightestof pressurewith a finger or stylus Another exampleis the pressuresensors
usedin car engine which regulatesthe amount of power needed, correspondingto the accelerator
input.

Usage Pressuresensorsare usedin industrieswhere pressureis involvedin warninga systemof non-
suitableconditions

ConnectivityOptions Pressuresensorsare connectedto the part where pressureneedsto be checked
Thepowerto thesesensords giveneither by smallbatteriesor by electricalpower sourcesdepending
uponthe type of the sensorandits size

————— B/
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Forexample the air pressureon the tyre of a caris measuredwith a pressuregaugethat hasa pressure
sensotin it.
Thefollowingimageshowsmeasuringhe air pressureof atyre usinga sensor

Fig. 1.2.3: Measuring the air pressure of tyre using pressure sensor

AccelerometerSensorsTheseare dynamicsensorsvhichcanmeasurethe rate of changeof velocityof
an object using Micro-ElectreMechanical Sensors(MEMS) Such sensorsare used for measuring
vibrationsin machinesor sensinghe changeof speedin movingobjects Accelerometemeasureshe
changen velocityin one,two or three axes Thecommunicationnterfaceof accelerometeisensoran
bein either analog digital or pulsewidth modulated
Usage Theaccelerometeisensoris usedin carsand machinepartsto checkacceleratiorandto warnin
caseof unsuitable accelerationconditions The sensorcan be installed in a systemwhich detects
velocity,vibration, positionor the acceleratiorof gravityto determinethe R S @ AofeGtaian.
ConnectivityOptions Theaccelerometerare connectedto the movingpartsandare poweredeither by
smallbatteriesor direct electricsourcesdasedon the type andthe sizeof the sensomodule
Analoginterface¢ Measuresacceleratiorby detectingvaryingvoltagelevels

A Digitalinterfacec Communicatesver SPbr I2Cprotocolsandare lessproneto noise

A Pulsewidth Modulated; Theoutput datais over pulsewidth modulation
Forexample the sensoran the smartphoneshelpto rotate their displaydependingon how the phone
istilted. Thefollowingimageshowsthe changingof the displayorientation of a smartphone

Fig. 1.2.4: Changing the display orientation of a smartphone
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GyroscopeSensors Workingin combinationwith the accelerometersensorsithe gyroscopesensors
additionally measurethe angularrotation velocity or twisting motion alongwith the velocity change
measuredby accelerometer The sensoris used in robotics or autonomous navigation systemsto

measurethe deviationin balancedposition movementto correctthe movement Gyro sensorcanbe

eitherin digitalor analoginterface

Usage The gyroscopicsensoris usedin virtual reality glassesand modern seltbalancingscootersor

hoverboards

ConnectivityOptions Thesesensorsare connectedto the actuatorsand motors which work upon the

signalsgiven by these sensors Thesesensorsare powered either by smallbatteries or by an electric

connectiondependinguponthe sizeof the sensormodule

Forexample gyroscopesensorsallow mobile applicationgo triggeran eventbasedon a set of motions

by the user suchas shakingthe phoneto lock the screen,autorotation of the displayand so on. The
followingimageshowsgyroscopesensorimplementedin a self balancingscooter.

Fig. 1.2.5: Gyroscope sensor and alsalancing scooter

Humidity Sensors A humidity sensor,alsoknown as hygrometer,measureshe moisture levelin the
environment It measuregelative humidity which is the ratio of water contentin air to the maximum
moisture content that canbe sustainedat a particularair temperature Thisis done by measuringthe
changesn temperatureor electricalcurrent

Usage Thesesensorsare used in refrigerators and air conditioner units basicallyto maintain the
humidityin the area

ConnectivityOptions Theseare connectedto the thermostatsto changethe temperaturebasedon the
input obtainedandto maintainthe humidity contentin the atmosphere Theseare connectedeither by
anelectricpower supplyor with smallbatteriesasper the sizeand designof sensormodules
Thefollowing imageshowsa devicewith a humidity sensorinstalledin it, andthe displayof the device
showingthe temperatureandthe ahumidityleveldetectedby the sensor
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Fig. 1.2.6: Humidity sensor device

TouchSensors A touch sensoris a sensitiveequipmentthat registersphysicaltouch on a deviceto
provide the relevant action Suchsensorsare used in mobile devices,home appliancesand other
commercialequipment to initiate a particular action A touch sensorworks with a controller and
softwareto providethe neededinput/action.

Usage Thesesensorsare nowadaysusedbroadly in security systemsand lockssuchasthose usedin
office premisesand mobile phones

Connectivity Options The touch sensorsare very low energy based modules Thus, they can be
poweredby a smallbattery andalow direct current (DC)oltagesupply

Forexample the employeesof a firm needto checkin on the biometric deviceinstalledat the door to
enter into the office. Thetouch sensorinstalledin the devicesensesanytouch and generatesa signal
Thefollowingfigure showsworkingof atouchsensor
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Fig. 1.2.7: Touch sensor in a door lock and its working
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A Reed Sensor Thisis an electromagneticswitch made from ferrous reeds which controls the
electricity flow in a circuit The reedsare placedin a smallglasstube and are magnetized which
resultsin movementtowards the switch Whenthesereedsare in contact, electricity flows in the
circuit Thereisno mechanicalvearin suchsensorsasno physicalpressureisapplied

A Usage Thesesensorsare usedin smart voltage controlling stabilizersfor controlling the voltage
fluctuationin the powersupply

A ConnectivityOptions Theseare connectedto the actuatorswhichchangeshe voltagefluctuationin
the modules Theyare directly connectedto power sourcesso they just require low DCsupplyfor
operation

A AnalogSensorsSensorshat producecontinuousanalogoutput signalare knownasanalogsensors
Signalgroducedby these sensorsare measuredproportionally. Thereare varioustypes of analog
sensorsAccelerometerspressuresensorslight sensorssoundsensorsandtemperaturesensorsare
somegoodexamples

A Digital Sensors Sensorsn which data conversionand transmissiortakes place digitally are called
digital sensorsThedigital sensormajorly compriseghree components senor,cableandtransmitter.
Thesignalmeasuredis convertedinto digital signaloutput insidethe digital sensoritself. The cable
transmitsthis digital data digitally. Thereare different typesof digital sensorsDigitalaccelerometer
anddigitaltemperaturesensorare a few goodexamples

—1.2.2 Actuators

ForloTapplications accuracyof datais of utmostimportance,and actuatorswith sensoramakesure of

that.

Actuator. Asthe name suggestsan actuator is a devicewhich actuatesthe movementby converting
energyinto motion. Typically,a sensorprovidesthe input for the actuatorto perform the required
movement Thereis a coupling mechanismwhich is the interface between the actuator and the

mechanicalsystemthat performsthe movement Actuatorscan be of four major types ¢ hydraulic,
pneumatic electricand mechanical

ExampleActuatorsare attachedto sensordike in a door lockwith afinger print scanner Asthe scanner
confirmsthe finger print, the actuatorreleaseshe magneticforce holdingthe door to allowthe door to

open ThefollowingimageshowsPCBntegratedslidingswitch actuatorsthat are installedin door lock
systemswhenthe actuatorgetsa signalto openthe door, its switchis slidandthe door getsopened.
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Fig. 1.2.8: PCB integrated sliding switch actuator

How SensordNork with Actuators?

Sensorandactuatorsworkin tandemto producethe intendedoutput to solveafunctionality.
Forexample,in an appliancesuchasa beer dispenserthe sensorsdetect the amountof beer flowing
throughthe kegby detectingthe electricalimpulsesfrom the hardwareinstalled Theelectricalsignals
arerelayedto a computerwhichthen translatesthose signalsnto aninput for the actuators Then,the
actuator performsthe necessaryaction, that is, to determinethe amountof beerthat shouldflow into
the glasswithout anyspillage

Basicallysensorsaccumulateall the datawith the help of the sensinghardware Thereafter,it worksas
aninput for the actuatorsto perform the mechanicahctionby movingor controllingthe mechanismA
simple exampleis closingor openingof a valve by the actuator which regulateswater flow/level in a
dammodel Thedataprovidedby the sensorameasureshe levelof water in the reservoirandthe time
interval when these valvesneed to be opened or closed The following image showsa water flow
systemwith a pressuresensorandan actuatorinstalledin it:

Fig. 1.2.9: A water flow system
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—1.2.3 Importance of Accurate Sensors

The accuracyof sensorsis very important to get correctinput for the actuatorsso that the intended
functionis performedprecisely Theaccuracyof any sensoris definedasthe maximumdeviationof the
intended value (under certain set of conditions)at the output of the sensor To be precise,it is the
differencebetweenthe reaktime valueandthe indicatedvalue,takinginto considerationall the errors
that canoccurin real-life situation Therepresentationof I O (i dzladc@adyaabe definedin eithera
percentageor afull-scalerepresentation

SensorCalibration

Themethod by which sensorerrors are eliminated by performingstructural error removal(difference
between expectedand measuredoutput) in the output is known as calibration Thisimprovesthe
overallefficiencyof the systemasaccuracyof the sensorss optimizedto its maximum No sensorcan
be 100%0accurate but eliminatingall possibleerrorsto the maximumyieldsgoodoutput.
Calibrationprocesshasa routine of placingDeviceunder Test(DUT)in a configurationwhere inertial
input stimulusof the sensoris known Thishelpsin understandinghe actualerror in measuremento
performthe offsetwhichwill actuatethe requiredoutput.

Thereare certainfactorswhich canmar the accuracyof sensorsand for this reasoncalibrationis very
important. It minimizeserrorsandtherebyensureshat the sensomproduceshe intendedoutput.
Choosinghe right sensordor a specifiedtaskis important assomeof them comewith auto calibration
featuresfor certainvariables Forexample somesensordavetemperatureactuationcapability
Factorssuchastime and hardwaredegradationof the sensorsalsorequire calibration Thisis a part of
routine maintenancetaskswhich need to be performed accurately Also, the installation phase of
sensoris the mostimportant. Improperinstallationcanaffect the sensoroutput, whichin turn disturbs
the whole system Forexample,if pressuresensorsare installedincorrectly,there canbe a shift in the
output calibrationof the sensor

—1.2.4 Programming a Microcontroller Board

To makethe PCBsensorswork accordingto the desiredfunction, they are programmedwith various
codinglanguagedy the board developers Different boardsare supportedand codedwith different
languages The following table shows the difference in IoT development boards under various
categories




Boardname GPIQpins Processor Powersupply Programming Connectivity
speed
Arduinouno 6analog14 16KHZ 9-12VDC, Clanguage By default
digital or5V500mA none.Carbe
USBor 9- 12 addedwith
) shields.
V onVINpin
RaspberryPi 401/0 pins, 1.2GHz 5V2.5Amicro JAVAPython Wi-Fi,
including29 USBoort Ethernet,
digital Bluetooth

Table 1.2.1 Difference in 10T development boards

Programmindasics

Thereare different languagesn whichthe programcanbe written for the microcontrollerboards The
languagecanbe C,C++Pythonandsoon. Thecodeiswritten on the related editor that comeswith the
board Forexample Arduinoprogrammingcanbe done on Arduino Sketchor Arduino IDE Thecodeis
openedin the editor andthe & ! LJt B tlidRed If there are no errorsin the program,there will be a
messagel . dfA dz®RO S &t thefbdibré of the sketch If there is any error, the sectionwill showthe
lineswith the error alongwith the line number.

Forrunninga simplePythonprogram,the followingstepscanbe followed:
A DownloadandinstallPythonIDEfrom the Pythonsite anduseit for compilinga code
A TypeW L3 Uirkc@nyfrandpromptto callthe interpreter asshownin the followingimage

Fig. 1.2.10: Python interpreter
A Towrite apythonscript, Yedittommandcanbe used

A After writing the code,saveit with the extensionyour_script_namey
A Torun this script, copyand pastethe codein a file and savethe file with the extension.py and the

opencommandine in the directoryof the script
A Thentype:
pythonyour_script_namepy.
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UNIT 1.3Application of Communication Protocol in Internet of Thin

— Unit Objectives|@

By the end of this unit, the participants will be able to:

1. Listvariousshortrangewirelesscommunicationsystems

2. Identifythe protocolsusedfor communicationn 0T

3. Compardifferent communicatiortechnologies

4. Describethe communicationtechnologiesusedin 10T, including 5G, NB-loT, LoORaWANWiI-Fi,
Bluetooth,and Zigbee

—1.3.1 Shortrange Communications Systems and their Typical
Operating Ranges

Shortrangecommunicationis a wirelesscommunicationsystemin which signalsraversefrom a short
range of few millimetresto severalmeters The term wirelessis defined as the technologyusedin
communicationor transmissiorof information over a distancefrom one endto the other end between
electronic deviceswithout requiring wires, cablesor any other electrical medium Today, wireless
communicationis one of the most used,and henceis animportant meansof data/informationtransfer |
to other devices The communicationis established,and the information is sent through air, using
electromagnetiavaves suchasradiofrequenciesandinfraredin awirelesscommunicatiometwork.
On the other hand, signalsin longrange wirelesscommunicationtravel from a few kilometres to
several thousand kilometres Some good examplesof shortrange wireless communicationsare
Bluetooth,Infrared, NearFieldCommunicatiof{NFC)ZigBeeWi-Fiandsoon.

The following figure shows various shortrange communicationstechnologiesand their typical |
operatingranges

Wiregless Sensor
WSN Pt s

Car-toCar ’
C2C Commamization

Wirehess Locy
WLAN Area Networes

Wireless Personnl
WPAN Area NOTWOrks i

WRBAN Wireless Body

Ares Networes

{passive) RFID (active) Radio frecuency
Igentification

NFC Near Fielc
4 + $  Communization

107 10* 10° 10* 10° 10° Range (m) |

-

Fig. 1.3.1: Shontange communications technologies and their typical operating ranges
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VariousTypesof Short rangeCommunications
As discussedbefore, short range communicationrefers to communication between two wireless
channels/deviceslocated at a distance Shortrange communications are developed with the
advancemenbf technologyto facilitate easeof useand safety. Theseadvancementfhiaveopenednew
avenuesfor innovationsin electronicsindustry, allowing variousdevicesto connectand interact with
eachother without requiringany cablesor wiresfor the purposeof easyaccessibilitydatatransferand
much more. One of them is the 0T, which is defined as the conceptof connectingdevicesto the
Internet. Consumekelectronicdevicessuchasrefrigeratorsandtelevisionsare getting connectedto the
Internet. The mechanismsby virtue of which these devicescan get a wireless connectivity to the
internet are asfollows:
1. Direct with the helpof built-in modem
2. Indirect with built-in wirelessmoduleconnectedto anaccesgoint
Indirect mechanismhasbig relevanceto 10T asthis involvesshortrangewirelesscommunicationsThe
types of short range wirelesstechnologiesthat are currently in use for connectingdevicesto the
Internetare asfollows:

A Wi-Fi

A Thread

A ZigBee

A Bluetooth

A RFIDandNFC
For example,the NFCtechnologyusedin mobile communicationallows a user to pay for goodsby
wavingthe mobile phone on the paymentdeviceinsteadof swipinga card Thefollowingimageshows
usingNFQechnologyfor doingtransactionbetweendevices

Fig. 1.3.2: NFC technology for transaction through a mobile phone
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ShortrangeCommunicationArchitecture
In the pastfive years,right from its infancystage,loT hasrapidly emergedand developedasa web of
Internet-connecteddevicesto such an extent that many desperate measureshave been taken to
establishstandards Someof them are beinggovernedby independentstandardbodieswhile othersare
developedby a singlecompany,and someare in wide useand acceptedworldwide while othersarein
their earlyadoptionstage
Thepurposebehindtheir origin wasto addressspecificrequirementslike wirelessconnectivity,range,
power consumption, scalability and so on. Thesecomponentsconstitute one part of loT wireless
communicatiometwork.
Firstly, it is important to understandthe communicationnetwork architecture needed for the loT
applicationthat further definesits compatibilitywith existingtechnologystandards Thecommunication
network architecturein loTare basicallyof three typesasfollows:

A Pointto-point

A star

A Mesh

Point-to-Point

Pointto-point network in short range communicationsystemis defined as a direct connection or
communicationbetween two network nodes or devices,that is, communicationtakes place only
between two devices A cell phone connectedto an ear piece through a Bluetooth link is the best
exampleof point-to-point network. Thistype of networking comeswith its own highsand lows. For
instance,easeof use and setup as well aslow cost are the biggestadvantageswhile zero scopefor
scalabilitybeyondtwo devicesis the biggestdisadvantagdecausethe connectionexistsasone-to-one
relationshipbetweenthe two devices Onedeviceactsasthe masterdevicewhile the other one actsas
the slave

StarNetwork

Asthe namesuggeststhis network architecturemainly consistsof a central devicecalledhub to which
all other nodesor devicesare linked, forming a star-like shape Thehub actslike a mother shipwhichis
hometo all other nodes/devicesn the network Thisway, communicationhappensbetweenthe hub
andthe nodesin the form of receptionat the y’ 2 R éhdaRdtransmissiorfrom the centralhub.

Mesh Network
Thisnetwork compriseghree typesof nodeswhichare asfollows.

A Ahubfor transmission

A Sensonodes

A Sensonodeswith repeater/routingability
Mesh network is quite similarto a combinationof point-to-point and star networks where nodesare
arrangedin a way that every node is within transmissionrange of at least one other sensor/router
node Transmissiorhappensthrough multiple sensor/routersnodesto reachthe hub. Thisarray is
generallyused for a long range and broad area coverageof applicationssuch as home automation,
energymanagementindustrialautomationandsoon.

'
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Thefollowingfigure showsthe different typesof shortrangecommunicatiorarchitecture

’ . .9
,O.A..,.,’ -8
e =
Point-to-Point Star Mesim

. GatewayNode: @  SensorNodewith & Sensor Node
o routing

Fig. 1.3.3: Types of shad@nge communication architecture

—1.3.2 Data Transfer Types and Protocols in Internet of Things

loTisthe newtrend in homeautomationthat enablesthe homeappliance pe it arefrigerator,anoven
or adishwasherto connectwith the Internet. Thisnew fad hasgivenriseto a complexnetwork of 0T
deviceswhere a hugeamountof datais beingchurnedout everysecondoy multiple devices Thisleads
to challengedike monitoring data flow throughthe system retrievingand capturingthe datareal time

or in sets,and last but not least, analysingthe collecteddata for future use The data is createdand
collectedin three steps Thefirst step involvescreation of data on the deviceand transferalover the

Internet. Thesecondstep involvescollectionand categorizationof the data by the central system The
third stepis aboutanalysinghe datafor future use

The information/data collected by each connected device and sensoris sent back to the central
applicationoverthe network. Fortransferringthis databack,the most commonstandardprotocolsare
used

Techniciandiavea rangeof connectivitytechnologieso choosefrom for (IoT)applications Thechoice
mayvaryaccordingo preferencedike range,speed datarequirements security battery life andsoon.

Thechoicesneedto be madewell in advancesothat the technologiesandthe tools usedare right and
mostsuitedfor the application Someof the mostpopularin the bunchare asfollows:

WI-Ft WI-Fl is a shortrange communicationsystemthat usesradio wavesto enabletwo devicesto

communicateand transferdatawith eachanother. It is usedto connectinternet routersto devicedike
computers, tablets and phones Wi-Fi is often an obvious choice for techniciansbecauseof its

widespreaduse and popularity within the home environmentand aswell asoutdoors It enablesfast
datatransferrate aswell asthe ability to handlehighvolumes

Presently the most commonWi-Fi standardusedin homesand businessess 80211n that offers high
throughput It is appropriate for file transfers but high power-consumingfor 10T applications The
followingimageshowsfull strengthWi-Fiin a mobilephone

IS e———
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Fig. 1.3.4: A mobile phone connected to full strengtiwi

Thread It is a new IP-basednetworking systemdevelopedfor the purposeof home automation It is

based on various standards like IEEB0215.4, IPv6 and 6LoWPAN,and is slightly different loT

applicationsprotocolfrom Bluetooth It isdesignedo complementWi-Fiasit islesspowerconsuming

A ZigBee ZigBeeis the latest wirelesstechnologyin the LowPower Wide-Area Network (LPWAN)
segmentthat is specificallydesignedfor mobile to mobile (M2M) networks Low running cost and
low power requirementsare someof the biggestadvantageghat makeit an ideal solutionfor loT
applications The communicationsystemhasa low latencyand low duty cycle,allowingmaximum
battery life in devices It offers data exchangest low data-rates within a rangeof 100m, makingit
idealfor homeor buildinguse

A Bluetooth: Bluetoothis a short rangewirelesscommunicationsystemwhichis usedto transferdata
at highspeedausingradiowaves Thiscommunicatiorsystemrequiresproximity of 10 metersor less
betweentwo devicesto achievea datatransferrate of about2 Mbps Thefrequencybandin which
Bluetoothsignalsoperateis 2.45 GHz

Thefollowingimageshowsthat a headphoneis connectedo the mobilephoneviaBluetooth

o 4T

|
. o

Fig. 1.3.5: Bluetooth headphone connected to mobile phone
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wRFIDand NFC RFIDrefersto a communicationtechnologyin which digital data encodedin the RFID
tag is identified by a devicevia radio waves RFIDbears similarity with barcodingin which data is
collectedthrough a devicefrom a tag and storedin a database However there are somedistinctions
that differentiate RFICfrom barcode like one canread RFICtag data outsidethe line-of-sight, whichis
not possiblein caseof barcode Forexample RFIDiechnologyis usedin retail sector.

Thefollowing imageshowsa devicedetectingthe RFIDtagsatfter the button is clicked

Fig. 1.3.6: RFID technology in retail sector

NFCasthe namesimplies,is acommunicationtechnologythat enableswo or more electronicdevices,
like smartphones,to interact with each other and perform simple, safe, contactlessdata transfers,
transactionsand dataaccessPerformingat datarangeof 100- 420kbps,the communicationtechnology
enablestwo or more devicesto shareinformation at a distanceof 10 cm or less The NFCtechnology
has automated gate check ins. For example,within an NFCenabled departmental store, if the NFC
mode in the mobile phone is on, it will offer the user the default card for payment option after

verification The usershaveto authenticatethe purchaseby meansof a TouchID or a passcodefor

sendingthe paymentinformation.

Thefollowingimageshowsan NFCield beingdetectedby a mobile phone

Fig. 1.3.7: NFC technology with automated gate cliesk
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Technology Band Range Standard loT Applications
(in m)
2.4/5 Medium | 802.11b/ High A IPcamera
Wi-Fi GHz 50 g/nlac High 500Mbps [ A devices
-1Gbps
Bluetoot | Mediu A Wearable
Bluetooth 24 Medium | h4.x m/ Medium A devices
GHz 50-150 specificat | Low 1Mbps {SyazNaQ
ion A nodes
A connection
868 A Smartstreet
SubGHz MHz/ | High 802.15.4 | Low Low A light
Energy
500kbps
215MH 6LowPAN p meters
13.56 Low ISO/IEC Low A Access
NFC MHz 0.10 180003 Low 100g A management
P t
420kbps aymen
A Smartstreet
Low light
Zigbee 2.4GHz | 10100 802.15.4 Low 250kbps | A Smartbuilding

Table 1.3.1 Difference types of wireless technologies

—1.3.3 Multiprotocol Readers and Sensors in Internet of Thirgs

loT,alsoknownasd & Y 5 ®B8 NE is &labh6@ Erélesscommunicationrand embeddedsensors The
wirelessprotocols,the loT follows have many commontraits. Multiprotocol sensorsthat are usedto

connectthe systemssimplifythe wirelessdesigns Simplificationof the architectureor the circuitdesign
is important becausdn the presenteraone will find multiple wirelessdevicesin a singlebuilding, be it

home, office, hotel or shoppingmall. A decadeago,the scenariowasvery different; it waslimited to a
singleprotocol, like Wi -Fi

Thefollowingfigure showsa multiprotocolloTenvironment
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Fig. 1.3.8: Today's multiprotocol 10T environment
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Today, things have changed,and they are further changingvery fast In i 2 R lwarl@, & is hard to
imaginea homewithout Wi-Fiand Bluetooth-enableddevicesn a multiprotocol loTenvironment More
the technicaladvancementshigherthe expectationsg this is where latest technologicabdvancements
have landed the humanity. A user wantsto control the lighting and home applianceswith a single
button, whichhasgivenbirth to smarthubs Thetechnologyis desiredto keepa tab on burglary,theft,
smokeand fire when not at home. With the arrival of multiprotocol technology,deploymentof new
wirelesssensorsin 10T has made this possible Thisis a combination of hardware and software to
facilitate support for multiple wirelessprotocols (Bluetooth, ZigBeeand so on) on a singledevice 10T
infrastructure is built on legacysystems the devicesare made in a way that adding latest wireless
technologiego the old architectureis not difficult. Thishasbeenmade possiblewith the help of small
sensorembeddedn the devices
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UNIT 1.4Micro-controller Boards, PIN Configurations and Th
Interconnectivity

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Identifythe componentsof a microcontrollerboard
2. Describehe layoutof variousdevelopmentboard

—1.4.1 Microcontroller

Microcontrollersare the heart of any loT deviceasthey are small,require lesspower and perform the
required function just like any other high-end microprocessarin current times, the lines betweena
microcontrolleranda microprocessohavebecomeblurred asmore processingpower andthe ability to
integrateall the peripheralshasgivenmicrocontrollersmore power andversatilityin their function. For
loTapplicationsamicrocontrolleris preferredbecausemostof the on-boardpinsare programmableby
the user and the componentscan be integrated on a singleboard, which reducesthe size of whole
computingunit. Thefollowingimageshowsa microcontroller

Fig. 1.4.1: Microcontroller

—1.4.2 Components of Microcontroller

Thebasiccomponentsof microcontrollercanbe classifiecasfollows:
PowerUSB
It isalsoknownasretail USB/USPIlusPower/ USB+ Power Thepower USBport is usedfor highpower

devicesto derive power from the USBalone, eliminating the need for a separatepower unit. The
followingimageshowsa power USBattachedto a device
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Fig. 1.4.2: A power USB attached to a device

VoltageRegulator

Toprovidea stable ACor DCvoltageto a microcontroller,a voltageregulatorcomeshandy. Regardless
of the input voltage,the voltage regulator providesa fixed output to preventany short circuits This
electroniccircuit useselectromechanicamechanismor electroniccomponentsto do this. Everyvoltage

regulator has two types of goals, primary and secondary The following image shows a voltage
regulator.

/ i
Power Supply with Nt LE
Voltage Regulator W AL

Fig. 1.4.3: Voltage regulator

Pinconfigurationfor a 7805voltageregulatorICare asshownin the followingfigure:

1 = LM7805 f— 3
input | output

ground

Fig 1.4.4: 7805 Voltage regulator IC pin configuration
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LinearVoltageRegulators

For designinglow-cost and low-power applications,a linear voltage regulator is used to divide the
voltageon the circuit by togglingthe effective seriesresistance Mostly 3-pin linear voltageregulators
like LM7805are usedfor this purposeasthey provide5 volt 1-ampoutput with a varyinginput of up to
36volts.

The only disadvantageof linear voltage regulatorsis the considerablevoltage drop of 2.0 volts. This
makesthe regulatordissipatealot of energywhichmakesit

SwitchingVoltageRegulator

Forhigh efficiencyloT devicesthat havea stark difference betweenthe input and the output voltage,
switchingvoltageregulatorsare preferred asthey are highly efficient In fact, they are almost85% or
more efficient than linear voltageregulators Suchvoltageregulatorsusea controlled switchto toggle
the output voltage by storing and then feedingit to the circuit dependingon the input voltage The
chargelevelsof switchingregulatorsare keptin checkwith the help of transistorswhich turn on when
energyisrequired Also,theyR 2 yfeQuiire anyheatsinkto dissipateenergy

Onedisadvantagef switchingvoltageregulatorsis that they are noisydue to the constantswitching,
and this switching also makesthem changefrom conductiveto non-conductivestage, reducingthe
conversionefficiency Also,they require more componentson-board, thereby increasingthe overall
costof the project

CrystalOscillator

This is an electronic oscillator which creates electric voltage signals by utilizing the mechanical
resonance produced by the vibration of piezoelectric quartz crystals For IoT devices using a
microcontroller,the crystaloscillatorcreatesan electricalsignalat a frequencywhich helpsin keeping
track of time. Thisis vital for microcontrollerfunctionsthat are triggeredafter a setinterval of time. The
followingfigure showsa crystaloscillator.

Fig. 1.4.5: Crystal oscillator

ArduinoReset

Arduinoresetis required to resetthe valuesof Arduinoboardto their inherent values Thisis useful
when codinga new programfunction. AlthoughArduinocomeswith its own resetbutton, but the user
canalsohaveanexternalArduinoresetbutton, sothat it canbe resetexternally
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Arduino PinsGND,Vin
TheArduinomicrocontrollerhasseveralpinswhichare labelledandusedfor variedfunctions Theseare
asfollows.

A GNDPing Thisisthe & D N.2 Ldiiy/wiéchis used

A 5V & 3.3V Ping Thisindicatesthe 5 volt or 3.3 volt pin presenton the Arduinoboard

A VINPing¢ Mostlya 9 volt pin, it actsasa conductorof input voltagedirectly viathe powerjack
Thefollowing imageshowsArduino pins:

Onboard LED

USB Port

Power Jack J - .
Power Pins o Microcontroller
Fig. 1.4.6: Arduino pins

AnalogPins
Analogpinsare usedin a circuit to input the voltagewhich canrangefrom 0V ¢ 5V. The Analogpin on
the Arduinocanalsobe usedasa digitaloutput if needed

Main Microcontroller

Themainmicrocontrolleron a microprocessoboardis usedto perform all the complexfunctionsof an
loTdevice Generallyjt isembeddedalongwith the microprocessor

ICSHPIn

In Circuit SerialProgramming(ICSPpin also known as SerialPeripheralinterface (SPI)is an AVRtiny
programmingheaderusedfor Arduina. It is anexpansiorof output where output deviceis slatedto the
masterof SPbus

PowerLEDnNdicator

The power LEDindicator denotesthe power supplyin the microcontrollerdevice Currentgeneration
power LEDOndicatorsusevariousmodesto indicatethe statuswhichare asfollows:

A Slowflashinggreeng Onaircraft modeusinglow power

A Flashinggreenc Usingbattery powerwith goodbattery power

A Fastflashingamberc Usingbattery with low power

A Rapidflashingred ¢ Poweron with verylow power usingbattery

A No LEDx; Poweroff or battery empty

——————— B ——
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TXand RXLEDs

The orange/yellow coloured TX and RX pins are used for USBconnection They indicate the data
transmissionflow in a circuit TXLEDrepresentsthe flow of data from the Arduinoto the computer,
while RXLEDshowsthe datatransmissiorfrom the computerto the microcontroller

Thefollowing imageshowsan Arduino power LEDndicator:

Fig. 1.4.7: Arduino power LED indicator

Digital I/O

Digital I/O interface board is usedto input or output digital signalsin an electroniccircuit board This
enablesthe microcontrollerto keepatab on the current statusof measuringdevicesand the relaysor
operationswitchesintegratedon a control circuit

AnalogueReferenc AREF)

AREFeedsthe referencevoltagefrom externalpower supplyin the Arduina Thevoltagesuppliedfrom
avoltageregulatorlCof a maximumof 3.3Visdirectedto the ARERIn.
RaspbernpiDevelopmenBoard

It isa singleboard computerdevelopedby Raspberrypifoundationto promote basiccomputerlearning
in developingcountriesand for studentsin primary schools A RaspberryPi can have a speedin the
rangeof 700MHz¢ 1.2 GHz RAMrangingfrom 256 MB ¢ 1 GBand processomwhich hasevolvedfrom
BroadcomBCM2835SoCto the latestgenerationBroadcomBCM837 SoChavingl.2 GHz64-bit quad
core ARM CortexA53 processor The singleboard computingunit can be easilyoperatedwith a USB
keyboardandamouse

Thefollowingimageshowsa RaspberrnyPiand BroadconBCM2837SoC
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Fig. 1.4.8: Raspberry Pi
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BeagleBon8lackDevelopmenBoard

Developedby Texaslinstrumentsin collaborationwith DigiKey,this is an open sourcesingle board

computerwhichuseslow-power. Themainmotive behindits developmentisto promote the learningof

opensourcehardwareand softwarein educationalinstitutes BeagleBoardhasdimensions7/5x75 mm,

makingit a suitabletiny computerfor variousapplicationsof I0T.

It runs on LinuxOS(suchas Debian,Gentoo, Fedora),Windows EmbeddedCEand Android too. The
board runs on 1GHzSitaraAM33582ZCZ00 processoralongwith 512VIB DDRL RAM It alsobehaves
as a standalonePC sinceit hasits own USBconnector,audio jacks,NANDflash memory and power
supply Thefollowingimageshowsa BeagleBoneBlackdevelopmentboard

DC POW 10/100 Ethernet
PaAIC po Ethernet PHY
Sitare ANMIISE ! .
US8 Charg
Serial Debug ™ S
512MR DOR3 ﬂ;set Burton

aMAMC

LISB Host

micraHDMY

Fig. 1.4.9BeagleBon8lack development board

Adafruit FLORMevelopmentBoard

FLORAs a compactArduinocompatiblemicrocontrollerdevelopmentboard by Adafruit for wearables
It is designedto be sewedonto clothesand is circularin design,measuringl.75" in diameter and
weighing4.4 grams Theboardhasbuilt-in USBsupportwhichmakest easilyprogrammable

Thefollowingtable showsa comparisorbetweenmaintypesof microcontrollerboards

I E———.
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Arduino Yun BeagleBonaBlack = Adafruit FLORA = RaspbernyPi
CPU MIPS324Kand ARMCortexA8 ARM1176
ATmega32U4
Speed 400mhz (AR9331) | 1ghz 8mhz 700mhz
and
16mhz(ATmega)
Memory 64MB(AR9331) 512MB 30K 256MB (model A)
and2.5KB (ATmega, or 512VIB (model
B)
GPU None PowerVR Broadcom
SGX530 VideoCordV
Internal 16MB(AR9331) 2GB(revB)or 5.25bytes None
Storage and32KB 4GB (rev C)
(ATmega)
External MicroSD(AR9331) MicroSD USBsupport SDcard
Storage
Networking 10/100Mbit 10/100Mbit uUSB None(modelA)
Ethernetand Ethernet or 10/100Mbit
802.11b/g/n Ethernet (model
Wi-Fi B)
Power 5V from USB 5VfromUSB 3.3V power 5V from USB micro
Source microB miniB regulator B connectoror
connectoror connector, with 150mA headerpin.
headerpin. 2.1mmjack,or output
headerpin. capability
Dimensions 2.7inx2.1in 3.4inx2.1in 1.8inchx0.3 3.4inx2.2in
(68.6mm x563.3mm)| (86.4mm x inch (85.6mm x66mm)
53.3mm)

Table 1.4.1 Comparison between microcontroller boards
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UNIT 1.5Understanding Edge Devices

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Explairthe functionsof edgedevices
2. ldentifythe different typesof edgedevices

—1.5.1 Introduction to Edge Devices

Theedgedevicein a network is wherethe real actiontakesplace It mainly constitutesa wide rangeof
sensorsactuators,and devicesfor automationin waysthat ensureinteroperability, extendibility, and
scalability In 10T network, controlling edge devicesfor creating a two-way tunnel for data sharing
meansthe ability to configureand control any devicefrom anywhere Thechallengeis to simplify the
complexsystemso that they behave as a single unit while interacting with each other and while
communicatingeaktime data

For example,different deviceslike smart pill boxes, heartbeat sensors,blood pressuresensorsand
weightscalesare connectedto a network viaa router. Theedgedeviceactsasanentry or an exit point
for the framework Thefollowingfigure showsthe conceptof anloTedgedevice

Smart

&,

-~

New uﬂd

=\\ o s
Intermt
.« . of Things —
W]
ingustue
=

!loaa‘

Sugae

Fig. 1.5.1: 10T edge device

Beforedelvinginto the method of bypassinghe hub, it is important to understandthe definition and
workingof an edgedevice Thesedeviceswork on the edge(entry point or boundary)of a network to

allow accessnto a network. Furthermore,an edgedeviceis a devicethat providesan entry point into

an Sy (i S NIGNA sefited INP @ Adar€ Nainérks Routers, routing switches, multiplexers,
metropolitan area network (MAN) and wide area network (WAN)are some good examplesof edge
devicesthat a communicationtechniciancan notice around him/her. Providingconnectionsto the
O NNaRdihegericelINE @ hédviikdis anotherrole of edgedevice

— B/
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Functionof EdgeDevices

Edgedevicesin most casesare routers for providing (authenticated)accesgo a core network. Anedge
router is a devicelocated at the boundaryof a network to enablean internal network to connectto
external networks They are mainly used at two pointst the wide area network (WAN) and the
Internet. They generallysend or receive data directly to or from external networks, using static or
dynamicrouting capabilitiesby utilizing Ethernetover singleor multimode fibre optics In somecases,
multiple isolatednetworkscanbe usedwith the help of edgeroutersto link them

together rather than usinga core router. Edgerouters are hardwaredevices,but in some casestheir
functionscanbe performedby a software

Thefollowingfigure showsthe typesof edgerouters:

Subscriber
edge
router

Label edge
router

Fig. 1.5.2: Types of edge routers

Multiplexer. Multiplexer, alsoknownasMUXor MPXis a devicethat hasmultiple inputs and a single
line output by the applicationof a control signal Theselectlinesdeterminewhichinput is connectedto
the output, andalsoto increasethe amountof datathat canbe sentovera network within certaintime.
Multiplexers operate as a very fast acting multiple position rotary switches, which connectingor
controllingmultiple input linescalledd O K | y gh&4dt dtén& to the output. Edgedevicesact asan
authenticationlink betweendevicesand corenetworks

Thetrend is to makethem more and more intelligent, renderingcore deviceslike modemsand hubs
fast Soedge routers often include Quality of Service(QoS)and multi-servicefunctionsto manage
different typesof traffic. Theyprovide network translationbetweennetworksusingdifferent protocols
Forexample,an edgedevicewill translateand transfer packetsand cellsin betweenan Ethernetand
ATMnetwork. Thefollowingimageshowsa multiplexer.

Fig. 1.5.3: Multiplexer

'
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Routing Switch In a network, a routing switch is a combinationof a switchand a router. It is a device
that combinesthe functionsof a switchthat forwardsdata by lookingat a deviceaddressand a router
that forwards packetsby locatingthe next hop address Thefollowing imageshowsa network routing
switch

Fig. 1.5.4: Routing switch

Typesof EdgeDevices

In 10T, edge devicesinclude a wide array of sensorsactuatorsand devicesthat interact with smart
products and networks and communicatereakttime data from one end to the other. The processof
gatheringdata and communicatingt in real time in a securemannerfrom one endto the other in the
edgearchitectureinvolveskey elementslike sensorsand actuatorswith ¥ NJhd& N capalilities In
most casesthese componentsare built into the smart product or environment However they canbe
addedlater asandwhenthe needarises

Sensors

Asdefined, the sensorsare usedto monitor any changein parametersto stimulate an actionthrough
the actuators

ExampleAwater flow sensoris agoodexampleof a sensorthat measurediquid flow rate usinga water
rotor, whosespeedchangesiependingon how fast the water is flowing. Thesignaloutput comesfrom
a HallEffectsensorwhichpulsesasthe rotor turns.

Actuators

As alreadydiscussedactuatorsare the oneswhich perform the action or any physicalmovementin
responseto the & S y didxdadn. A valvethat can be openedand closedor a light that can be
turned on andoff are somegoodexamplesof actuators Thefollowingimageshowsan actuatormotor:

Fig 1.5.5: An actuator motor
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Thefollowingimageshowssomeexamplesof anactuator.

Lights Valves Motors

Fig. 1.5.6: Examples of actuator

Example 6000 seriesindexingvalve from K-Rainisa distribution valve that is usedin high- flow city
water and wastewaterapplications Thevalvecanbe coupledin anloTnetwork with anintelligentvalve
monitor to ensureevenwater distribution andto alert operatorsabout potential errors. Also,in access
controlledsecuritysystem the doorsautomaticallyopenasthe actuatorsget information of authorised
accesghrough sensors|in a securitysurveillancesystem the motors in the cameraskeeprotating the
cameraaroundits axisto coverthe entire area

Local Area Network (LAN)Edge In the LAN,the first-hop security is enabled on the accesslayer
switches known asthe edgedevicesof the LAN The QoSis alsorecommendedas closeas possibleto
the source However,QoSmight be implementedin different network segmentdor different reasons
but the placewhere a technicianenablesit remainsunchangedin the LAN,QoSmight be implemented
to protectvoicetraffic at the networkedge

ServiceProvider Edge When it comesto service providers, such as those supplyingvirtual private
network (VPN)servicesthe provider edge (PE)devicesalwaysoffer more in the way of configuration,
policy and control plane state. PEedge or network element playsa key role in Multiprotocol Label
Switching MPLSinfrastructure

ThePErouter isaninterfacebetweenthe customerend network andthe MPLSoreaswell asthe point
where customerdata is givenan MPLSlabel Data entersthe MPLSnetwork through the PErouter,
navigateghe network andexitsthroughanotherPErouter.

DatacentreEdge In the datacentre network, the edge may not be defined clearly, especiallyafter
virtualization However the edgecanbe thoughtof asthe virtual accesswitch

Considerthe use caseof an loT-connectedoffice building environment There may be hundredsor
thousandsof sensorswith dozensof different functionsincludingmeasuringtemperature, light, noise,
movement, securityand more. But 10T is not just about sensing it is also about controlling systems
Turningthe lights on and off, heating, ventilation, air conditioning(HVAC)gstablishingnetworks and
more can be done through connected systems In this connected environment, an 10T gateway
performs severalcritical functions suchas deviceconnectivity,data filtering and processingupdating,
and managingdevices Newer loT gatewaysalso operate as platforms for application code that
processeslataand becomesan intelligent part of a deviceenabledsystem Thefollowingimageshows
ahousewith smartappliances




Participant Handbook

Fig. 1.5.7: A house with smart appliances
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UNIT 1.6Nodes and Gateways

— Unit Objectives|©@

By the end of this unit, the participants will be able to:

1. Explaimodes
2. Describgyatewayarchitecture
3. Listthe stepsin settingup anloTframework

—1.6.1 Nodes and Gateways in Internet of Things

Gateways

For loT applicationsin telecommunicationsector,a gatewayis a stopper for data on the networks It
makestransmissiorof data possiblebackandforth. In away, it is an accessindow which providesan
addedlayer of securityfor data transferin the network to preventany hackattacks Forexample,in
homenetworks,the Internet serviceprovideristhe gatewayto accesshe Internet

loT Gateway

AnloT gateway,alsoknown as control tier, canbe a hardwareapplianceor a codedapplicationwhich
actsasa bridge betweenthe cloud,the sensorsandthe smartdevices It providessecurityto the data
that is beingtransportedon the network asit preventsleaksor phishingattackswith the help of tamper
detectionor encryptiontools.

Thefollowingfigure showsan loTgatewayarchitecture

Sensors And Controllers

Fig. 1.6.1: 10T gateway architecture

o
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In the current scenario,loTgatewaysre very important as protocols,connectivitymodelsand energy
profiles Theyplaya vital role in controllinga complexnetworkingenvironment

They are also useful for device connectivity, protocol translation, data filtering and processing For
example,smart loT gatewaysdeliveredby companiessuchas Dell and Wind Riverare developedfor

computingplatformsthat run up to date operatingsystemdike Linuxor Window.

Nodes

A nodeis acommunicationpoint (activeelectronicdevice)which cancreate,receiveor transmitdatain
acommunicatiorchannelffor atelecommunicatiometwork.

Fordata communicationnetworks, the hardwarenode canbe a data communicationequipmentlike a
switch, a modem, a hub, a bridge or a data terminal equipmentlike a telephone handset In caseof
fixed telephone networks, the node can be a telephone exchangeor a host computer providing
intelligent network service In caseof a cellular communicationnetwork, a node is a GatewayGPRS
SupportNodeor ServicingsPR8lode(SGSN)

Thefollowingfigure showshow an loTgatewayis connectedto nhodes

System Overview

loT Sensor Nodes

loT Gateway n n

L]

Web User B

Fig. 1.6.2: IoT gateway and
nodes

loT EdgeDevice/Node

In an loT application,an edgedeviceis generallythe networking devicewhich connectsLANwith the
WAN (or Internet). Edge devicescommonly used in telecommunicationsector are edge switches,
routersor multiplexers for example anloTedgegatewayon a RaspbernPi3 that runsRaspbiarLinux
The gatewayis constructedusingloT edge,and the sampleusesa SensorTagBluetooth Low Energy
(BLEYeviceto gathertemperaturedata.

A node providesconnectivityand traffic translation betweenthe boundariesof the varyingnetworks
usingdifferent networking protocols A good examplewould be the transmissionof packetsbetween
EthernetandbankATMnetwork.

'
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BasicStepsin Settingup anloT Framework

Thestepsthat aretakento setup anloTframeworkare asfollows:

A 10T Deviceand Gatewaylnstallation Point
TheloTdevicesandtheir respectivegatewayinstallationpoints needto be figured out basedon the
network they are goingto be operatedon. Thisensuressmoothflow of information and securityon
the localareanetwork aswell asthe wide areanetwork to whichit is connected Sincegatewaysare
vital for a successfuloT ecosystemtherefore installation points are important for the overall loT
architecture Theselectionof the installationpoint andthe installationprocessare important andare
discussedater.

A Configuringinstallation Points
Properly configuringthe installation points is the vital step in ensuringoverall succesof the 10T
implementationin any kind of environment Oncethe configurationis done, it becomeseasyto
managethe system,add modulesor changethe l0T devicearchitecturein casethe 10T ecosystems
big. Theconfigurationof the installedloTframeworkwill be discussedater.

A PositioningloT Devicego SuitableLocations

A new dynamiccategoryof positioningdevicesin an loT ecosystermis the Locationof Things Thisis
the correct positioning of 10T devices for optimized performance With so much data being
transferredon localaswell asglobalnetworks,Locationof Thingsplaysa pivotalrole in filtering the
relevantinformation. Locationbasedservicessuchas GoogleMaps, Uber or Foursquareare good
examplesof this.

Indoor positioningsystemgqIPS)omein handyfor implementingloTinsidebuildingsor homes The
correct positioningof 10T devicesis an important part of the positioningconcept With the help of
IPSthe data gatheredcomeshandyfor taskssuchasfinding devicesand equipmentor navigating
insideindoor spacedike in shoppingmallsor in geo- fencingsensitivedata. Thepositioningof the IoT
devicesat alocationwill be discussedater.

A Installation of Devicego the Appropriate Points/Locations
Installingthe I0T devicesat their optimum locationis the veryfirst stepin havinga smoothnetwork.
Eachdevice should be installed to the location by carefully mapping the network details For
example jn caseof GoogleWi-Fi,the Wi-Fiunitsincludea softwarecalledNetwork Assisthat ensure
a strong signalby constantlyselectingthe clearestwirelesschannel When usingmultiple "points,"
Network Assistseamlesslyransitionsa coupleddeviceto the closestWi-Fipoint to ensurethe best
connectivity Thecompleteprocessof installationof loTdeviceswill be discussedater.

A Reinstallationof Devices
Reinstallationof 10T devicesis required in casethere is some hardware malfunctionor a software
glitchwhichis resultingin jammingof the network or causingencumbrancen one or morethan one
nodesin the network. Reinstallatiormay alsobe requiredin casethere are unnecessarjangupsin
the datatransferequipment
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UNIT 1.7Cloud Computing

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Explairthe conceptof cloudcomputing

2. Listthe characteristic®f cloudcomputing

3. Explairhow cloudcomputingisrelatedto businessanalytics
4. Explainthe advantage®f cloudutilization

—1.7.1 Introduction

loT includesdeviceswhich are connectedvia the Internet to perform the servicesfor which they are
made Thisinvolvesstorageand processingof data for which storageis required The cloud storage
helpsin storingthe dataoverthe Internet. Thereare severaladvantage®f providingthe servicego the
userbasedentirely onthe Internet.

Forexample consideran employeewho needsto submita few reportsto his/her managerbut they are
on different locations Thecloud computingcanresolvethis issueby usingan app which is hostedon
the Internet. Thedata on the app is managedremotely overthe Internet. Fortemporaryor permanent
storage a cloudplatform canbe used

Conceptof CloudComputing

Asin 0T a large amount of data is stored, processecand accessedit requirescloud computing This
alsohelpsin developingthe 1oT. Thecollaborationof IoT and cloud computinghelpsin developingthe
monitoringdevicesand processinghe sensordata

Forexample datafrom the sensorscanbe uploadedand downloadedfrom the cloudstorageplatform.
Thisdata canbe accessedor monitoringand actuatingother smartthings Themainmotiveisto geta
more productive solution, which is cost effective alsa A cloud platform also helpsin analysingdata,
takingdecisionsand optimisinginteractions

The integration of 10T and cloud involvesvarious aspectssuch as QoS,quality of experience(Qob,
securityof data, privacyand reliability over the data. Cloudcomputingoffers a model which is utility
basedandallowsa businesgo accesshe dataandinformationanytimefrom anywhere

Thefollowing figure showsthe conceptof a cloud platform:

Infrastructure

Slock Storape

Cloud computing

Fig. 1.7.1: Concept of cloud computing
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Characteristic®f CloudComputing
Thereare a few characteristicof cloud computingwhich determine its working The following figure
showsthesecharacteristics

Fig. 1.7.2: Characteristics of cloud computing

DeploymentModels

Deploymentin cloud computing comprisesfour deployment models private cloud, public cloud,
communitycloudandhybrid cloud

A private cloud has an infrastructure that is provisionedfor exclusiveuse by a single organisation
comprisingmultiple consumerssuchasbusinesaunits. It maybe owned,managedandoperatedby the
organisationathird party or somecombinationof them, andit mayexiston or off premises

A publiccloudis createdfor openuseby the generalpublic. It sellsservicego anyoneon the Internet.
(AmazonWeb Servicesis an exampleof a large public cloud provider) This model is suitable for
businessrequirementsthat require managementof load spikesand of the applicationsused by the
businessactivitiesthat would otherwiserequire greaterinvestmentin infrastructurefor the business
Assuch,publiccloudalsohelpsto reducecapitalexpenditureandto bringdown operationall T costs

A community cloud is managedand used by a particular group or organisationsthat have shared
interests,suchasspecificsecurityrequirementsor acommonmission

Finally,a hybrid cloudcombinestwo or more distinct private, communityor publiccloudinfrastructures
suchthat they remainuniqueentities but are boundtogetherby standardizedr proprietarytechnology
that enablesdata and applicationportability. Normally,information that is not critical is outsourcedto
the publiccloud,while businesscritical servicesand dataare kept within the control of the organisation

N RIS
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— 1.7.2 Cloud Optimization and Business Analytics

It is mandatoryfor all organisationgo keeptrack of their analytics Everyorganisationhasdata which
they should gather, analyseand interpret. But this is not an ordinary task With the evolution of
technology,the amount of data and sourcesof data are growing exponentially Assessingnew data
sourcesandbeingableto distinguishvaluabledata from the sourceds not possiblewithout a means(a
technology}hat isflexibleenoughto growwith the businessandthe changingdata.
Businessebavefound refugein cloud ¢ the flexible technologycapableof growingwith the changing
requirementsof the former. Most businessesoday have begunto re-evaluatetheir infrastructureto
movefasterandbe flexiblein understandinghe datathey produce Businesseare movingto the cloud
for analysingand interpreting their HR,sales,marketingand evenfinancialdata So,there is a needto
understandwhy cloudis the idealchoicefor businessanalytics

Thefollowingfigure showsthe characteristicshat makecloudanidealchoicefor businessnalytics

Fig. 1.7.3: Characteristics of cloud

A Fast,FlexibleDeployment
Easeof deployingis consideredone of the primary reasonsfor the shift to cloud servicesit is an
even more convincingfactor than cost Cloud enablesa quick start without the need for any
additionalhardware,configurationor installation Simplyhost, then sharethe dashboardand oneis
goodto go.

A HighlySecure

Securityis anotherimportant reasonthat peopleare shiftingto cloud Thisis primarily becausecloud
vendorskeeproundthe clockvigil, perform regularchecksandthreat assessmentsnd havea team
in placethat candeploya new patchasandwhenrequired All thesethingswould otherwiserequire
additionalcostin an office setupof the business

A EasyMobile Access

Cloud solution can be accessedrom anywhere without getting into the firewall; which means,
businessowners and their IT team can accessand take advantage of secure system and
authenticationcontrolonthe go.

A Easeof Sharingwith Customersand OthersOutsidethe Organisation
Sincethere is no real requirementto getinto the firewall everytime, a businesscan give accesgo
their cloud systemto the outsiders¢ including customersand have them accessthe dashboard
easily

————— B
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A EasyMobile Access
Cloud solution can be accessedrom anywherewithout getting into the firewall; which means,
businessowners and their IT team can accessand take advantage of secure system and
authenticationcontrolon the go.

A Easeof Sharingwith Customersand OthersOutsidethe Organisation
Sincethere is no real requirementto get into the firewall everytime, a businesscan give accesgo
their cloud systemto the outsiders¢ including customersand have them accessthe dashboard
easily
For example, marketing companiesuse analyticsto analyse campaign results and Return on
Investment Thisdata interpretation is then usedto makeright offers for customersand ensurethe
offers are deliveredto customersat the right time. The data analyticsalso helpsto predict what
customerswill respondto next,or in the nearfuture.
Roleof Cloudin loT
loTis usedin everydayobjects,suchas consumerdevicesyvehicles buildingsand so on. It includes
embeddedsoftware, sensors,electronicsand network connectivity, allowing the objectsto send,
receiveandcollectdata
Giventhe utility, loTis transformingthe way the dailytasksare beingcompletedtoday. Butthere isa
catch IoT generatesa large amount of Big Data, which puts a lot of strain on the Internet
infrastructure of an organisation To meet the requirement of large amount of data analysis,
organisationsare using cloud computing, which provides scalabilityin deliveranceof enterprise
applicationsand Softwareasa ServicgSaaS)

—1.7.3 Advantages of Cloud in Internet of Things

Cloudcomputingis about accessinglata and programsfrom a centralizedcomputedresourceas and
whenrequired loTor Internet of Thingson the other handis connectionof devicegbesidescomputers)
through software, sensorsand so on. loT allows devicesto be connectedand automated in a cost
effectiveandintelligentmannerto ensurereaktime monitoringand control. Thefollowing figure shows
how cloudcomputingis integratedwith the devicesandallowsthe datato be managedwith efficiency

Fig. 1.7.3: Characteristics of cloud

'
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Thetwo may seemdifferent but both IoT and cloud computingincreaseefficiencyin everydaytasks
Boththe conceptshavea very complementaryrelationshipg where IoT generateshugeamount of Big
Data,the cloud offers a pathwayfor that datato travel. It makesit easierfor the developersto access
the massiveguantitiesof BigDataviathe cloud

Cloudcomputingserviceis generallychargeableat payper usemodel So,the businesnly paysfor the
resourceghat it usesandnothingmore. ThisallowsloTcompaniedo meettheir economiesof scale as
the overallinfrastructuralcostis minimized

CloudcomputingalsobenefitsloT with better collaborationof data, and easeof use Cloudallowsthe
developerdn loTto accesandstore dataremotely,or onthe move Thissavedime andlabour.

—1.7.4 Networking Essentials

TheInternet (or internet) is the worldwide systemof interconnectedcomputer networks It usesthe
Internet protocolsuite (TCP/IPjo communicatebetweenthe connecteddevicesn the networks

It is a network of networks that consistsof networks which may be a private or public domains
academicor businessdomain, or government networks, linked by a wireless optical networking
technology

Thelnternet is centralrepositoryof information and serviceshypertextdocumentsthat are linkedand
applicationsof the World Wide Web (WWW),electronicmail, internet telephony,and sharingof files.

The protocol playsa major role in encodingand decodinginformation that is transferredthrough the
network. Themostwidely usedprotocolis TCP/IPL (ia@ddlectionof two protocolnamely, Transmission
ControlProtocolandInternet Protocol It isusedto connectnetworkeddevicesn the world wide web.

TCP/IRlefineshow the datais exchangedverthe internet. It providesendto end communicationthat

identify how the data should be brokeninto packets,addressedtransmitted and routed. And at the

destination it is received and unpacked TCP/IPis a reliable protocol becauseit ensuresdata is
recoveredautomaticallyfrom network failure or devicefailure.

Thetwo protocols serve specificpurposes TCPdefinesthe standardfor applicationsasto how they
haveto create communicationchannelacrossthe network. It also defineshow a messagen broken
into different packets definesthe headerandfooter for the packetsandthe orderin whichit hasto be
transmitted And at the destinationit is received and reassembledas per the header and footer

information

Internet Protocolis responsiblefor definingthe addressand route eachpacketand ensuresit reaches
the right destination Eachcomputerin the network checksthis IPaddressto determinethe addressof

the destination

Subnetmask,helpsin identifyingthe network addressandthe ID of the devicein the network. EverylP
addresshas two componentsthe network ID and the host ID. The host ID and the network ID is
determinedby the networkclass

TCP/IFirst establishesa connectionwith the destinationhost before transmitting the packets Thisis
calledhandshakeOnly after the connectionis establishedt starts sendingthe data. this ensuresthat
the datais not lost,andreacheghe intendedreceiver
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TCP/IProtocolsuiteincludethe following:
A HypertextTransferProtocol(HTTPhandlesthe communicationbetweena web serverandaweb
browser.
A HTTRSecurenandlessecurecommunicatiorbetweenaweb serverandaweb browser.
A FileTransferProtocolhandlestransmissiorof files betweencomputers

Why is TCP/IHmportant?

TCP/IAs non-proprietary and, as a result, is not controlled by any singlecompany Therefore,the IP
suite canbe modified easily It is compatiblewith all operatingsystemgOSes)so it cancommunicate
with any other system The IP suite is also compatible with all types of computer hardware and
networks

TCP/IFis a reliable, scalableand a routable protocol, it can determine the correct and short path
throughthe network. It iswidely usedin currentinternet architecture

UserDatagramProtocol

UserDatagranProtocolis one of the important protocolsof the Internet protocol

suite. with the help of UDP,applicationscan send messagesyhich are called as datagrams,to the
destination hosts on an Internet Protocol (IP) network. Unlike the TCP/IPJUDPdoes not inform the
destination host about the packetsbeing sent Dueto this reason,it is called non reliable protocol
Duringthe transmissionf a datagramis lost, it doesnot resendthe data It islost oncefor all. Because
of this this protocolis not in use

Priorcommunicationsre not requiredin orderto setup communicatiorchannelsor datapaths

UDPIs a connectionlessommunicationprotocol. UDPprovideschecksumdor data integrity, and port
numbers for addressing different functions at the source and destination of the datagram
Connectionlesslso meansthat it doesnot handshake and thus exposesthe user'sprogramto any
unreliability of the underlyingnetwork; it doesnot guaranteedeliverof the packets

SecuredSocketLayer

SecuredSocketLayerprotocol is developedby Netscapefor transmitting data through encryptedlink
betweena web serverand web browser. It is an industry standardwhich ensuresthat private data is
sent securelyover the internet by encryptingit. Most of the websitesuse this to protect the online
transactionof their customers

The Securedsocketlayer existedfrom 1995till 2011, when the SSL2.0 got deprecated It hasbeen
replacedby a much more complexprotocol called TransportLayerSecurityprotocol is being widely
usedfor securinghe private data

'
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— BExercise

N

ShortQuestions

1. Explainthe role of the telecom sector in supportingthe manufacturingand assemblyof 10T
devicesandsystems

2. Describehe keytechnicalskillsrequiredfor a TelecomTechniciarworkingwith loTsystems

3. Discusghe main challengesencounteredduring the assemblyand testing of 10T devicesin the
telecomindustry.

4. Explainthe importanceof precisionand quality controlin the productionof loT-enabledtelecom
devices

5. Describethe responsibilitiesof a TelecomTechnicianin maintaining production efficiency and
productreliability.

Multiple ChoiceQuestions(MCQs)

1. Whichof the followingbestdefinesanloTdevice?
a. Astandaloneelectronicgadget
b. Adeviceconnectedo the internet for dataexchangeandremote control
c. Acommunicatiortower usedfor signaltransmission
d. Anon-networkedsensorsystem

2. ATelecomTechniciarworkingwith loTdevicesshouldhaveexpertisein:
a. Dataentry andrecordkeeping
b. Sensointegration,circuittesting,anddeviceconfiguration
c. Civilstructuremaintenance
d. Cablepaintingandmarking

3. Thebiggestchallengan assemblindoTsystemsds ensuring
a. Colorcodingof parts
b. Reliableconnectivity,compatibility,and precision
c. Fastshipmentof equipment
d. Reductionin workforcerequirements

4. Qualitycontrolin loTdevicemanufacturingensures
a. Increasedproductionwithout testing
b. Compliancevith standardsanddevicereliability
c. Eliminationof assemblyprocesses
d. Decreasén equipmentlifespan
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5. Theprimaryresponsibilityof a TelecomTechniciann loTmanufacturingsto:
a. Supervisefficedocumentation
b. Assembletest, andverifythe performanceof connecteddevices
c. Handlecustomercomplaints
d. Planmarketingcampaigns

Fillin the Blanks

1. The sector providesthe communicationbackbonefor IoT devicesto operate
efficiently.

2. ATelecomTechniciamrmust possesstrongskillsin testing,andtroubleshooting
loTsystems

3. Ensuring during assembly helps in achieving consistent performance and
reliabilityin loTdevices

4. Commonchallengesin loT system manufacturinginclude device and signal
integrity.

5. Maintainingdetailed of assemblyand testing processess essentialfor quality

assurancen telecomloTsystems
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— KeyLearningOutcomes ¢
Bythe end of this module, the participantswill be ableto:

1.

wn

© N O

Explainthe principles of 0T architecture, including the roles of microcontrollers, sensors,
actuators,gatewaysandcloudplatforms

Discusshe applicationsof loTin smartcities,healthcare Industry4.0, andagriculture
Describethe communicationtechnologiesused in 10T, including 5G, NB-loT, LoRaWANWiI-Fi,
Bluetooth,and Zigbee

ExplainoTdatatransferprotocolsandtheir role in machineto-machinecommunication
Elucidatethe workingsof Ethernet, TCP/IPand VPNIin loTinstallations

Explairthe cellularloTtechnologiesincludingLTEM and 5G variants
DescribawirelessloTtechnologiesuchasWi-Fi6, Zigheeand LoRaWAN

Explainthe processof installingand configuringsmart meters, connectedcameras andindustrial
loTdevices

Discussthe impact of signal interference, data packet loss, and power failures on 0T
performance

10. Explairproper handling,grounding andsafetymeasuregluringloTdeviceinstallations
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UNIT 2.1:Establishing Framework for Internet of Things

— Unit Objectives|@

By the end of this unit, the participants will be able to:

1. Listthe stepsof installationof IoTframework

2. Explairhowto collectdata

3. Listthe input parameterdfor a sensor

4. Explainthe principles of IoT architecture, including the roles of microcontrollers, sensors,

actuators,gatewaysandcloudplatforms

ExplainoTdatatransferprotocolsandtheir role in machineto-machinecommunication

6. Discussthe integration of edge computing and Al in loT installations and reaktime data
processing

7. Describehe useof fog computingto reducelatencyin telecomapplications

o

— 2.1.1 Installing the 10T Framework

Forestablishinga functional loT framework, the technicianneedsto understand
the requirementsof the site by analysingthe framework The IoT framework
includesthe type of loTdevice the type of connectivitybetweenloTdevicesthe
communicatiorchanneland databasemanagement

Oneof the mostpracticalexamplesof loTdevicess the motion sensorusedin an
alarm system Thesensormworksby getting activatedwhenit sensesan objector
anypersoncloseto it. Thefollowingimageshowsa motion sensor

Hg.2.1.1:Motion sensor
Thefollowing figure liststhe stepsfor installinga frameworkfor a sensor:

Identifythe suitablepointsor locations.

\Z

Mountthe sensor.

\Z

Gonnectthe sersor to the power source.

\Z

Gonnectthe sensorto the system.

\Z

Configureandinstallthe sensor.

Fg.2.1.2:Steps for installinga motion sensor

— B/
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Identification of SuitablePointsor Locations

It is very muchimportant to find a suitablelocationfor the accesgoints of the sensors The
accesyoints shouldbe in suchplaceswhere they cannotbe reachedeasily,sothat they are
not easilytampered In general,to keep an loT systemsecure,the criteria to be taken into
consideratiorare asshownin the followingfigure:

The sensor devi.ces should be installed in such Ioca!ﬂims;heir o
operationalrequirementssuchastemperaturefluctuations, humidityor

I static electricity are met. I

. Proper protectiorto the sensor devicebom weatherelements,incidental
damageand theft mustbe considered.

Theprocesdo be monitoredmustbe considerecandcompatibilityof the
sensomaterialwith the environmentmustbe verified.
\.

Hg.2.1.3:Criteriafor searingloT devices

Thefollowingfigure showssomesuitablelocationsfor outdoor sensors:

o~

Hg.2.1.4:Quitablelocation for outdoor sensors

A sensibleareafor the scopeof the motion sensomustbe consideredor mountinga sensor
onawall and a ceiling. The following image showsthe scopeof amotion sensor:

X

L

-
.

————

Fg.2.1.5:Sope of a motion sensor
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Mount the Sensor

A motion sensorcanbe mounted either on a wall or on a ceiling Themountingcanbe done

usingan adhesiveor usingthe knockoutholeson the dzy” Abés@ @hefollowing figure shows
the stepsfor mountingthe sensorusingknockoutholes

Removethe
coverby Openany . Placethe cover
: recessed Fixthe baseon andtighten
unscrevingthe :
knodkout hole the wall. with screw
cover. : .

Fg.2.1.6:Steps for mounting a sensor

Thereare somekey pointsthat shouldbe kept in mind. Theseare asfollows:

I Thesensomustbe attachedto a stable surfacewhich cansupportweight.

1 Thesensoishouldnot be attachedto softmaterialasit mayfall, breakand causeinjury.
1 Themotion sensorshouldnot be attachedto anyof the surfacesasshownin the

followingfigure: Light autoclave Pywoodboard |__Concreteblock |
Plasterboard concrete board with thicknesdess

than1 inch

Hg.2.1.7:Qurfacesto be avoidedfor mourting

Thefollowingfigure showssomeexamplesf suitableandunsuitablesurfacedor mounting:

Unewee Mough
Surbace Sukus
x x
Yata ange
l.xmm JLUOLY Q@
_,l".a Uneven Rough
i - - Surface Surface

Fig.2.1.8:Suitableand unsuitablesurfacegor mounting

CGonnect Sensor to the Power Source

The adapterthat is alreadyattachedto the motion sensorshouldbe pluggedinto a power
source.

P
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If the sensoris battery controlled,then the stepsto be adheredare asfollows:
1 Openthe battery coverby usinga flatheadscrewdriverasshownin the following figure:

Hg.2.1.9:0peningthe battery cower
1 Installthe battery accordingto the indicatedpolarity asshownin the followingfigure:

Fg.2.1.10:Installingthe battery

Thesensorscan be connectedto the mainsor to the utility usingcablesalso. Thefollowing
diagramshowsconnectionof multiple sensordo the powersupply:

vdd
tdry
DATA i E
G L
Fvar 1 Mmiee £ oy 3 Sovo 8
GND
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Fig.2.1.11:Schematidiagramof sensorconnectivityto the powersupply

Gonnect the Sensorto the Sysem

Motion sensorcomewith an attachedspeakercable Theother end of the cableneedsto be
attachedto a switch port on the alarm system The sensorscan be connectedto the alarm
systemwirelesslyvia Wi-Fi or Bluetooth network. Forexample,the current transformer (CT)
sensorsare usedto measurealternating current (AC) Theseare useful for measuringthe
electricity consumptionof a building

P
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Thefollowing imageshowsa schematic diagrarfor connecting aCTsensor toa display
monitor:
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Fig.2.1.12:Schematidiagramfor connectinga sensotto adisplaymonitor

Thestepsare asfollows:

9 Connecthe jackfrom a CTsensor|nto either sensorlor sensorXocketon the monitor
system.

1 Plugthe AC9V adapterfrom the VAC|nto a power outlet.
1 Plugthe DC5V adapterinto anotherpower outlet, for a backuppower.
1 Temperaturesensorscanbe connectedto the displayvia an RJ45onnector.

CGonfigure and Install the Sersor

The motion sensorneedsto be joined to the network Thiscanbe done by configuringthe
sensorby referringto the instructionsgivenon the computersoftware of the system,the web
portal or asmartphone application The followingimage showsconfiguringthe sensor

- hee Sraor Ave - Astae 54 s Chekin
o a0 ol 4 ST AL DAM
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Hg.2.1.13:onfiguring the sensor
Thetechnicianneedsto ensurethat all the sensorsare connectedbefore the power is on.
Then, he/sheshould:
1 Switchon the powersupply
1 Checkthat the poweris detectedasshownin the followingimage:

Fg.2.1.14:Powerdetectedby the sensor

R
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1 Checkthe network statusshownon the displayasshownin the followingimage:

Hg.2.1.15:Networkdetectedand displayed

— 2.1.2 Collating Installation Points and CollectingData

An loT systemrequires severaldevicesinstalled at variousplaces Theseinstallation points
must be collatedto one point, so that the data they receivecanbe analysed Hence,all the
devicesare connectedto a masterdevice,which is usedas a central point as shownin the
followingfigure:

Sensorl

Sesor2

Master Device

Sensor3

Sensor4

Fg.2.1.16:Qollatinginstallation points

Datais createdby a devicein three stagesasshownin the followingfigure:

A

Daaisused and

‘ storedfor the
Central system future.
collectsdataand
Initial creation organizesit.

takesplaceon
particular device,
which isthen
sentthrough
Internet.

Hg.2.1.17:Data creation stages
There areseveral ways iwhichdata can be collected.Severakystemghat maybe involved
in the datacollection scenariare asfollows:

1 SmartphonesCloudor internal memoryor memorycards
1 Wearables:Cloudor internal memory or memory cards
1 ComputersCloudor harddiskor flashdrives

— B
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— 2.1.3 Input ParametersCapturedby Sensors

A sensordetectsand respondsto the inputs from the physicalenvironment Theinputs may
be heat, light, pressure,motion, moisture or any other environmentalphenomena

Parameteris a property of a sensor Most of the sensorsare basedon a parameterthat come
in form of messagesParameterscan be of any nameswhich are predefined in device
configuration Some of the examplesare TEMP,paraml99 and paran40. The device
specificatiorshouldbe checkedto know the availableparametersandwhat they measure

While editing a sensorconfiguration,the parametersfrom the last messageappearin the
dropdown list of availableparameters If there is any required parametermissing,it canbe
addedmanually The same parametermaybe usedfor anynumberof sensors

To configurethe sensor,combinationof the fields as shownin the following table must be
added

Name Nameof the Sensor

SensoiD Thisincludeshe IDnumberof the sensomode.\Whena sensols
connectedo the unit, the IDis automaticallydetected.

Thecolourof the sensoiDindicatesthe statusof the sensor.

1 Green:Properlyconnectedand configured

1 Yellow:Connectedut not configured

1 Red: Not detected

SensoiDescription | Descriptiorof the sensor can be used to defitlee quality to be

monitoredand the location of theéode.It helps to resolvany
problemregardinghe sensoreasily.

AlarmNoatification | It helpsto definethe notificationsfor whichalarmswill be raised.

WorkerID Thisincludeshe IDof the workerto whichthe sensoiisattached.

Tale?2.1.1 Sensor configuration fields

Most of the sensorgequire someadditionalinput. Theparametersmayhavea key,valueand
descriptionwhich needsto be added by accessinghe sensorcontrol panel or addingthe
information in the sensorthrough a computer. Thesedescriptionsare as shown in the
followingscreenshobf a sensorcontrol systemfigure:

New Sensor Parameter

Sensor 1D 1
Key #plo
Value 13
Description |

Fg.2.1.18:Input parametersof sensors
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—2.1.4 Calibrating User Data

To make a meaningful measurement,it is always required to measurethe & Sy & QuigdR in
responseto the known input. A devicecan be calibratedby applyingseveralknown physical inputs
and recordingthe responseof the system The outputs of the sensorsare tested and matchedwith
the previousrecordsto knowwhetherthe outputsare asperthe dza S fdduigements

—2.1.5 Principles of 10T Architecture

Thecore principlesof loT architecturefocuson creatingsystemshat are effective,reliable,and secure
acrossa multi-layeredstructure. Theseprinciplesguide the design,deployment,and managementof
connecteddevicesdataflow, andapplications

CoreDesigrPrinciples

Keyprinciplesfor successfuloTarchitectureanddesigninclude

A Scalability The architecturemust supportthe addition of a growingnumber of devices,users,
and applicationswithout performancedegradation Cloudbasedand distributed solutionsoften
facilitatethis.

A Interoperability: Giventhe wide variety of vendorsand communicationprotocols, the system
shoulduseopenstandardge.g., MQTT,CoARZigbee)o allow different devicesandplatformsto
communicateandwork togetherseamlessly

A Security and Privacy Security must be a foundational "security by design" principle,
implemented from the initial stagesof development Measuresinclude strong encryption,
authentication,accessontrols,andtransparentdatahandlingto protect sensitiveinformation.

A Reliability and Fault Tolerance Systemsshouldcontinueto operate effectivelyevenif individual
components or network connections fail. This often involves redundancy and failover
mechanism$o ensurecontinuousoperation,especiallyin criticalapplications

A Energy Efficiency Many loT devicesare battery-powered or in remote locations, requiring
energyefficient designs,low-power communication protocols, and sleep modes to extend
operationallife.

A Modularity and Flexibility: A modulardesignallowsfor componentsto be updated,replaced,or
extendedwithout disruptingthe entire system enablingfasterinnovationand adaptationto new
technologies
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A Data Managementand Analytics The architecture needsa robust systemfor handlingthe vast
amountsof generateddata efficiently, from collection and filtering to processingand analysisto
deriveactionableinsights

A RealTime Capability (Low Latency) For many applications(like autonomousvehiclesor industrial
automation), data must be processedand acted upon with minimal delay. Edgecomputing,which
processeslatacloserto the source,is often usedto minimizelatency.

A UserCentricity/Experience The end-user experience(UX)is crucial Interfacesshouldbe intuitive,
provide meaningful information, and allow usersto control devicesseamlesslythrough apps,
dashboardsor voice

ArchitecturalLayers

A Theseprinciplesare appliedacrossa layeredarchitecture,commonlydescribedin a four-layeror
five-layermodet

A Perception(Sensing)ayer The physicallayer consistingof sensorsactuators,and devicesthat
collectdatafrom the environmentandinteractwith the physicaworld.

A Network Layer Responsibldor connectivityand data transmissionbetween devicesand cloud
systemausingvarioustechnologiedike Wi-Fi, Bluetooth,cellularnetworks,etc..

A ProcessingMiddleware/Edge)Layer This layer handlesdata aggregation,pre-processing.and
initial analysispften at the edgeto reducelatencyand bandwidthusage

A Application Layer Providesthe servicesand user interfaces, such as mobile apps and web
dashboardsthroughwhichusersmonitor andcontrolthe system

A BusinessLayer Focuseson managingthe overall system, integrating insights into business
operations strategiesand optimizationfor busineswvalue

—2.1.6 10T Data Transfer Protocols

loT data transfer protocols are the "language"that machinesuse to communicate autonomously
without human intervention, which is the core of machineto-machine(M2M) communication Their
role isto providethe rulesandstandarddor efficient, reliable,and securedataexchangeailoredto the

specificneedsof resourceconstrainedoTdevices

Rolein Machineto-Machine (M2M) Communication
In M2M communication, these protocols enable devicesto exchangedata and perform actions
independently often in closed point-to-point networks Theyensure
A Automation and Efficiency By enablingautonomousdata transfer (e.g., a smart meter sending
usagedatato a utility provider),they automateprocessesndreducethe needfor manuallabor.
A Interoperability: Protocolsensurethat diversedevices potentially from different manufacturers,
canunderstandandwork with eachother seamlesslyvithin anecosystem

'
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A Optimizationfor Constraints Unliketraditional internet protocols(like HTTPwhichis "heavy"for
simple sensors),M2M protocols are designedto be lightweight, using minimal bandwidth,
memory,andpower, whichis criticalfor battery-operateddevicesn remotelocations

A Scalability They facilitate the addition or removal of thousandsof devicesfrom a network
without disruption,allowingfor large-scaledeploymentdike smartcitiesor industrialautomation

A Reliabilityand Security Protocolsincorporatemechanismgor error detection,dataintegrity, and
encryption (like TLS/DTLSp ensure data is delivered securelyand reliably, evenin unstable
networks

CommonloT DataTransferProtocols
The choice of protocol dependson the specific application's requirements, such as range, power
consumptionanddatarate.

A MQTT (MessageQueuing Telemetry Transport) A lightweight, publish/subscribemessaging
protocol operating over TCP/IP1t is highly efficient for remote monitoring and reaktime data
updates,idealfor deviceswith limited bandwidthand power (e.g., smarthome sensorsjndustrial
monitoring)

A CoAP (Constrained Application Protocoly A web transfer protocol designedfor resource
constraineddevicesand networks that usesa request/responsemodel similar to HTTPbut
operates over UDPfor lower overhead It is suitable for smart city and building automation
applications

A AMQP (Advanced Message Queuing Protocol} An open standard for reliable and secure
messagequeuing and routing. It provides robust delivery guarantees,makingit suitable for
enterpriselevelandfinancialapplicationsvhere dataintegrity is critical

A HTTP/HTTP@ypertext TransferProtocol Secure) The standardprotocol of the internet, often
used for data transfer to cloud platforms and web-basedapplications HTTP&dds a layer of
security (SSL/TLSdr encrypted communication While robust, it can be resourceintensive for
simpleloTdevices

A DDS (Data Distribution Service) A high-performance, reattime, publish/subscribeprotocol
primarily used in demanding, missioncritical M2M applications like autonomous vehicles,
robotics,andindustrialcontrol systems

A Zigbeeand ZWave Lowpower, shortrange wireless protocols used predominantlyin home
automation and sensornetworks Theyform mesh networks, allowing devicesto relay data to
extendcoverageandreliability.

A Bluetooth Low Energy(BLE) A shortrangewirelesscommunicationprotocol optimizedfor very
low power consumption,commonlyusedin wearabledevicesand health monitors that connect
to smartphones

A LoRaWAN(Long RangeWide Area Network): A protocol for low-power, wide-area networks,
enablingcommunicationover severalkilometerswith minimal power use It is widely used for
applicationdike smartagriculture assettracking,andenvironmentaimonitoring
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—2.1.7 Integration of Edge Computing and Alla Installations-
and RealTime Data Processing

The integration of edge computingand Artificial Intelligence(Al) in IoT installationsenablesreaktime
data processing,transforming reactive systemsinto autonomous, efficient, and highly responsive
environments This synergyinvolves deploying Al models directly on local devicesor nearby edge
serversallowingfor immediateanalysisand decisioamakingat the sourceof datageneration
TheRoleof EdgeComputing

Edgecomputingshiftsdataprocessingawayfrom centralizedclouddata centers bringingcomputational
resourcesphysicallycloserto 10T devices This fundamental architectural change provides several
benefitsessentiafor reaktime operations

A Ultra-Low Latency Processinglata locally eliminatesthe time delay (latency)associatedwith
sendingdatato the cloudandwaitingfor aresponse Thisis critical for time-sensitiveapplications
like autonomousvehicleswhere split-seconddecisionsanbe life-saving

A Bandwidth Optimizatiort Instead of transmitting vast amounts of raw data (e.g., continuous
video feeds)to the cloud, edge computingpre-processesand filters data locally. Only essential
insightsor summariesare sentto the cloudfor longterm storageor deeperanalytics significantly
reducingnetwork traffic andassociatedosts

A EnhancedReliability: Edgedevicescan operate and make decisionsindependently,even with
intermittent or lost cloud connectivity Thisensuresthe continuousoperation of missioncritical
systemsn remote or unstablenetwork environments

TheRoleof Alin Edgelnstallations

A Al providesthe "intelligence"at the edge,enablingdevicesto analyzedata, learn patterns, and
makeintelligentdecisionsautonomously

A RealTime Analytics and DecisioaMaking. Al models running on edge devicescan perform
complextaskslike imagerecognition,anomalydetection, and predictive modelinginstantly. For
example, Alpowered cameras can detect security threats in reaktime on-site, triggering
immediatealertswithout cloudreliance

A Predictive Maintenance In industrial 1oT (lloT), Al algorithms analyze sensor data from
machineryto predictequipmentfailuresbeforethey occur. Thisallowsfor proactivemaintenance
schedulingminimizingcostlyunplanneddowntime.

A Adaptive Learning Throughtechniqueslike federated learning, Al models can be continuously
updated and improved collaborativelyacrossmultiple edge deviceswithout the need to send
sensitiveraw data to a central server,ensuringthe systemremainsrelevantand accurateover
time.

SynergisticApplications

A Thecombinedpower of edgecomputingand Al is drivinginnovationacrossvariousindustries

A AutonomousVehiclesOnboardAl systemsrocesdatafrom camerasliDARandsensorsn reak
time to navigateandreactinstantlyto road conditions ensuringsafetyand efficiency

A SmartCities EdgeAl optimizestraffic flow by analyzingdata from interconnectedcamerasand
sensorsto adjust signal timings dynamically,reducing congestionand improving emergency
responsdimes.
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A Healthcare Wearable monitors use edge Al to track vital signsand detect abnormalities
instantly,alertingmedicalprofessionalso criticalissuedasterthan cloudbasedsystems
A SmartManufacturing Al vision systemson the factory floor detect product defectsin reak
time, allowing immediate correction and ensuringhigh quality control without operational
delays
In essencethe integrationof edgecomputingand Al transformsloT from simpledatacollectionto a
decentralizedintelligentecosystentapableof immediate impactfulaction
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UNIT 2.21installing Gateway as per the Power Supply
Requirements

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Listthe characteristic®f powersourcesavailablefor the nodesand gateways

2. ldentifythe characteristicef battery usedfor loTframework

3. Demonstratehow to differentiate betweenloT nodesand gateways.assessingheir rolesin data

transmissiorand network management

Explairthe importanceof robustbattery backupsand energyefficientloTdeployments

Demonstratehow to determine optimal installation points consideringenvironmental factors,

power supplyavailability and network signalstrength

6. Demonstratehow to connectand securepower supplysourceswhile ensuringproper grounding
andcompliancewith safetystandards

S

—2.2.1 Power Supply of the Edge Nodes and Gateways——

A largeamount of datais generatedper secondby the sensors Thedata is pre-processedlocally at
the edge,beforebeingsentto the cloud A gatewayis the placewherethe local processindghappens

loT is a proliferation of severalinterconnectedsensorsactuatorsand processorsThe brains of the
embeddedchips have reliable communicationscapabilitiesand are becomingcheaper and more
sophisticated Thepower is requiredto managethe gatewayfunctionalities, includingthe embedded
processingmultiple sensorinterfacesand Internet connection Hence,the devicesrequire to be
pluggednto a mainspower sourceor needto be rechargedfrequently.

Thecorrectpower supplyshouldbe selectedon variousaspectssuchasfollows:
Availabilityof power points at the site

Typeof sensor

Numberof sensorsand other modulesconnectedwithin the loTframework
Typeof power,DCor AC supportedby the device

Suitablepower supplyfor the loTframeworksetup

=A =4 =4 4 A 4

Usageof sensorand other modules

After consideringhesefactors,the technicianshouldchoosethe power source/supplyfor the sensors
andother modules Forreference,a techniciancanconsiderthe installation documentsto checkthe
power sourcesuitablefor anymodule

Most of the edge nodesrequire rechargeablebatteries Usually,a LiPoor a Li-lon battery is used
CommonloT gatewaysare unlikelyto require a multi-output adapteror a 250N adapter. But, it may
be designedor usewith a singlevoltageAC/DGupplyof above6V or a sub-6V low-voltagesupplyin
the under-1W or 1W-49W category

o
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The characteristiosf abattery that must be considerednhile choosinghe power supplyare
asshownin the followingffigure:

At isthe total electricchargein milliamperehours(mAh)
Rathgof the requiredby the device.

Battery AThe requirementanbe estimated byalculatingthe
device'scurrentconsumptiorwithin a period.

4

Form Facor At isthe physicd size and dimenson of the device.

At playsan important role for weareble products.

Usagelype
ATypeof usagesuchassingleuseor a rechargeabléattery
mustbe decided.

Enegy Density

Alt isthe amountof electricchargeper unit volumeor mass.

A A

Alt isthe numberof timesarechareable batterganbe used
afterrecharge.

Alt isalsothe total of one complete dischargandcharge
operation of a battery.

Battery Lifecycle

Fg.2.2.1:Charaderisticsof a battery

— 2.2.2 Setting up the Installation Points

To set up an loT framework, the installation points must be establishedfirst. Then, the
installationpoints must be calibratedfor the power supplyrequirement Thefollowing figure
showsthe stepsin connectingpower supply with gatewayandnodes setup

Instal the gateway Instal the nodes Test the installation

Hg. 2.2.2: Steps for comecting power supply with gateway and nodessetup

Install the Gateway

The first importanttaskfor installing thegatewayis selectinga properlocationfor it.

The followingfigure showsthe installation step®f agateway:

y

y | Connecto

I Connect power Internet
Choosdocation source

Hg.2.2.3: hstallation stepsof loTgateway
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Choosd.ocation

IoT gatewaysneed to be placedat the intersection of the edge nodes,which are devices,
controllers,sensorsand the cloud The gatewayshouldbe installedat a location elevatedat

certain height, which is not easilyreachable to makesurethat the positionis not disturbed

Thegatewayshouldbe in clearline of sightof all the nodes Forexample,a gatewayinstalled
for a Wi Finetwork over a building or houseshouldbe installedapproximately6 feet above
the maximumheightof the surroundingouildingsfor clearline of sight

Thefollowingfigure showsthe positionof anloTgatewayas discussedh the example

W e
Groued
Covergl roam :
i W
A \' ke v
.

Hg.2.2.4:Position of loT gateway

Whenchoosinghe locationof the gateway,the practicesthat shouldbe keptin mind are as
shownin the followingfigure:

Ensurethe gatewayis within the rangeof the nodes.Typicallyit needsto
be located withinthe perimeter of the node perimeter.

Ensureit is atleastthree feet awayfrom the wirelessdevicessuchas
cellular transmitters, Wifi accespoints and cordlessphones.

Ensureit is installedin a discreteand lockedlocationto restrictphysical
accesgo the device.

in maximizingreception distance.

Make surethat the gatewayis not placedinsideanymetal or behind large
metal objects.

The gatewaymustbe near anEthernetport or a Wi-fi interface,sothat
connectivityis not anissue.

S N

Ensurethat the gatewayis installedatleast4 feet off the ground. It helps I

Fg.2.2.5: Bet pradicesfor the gateway location
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Thefollowingimageshowsa metal enclosurefor the gateway:

Hg.2.2.6: Ametal enclosurefor the gateway
Connect Power Source

Thepower sourcehasto be determined A gatewaycanbe poweredby a5 VDCwall adapter.
It canalsobe connectedviaa wired connector If the power supplyis the mains,the gateway
device mustbe installednearany plugpoint, sothat minimumcable canbe used

Adoptionof wirelesschargingrequirescomplianceto standardsacrossspecificareas,suchas
frequency,induced currentdensity, electricfield and absorptionrate.

Connectinghe PowerAdapter

Tousethe wall adapter the adapterhasto be pluggednto the connectorthatisfixedonthe
backof the enclosureof the gateway.The technicianshould performthe following steps:

1 Openthe enclosure byemovingthe screws.Theimportanttaskisto ensurethat there is
no staticelectricchargepresentin the internal electronics.

9 Connecthe right end of the power adaptercableto the gatewaypower port.
1 Pushthe strippedwiresinto the appropriate connectionterminalson the circuit board.

9 Fitthe enclosurearoundthe circuitboardandwire, then fastenthe enclosuretogether
usingthe screws.

1 Connectthe power plugto the power outlet.
1 Checkhat the powerlight blinksgreenandthen steadilyremainsgreen.

The followingfigure shows a gatewayconnectedto a poweroutlet:

Frenante anvtrren
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Orip loop
Contro bulng
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Hg.2.2.7: Agateway connected to a poweroutlet
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Gonnect to Internet

Typically,gatewaysare connectedto Internet through Wi-Fi, Ethernet or GPS Gateways,
mounted in moving vehicles, can work in Wi-Fi and GPSmodes Some gateways are

connectedto the local networks (LAN) Businesdogic needsto be applied againstthe data
collectedby the gatewayto understandwhich messageseedto be sentover GPShetworks
and which can be stored on the device for offline processing The gateway software is
responsiblefor collectingmessagedrom the sensorsand storing them appropriately until

they canbe pre- processedndsentto the datacentre

Amongthe wirelesstechnologies,such as Bluetooth, Wi-Fi, and ZigBee ZigBeeis the most
preferred protocol in terms of costand efficiencyfor the 10T devices Thetechnicianshould
performthe followingsteps

1 Connecbneendof the digitalsubscribetine (DSLEableto the DSlport on the gateway.
1 Connecthe other endto the poweroutlet.

The connectioncan also be made through WAN Ethernetport by performingthe following
steps

1 Connecthe Ethernetcableto the WANEthernetport on the gateway.
1 Connecthe other endto the WAN Ethernetjack.

The following figure showsthe overviewof cablinga gateway

Hg.2.2.8:0Overview of cablinga gateway

Gonnectingthe Gateway Relays

The gateway may contain normally closed relay contacts for connectingthe system to
automation panelinputs. Theworking of the relayscanbe configuredusinga software user
interface Forexample,a relayis openedwhenthere isa motion detectedand anotherrelay
isopenedif there isalossof nodepower.

—______&n____________
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Thefollowingimageshowsarelay module:

LELELE AL

S [ ]

Hg.2.2.9:Arelaymoduleto be connectedto the gateway

Install the Nodes

Thefollowingfigure showsthe installationstepsof anode:

Test,usingbatteries
Installnodes

Choosenodelocation

Hg.2.2.10:Installation stepsof loTnodes

ChooseNodelLocation

The nodesshould be installedin the locations after consideringall the aspectssuch as
reachability,power requirements,Internet connectivityand so on. The bestpracticesare:

The nodes should be installedthin the rangeof eachother. Theuserinterfacesettings
mustbe checkedo verify that all nodesare well connected.

Thenodes should be installedithin the rangeof the gateway sdhat the gatewaycan
communicatewith allnodes.

Thenodesshouldbe installedat 0.5-1.0meters off the ground.

When thearea tobe sensed is surrounded hwalls,the nodes should be installezh the
interior sideof the walls.

Forexample to detectanymovementin aroom, the sensorshouldbe installedat aplace
from where it cancover mosbf the area.The bestplaceisto install it on aroof.
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Thefollowingfigureshowssensoilocationsin aroomto detectmovementin asurrounded
area:

- >
. 400 0
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Fg.2.2.11:Sensor locationsin a surroundedarea
1 Itisimportantto test the node locationswhen hardwiringand installingDCnodes.

1 The nodesshouldnot be installed neawindows as the alarm systemsare sensitiveto
outsidemotion.

I Thenodesshouldnot be placednearmicrowaveovens.
Connectionof the Nodes

After completingthe installationof loTnodesand gatewaysthe loT devicesare connectedto
the power supply,aswell asthe gateway

For example,for an loT framework for motion detection with IR illuminated sensors,the
nodesneedto be connectedwith a power supplyunit. Thefollowing figure showsa sample
schematialiagramfor the connectionamongthe nodesfor the samecase

Sensor Ethernet Concection e
. SRLLY
T Ecas -
. | iF=) Q‘
. ‘ CANFfox ‘
EC2112 Connection cable
usa
Lorneston cable M0 — —
® ks
! Fower supply
24 VOC
1R-fhursinaton wit roc Power sopply

Fg.2.2.12:Connecton of loT nodes
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Thepower from the main power supplygoesto the relay,then to the sensorandthen to the
lamp. The technician should understand the schematicdiagram and connect the wires
accordingly

Relaymodules supports the microcontrollerssuch as Arduino and PICwhich have digital
outputs, control deviceswith large loadssuchas AC/DQGnotors, solenoidsandbulbs

Installing PlugIn Nodes

Plugin nodesare type of nodeswhich canbe directly pluggedin to a power supplyand canbe
used Thisnode is configuredby the plug in driver for the node from a computersystem It is
usefulasit reducesthe effort in managinghe wiring but there is signallossin the node asit
workswithout wires. Thus,jt canbe onlyusedin asmall area

Thefollowingimageshowsa plugin node on a wall:

Hg.2.2.13:Aplug-in node on a wall

InstallingWired (DC)Nodes

Thefollowingfigure showsthe connectiorof DCnodes:
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Hg.2.2.14:nnecton of DCnodes
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Thetechnicianshouldperformthe followingsteps:

1 Removehe circuitboardfrom the enclosure Thefollowingimageshowsthe partsof a
nodeor ahub:

Fg.2.2.15:Parts of a node or hub

1 Chooseapunchoutlocationto feedthe wire.Installthe rubbergrommetandcablein the
punchout asshownin the followingimage:

Fg.2.2.16:Insetingthe grommet and @ble of a nodg hub
9 Connecthe cableto the wire terminals.

1 Replacethe enclosureandfix the screws.

Thenodeshaveto be connectedto the gatewayalso.Thefollowingfigure showsthe

connectiondiagramof the gateway:

L
4

— —— _

Hg.2.2.17:Gonnecton diagram of the gateway
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ConnectingDevicesUsingWired Ethernet

The gateway has Ethernet ports that are used to connectwired devices The technician
shouldperform the followingsteps

9 Connectone end of the Ethernetcableto Ethernetport.
1 Connecthe other endto the port onthe device.

ConnectingDevicesUsingWi-Fi

The gateway may have an integrated Wi-Fi accesspoint to which wirelessdevicescan be
connected To connecta Wi-Fi device,the stepsthat shouldbe performed are as shown in
the followingfigure:

\ \ \
Viewthe available ng&gﬁﬁgzm;: d Enterthe Wi-Fi
Wi-Finetworks. connect password.

Fg.2.2.18: Gonnectng a Wi-H device
Testthe Installation

The nodesneed to be tested by switchingthem on and off continuouslyto checkwhether
they are working The devices,for examplea lamp, can be pluggedin and the switch is
connectedto anelectricalsocketto checkwhetherall the connectionsare madecorrectly. The
technicianshouldensurethe following points:

1. Allwirelessconnectivityandpowermetricsare fully functional.
2. Thenodesare correctlyplacedaccordingo the plan.
3. Anyoutsidemotionwill not causea falsetrigger.
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—2.2.3Importance of Robust Battery Backups and Energy—
Efficientlot Deployments

Robustbattery backupsand energyefficient designsare paramountin loT deploymentsto ensure
operationalreliability, reduce costs,and promote environmentalsustainability Thesefactors directly
influencethe longterm viability and succes®f 10T solutions, particularlythose in remote, critical, or
hardto-reachlocations

Importanceof RobusiBatteryBackups

Robust battery backup systems (often Uninterruptible Power Suppliesor UPS)are crucial for
maintainingthe continuityandintegrity of loT operationsduringmainpower outages

A

A

A

Operational Continuity: For critical applications like medical devices (e.g., pacemakers,
monitors), industrial control systems,or smart city infrastructure (e.g., traffic management,
emergencysystems)uninterrupted power is essentiato preventpotentially catastrophicfailures
or servicedisruptions

Data Integrity and Security Suddenpower lossescan corrupt data, disrupt ongoing system
updates, or compromisethe security of data in transit Backupsensure safe shutdownsor
continuousoperation,protectingvaluabledataand maintainingsystemsecurity
EnhancedReliabilityand Trust Dependablébackuppowerincreaseghe overallreliability of the
0T system which builds customertrust and ensuresthe solution performsasintended, evenin
challengingenvironments

RemoteManagement Many loT gatewaysand devicesare in remote or inaccessibldocations
Battery backupsensure that these devicesremain online, allowing for continuous remote
monitoring,diagnosticsand managementvithout requiringcostlyon-site visits

Importanceof EnergyEfficientDeployments
Energyefficiencyin loT goesbeyondmerely savingpower, it is a core designprinciplethat impactsthe

A

entire systemlifecycle

ExtendedDeviceLifespan Byoptimizingpower consumption,devicescanrun for years,or even
a decade, on a single battery, reducing the frequency and cost of maintenance and
replacements

ReducedTotal Costof Ownership (TCO) While hardware is an initial cost, operational and
maintenancecostsquicklybecomedominant Energyefficiencysignificantlylowers operational
expenses(OpEX related to electricity consumption and labor costs for battery servicing,
contributingto alower overall TCO

Scalability Forlargescaledeployments,suchassmartagricultureor massivesensornetworks,
managingbillions of power-hungry devicesis logistically and financially unfeasible Energy
efficientdesignamakesuchvastnetworksviableand manageable

Environmental Sustainability The widespread deployment of billions of 10T devicesraises
significantenvironmentalconcernsregardingenergyconsumptionand electronicwaste Energy
efficient designs,the use of low-power components,and integration with energy harvesting
technologies(solar, kinetic, thermal) reduce the carbon footprint and promote sustainable
practices
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A Optimized Performance Energyefficient practices,suchas putting devicesinto "deep sleep”
modes (e.g., Power SavingMode, PSM)or using low-power communicationprotocols (e.g.,
LoRaWANBLE) balance power savingswith connectivity needs, optimizing performancefor
specificapplicationrequirements
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—Notes
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UNIT 2.3Establishing Communication between Nodes,
Gateway and Servers

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Demonstratehow to establishcommunicationline connectivity using suitable nodes, gateways,
andnetworks

2. Showhow to establisheffective connectivitybetweenloT gatewaysand backendcloud platforms
or localnetworks

—2.3.1 Communication Channel at a Glance

Channelsalsoknownaslinks,linesor path, are usedto interconnectthe nodesin anetwork. Theymay
be comprisedof one or moretransmissiommedia Thetransmissiormediacanbe of two types
APhysicaMedia Consist®f wiresandcables
AwirelessMedia Consist®f air and wirelesstechnologiessuchaswirelessLAN(WLAN), Bluetooth
andZigbee
Signaldrom one type of network may be routed to another network that has completely different
characteristics The quantityof data that can be passedthrough the channelat a time is known as
channelcapacity It isalsodenotedby the channelbandwidth

PhysicallransmissiorMedia

Cableform the physicaktransmissiormediafor a network Transmissiolchannelsare madeof different
types of communicationwires and cablessuch as twisted-pair cable, coaxialcable and optical fibre
cable Thefollowingtable listsdifferent typesof cablesusedin networking

Typeof Cable Image Description

Twistedpair These have two conductors that are
\\ twisted together to cancel out the
\ electromagnetic interference that may

come from external sources Thistype of
cableis almostthe sameasa paired cable
The differenceis in the two twined inner
wires which are insulated, unlike in the
pairedcable

These are used for transmissionof data
overnetworkssuchasLAN

o
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Coaxial Helix
cable

Thishasa thin conductingwire insidea
tubular conducting shield, which is
protectedby atubularinsulatingacket

It is usedto connectvideo equipment
andcarrytelevisionsignals

Opticdfibre
cable

Thiscontainsone or more opticalfibres
for carryinglight. The optical fibres are
coatedwith plasticlayersand secured
in a protectivetube.

This is used for long distance
communication

Optical fibre
cable (single
mode)

This has small sizeddimetral core and
permits a single mode of light to
propagate through it. As a result, it
reducesthe number of light reflections
when the light passesthrough the
centre. Thisdecreaseghe attenuation
and enablesthe signalto travelfurther.

This is used for a longdistance
coveragewith a very high bandwidth
requirement

Optical fibre
cable (multi-
mode)

This has big diametrical core and
permits several modes of light to
propagate through it. The number of
light reflectionsformed when the light
passesthrough the centre are more.
Thisenableslarger quantity of datato
pass through at a given time. The
strength of the signal decreasesover
long distanceshecauseof the increased
dispersiorandattenuation

Thisis used for backboneapplications
in buildings becauseof the reliability
andhighcapacity

Ciossover
cable

Thisconnectscomputingdevicespften
of the same type sud as two switches.

Table2.3.1Typesf cablesinnetworking
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WirelessTransmissiorMedia

A wireless network uses wireless connections between two network nodes Wireless
networking helpsto avoid the costly processof setting up cable connectionsin a building
Examplesof wirelessnetwork are WLAN,Bluetooth, cellularnetwork and so on.

Typesof Channels

In networks,the communicatiormediais shared amonghe nodes.Thefollowingfigurelists
the different typesof communication channels:

Pointto-Point

Pointto-Multipoint

Multiple Access

Relay

Interference

Unicag

Broadcag

Multicast

Fg.2.3.1:Typesof channds

—2.3.2 10T Cloud Framework

The deploymentof the connecteddevices,applications,storage, power and intelligenceis
shifting from endpoints such as desktop computersand laptopsto the cloud systems The
cloud-basedservicesprovide platforms to deploy and manageloT applicationsand collect,
store and analysedata from smart, connectedproduct endpoints Theseplatforms provide
scalabilityand easyaccesgo third-party appli cationsandservices
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TheloT cloudis a platform that canrun the applicationsand store data on the Internet. The
technologyusedby it is alsoslightly different. For example,the cloud platform of Microsoft
runsWindowsAzurenot the WindowsServer

Thefollowingfigure showsthe Azureframework

VRO AN fEnced

ok seAel
(Wasows/ioae )

Lime powe » e
e N4

N—m Brases b vl wbow

Hg.2.3.2: Azureframework

Microsoft Azure StreamAnalyticsis a cloud servicefor reaktime data processinglt helpsto

do reaktime computationson data streamingfrom variousdevices,applicationand sensors
It supportshightlevel languagessuchas sequentialquery language(SQL)which simplify the

logicto actin reaktime. It helpsto monitor and achieveanalyticinsightsfrom variousdevices
that includesmobilephonesaswell asconnectedcars

Thefollowingfigure showsthe stagesf loTdata managementn cloudplatform:

Update Device Config | cjoud

Functions
Update T

Config

) | Cloud loT | Cloud
Core “| Pub/Sub
Data l
-~
Cloud Cloud

Dataflow Bigtable

BigQuery

Training

Update Device Config Cloud

Datalab

Analytics

Data Studio

- Cloud ML
Serving

Data Analytics in cloud Data Usage

Fg.2.3.3:l0T data managemenin doud platform
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— 2.3.3 SensorGatewayand Channels

A sensomode is anode in the sensometwork that is capableof:
1 Gatheringsensoryinformation

1 Performingprocessing

1 Communicatingvith other connectednodesin the network

In awireless sensor network (WSN), various sensor hadesonnected. The following figure
showsa WSN:

Fig.2.3.4:WN

Thefollowingfigure showsthe structureof asensomode:

Hg.2.3.5:Stucture of a sensor node

Controller

Thecontrollerprocesseslataandcontrolsfunctionsof other componentsn the node. Digital
SignalProcessorgDSPshre generallyused for wirelesscommunicationapplications.

Transceiver

A transceiveis a devicethat combinesboth a transmitterand a receiver.Theoperational
statesof transceiversare asfollows:

1 Transmit
1 Receive
T Idle

1 Sleep
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ExternalMemory

Externalmemoryis usedbasedon the purposeof storagethat are asfollows:
I Usermemory: To store applicationrelated or personaldata
1 Programmemory: Toperform programmingof the device

PowerSource

It is difficult to connecta wirelesssensorto the mainssupply Poweris requiredfor the sensor
node to sense,communicateand processdata. The power can be stored in batteries or
capacitorsBatteriesare the mainpower sourcefor the sensomodes

Sensors

Sensorsare hardware deviceswhich generate a measurableresponseas a result to any
variationin physicalconditions,suchastemperatureor pressure Theanalogsignalgenerated
by the sensorsis digitizedby a converterand transmittedto the controllersfor processing

Gateway
Thegatewayis the bridgein betweenthe sensometwork and the Wi-Fi or other networks
Channels

A sensorhasmultiple channelsin which data is handled In the channelsettings,the type of
display of data can be defined Data may be displayedin graphs,gaugesand tables The
followingtable listssome of the varioussensorchannelsettings

Name A meaningfulnameshouldbe enteredto identify the channel.
The name appearsin graphsand tables.
Unit It shows theunits forthe valuesof the sensomoutput.
ValueLookup A file shouldbe selectedo be usedwith a specific channel.
ID It displayghe IDof the channellt cannotbe changed.
GraphRendering It definesif the channelwill be viewedin graphs.
TableRendering It definesif the channelwill be viewedin tables.
LineColour It definesthe channelcolourdisplayedn graphs.
Limits It defines thethresholdsfor the channel It has:
1 UpperErrorLimit
1  Upper Warming Limit
1 LowerEror Limit
1 LowerWarningLimit
Error Limit Themessages shownwheneverthe error limitsare crossedalong
Message with the error status.
WamingLimit The messags shown whenevethe warning limits are crossed
Message alongwith the warning status.

TaHde2.3.2Sensor channel settings

105




ParticipantHandbook

— 2.3.4 SensorConnectivity

Theconnectivityrequirementsof 0T networksdependon the purposeof the systemand the
resourceconstraints A rangeof severalwirelessand wired technologiesare usedto provide
completeloTconnectivity

Thefollowingfigure showsa sensorconnectivitymodet

Celtular

SN
4
go=- PR

-

e G

Sensors
Hg.2.3.6:Sensor connectivity model

Thefollowing figure showsthe topologyusedin the communicatiortechnologief 10T

framework:

Fg.2.3.7:Communication technologies
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Thefollowingtable differentiatesthe technologies accordinig their characteristics:

Personal Area Local Area Wide Area Wired
Network Networks Network
Range Short Intermediate Long Long
Bandwidth Narrow Broad Intermediate/Broad | Intermediate
Short Intermediate Short

Thedata createdin the sensorsand other devicesare sentbackto the centralapplicationover
the network. The data creation standard and the communication medium must be

determined Fordeliveringthe data back,someprotocolssuchasMQTT,HTTRand CoAP are
used

Thefollowingfigure showsthe protocols

( )
HTTPfacilitatesexchangin@f databackandforth betweencentralsystemsandthe
devices. In low bandwidth, HTTRdasssuitableasit includes moredatain the data
headersof the messages.

4

\.

r
MQTT wasleveloped for the deploymenidf loTand machineto-machine. It is basedn

publish/ subscribemodelto passthe messagesut from the devicebackto acentral

systemwherethey canbe transferredbackto all of the other deviceshat will consume

them.
J
( )
CoAPRworks wellin less power, lovbandwidth environmentslt is suitable forone-to-
oneconnections.
. J

Fig.2.3.8:Protocols
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— 2.3.5 Ethernet Connectivity Options

For establishinga network connectionin an loT framework, a basicallywired or wireless
network connectionis required A wired connectionrequires Ethernetcable connectivity

Ethernetis a network protocol which definesa standardway to connectcomputerson a
network over a wired connection(LAN) The most commonLANtechnologyusedin present
time isthe Ethernet

Thefollowingfigure liststhe characteristicof Ethernet

Hg.2.3.9: Charaderisticsof BEhernet
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Thefollowingfigureliststhe typesof Ethernet:

Fg.2.3.10: Typesof BEhernda

Eachof these protocolssupporttakinginformation or updatesfrom an individualdeviceand
sendingit overto a centrallocation However,wherethere isan opportunity, thedatais stored
and usedin the future. Thereare two main concernshere; how the data is acted upon asit
comesinto the application,and how it is stored for future use Thefollowingtable compares
the different typesof cablesand Ethernetconnections

Typeof Cable EthernetConnection TransferRate
Ethernet 10Mbps
TwistedPair FastEthernet 100Mbps
Gigabitethernet 1000Mbps
ThinWire Bhernet 10Mbps
(10base?2)
CoaxialCable , -
ThikWire 10Mbps
Ethernet(10baseb)
10baseF 10Mbps
Fibreoptic Cable
100baseFX 100Mbps

TaHe2.3.4 Typesof Ethenet cable
WLANSandards

Institute of Electricaland ElectronicsEngineerIEEEhascreatedsomestandardsfor WLAN
Wi-Fiis known by the number80211. Differentfrequencyand speedbandsare denominated
by the letters mentionedafterwards
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Thefollowingfigureliststhe standards:

802.11

w1-2 Mbps speedwith aband of 2.5 GHz

uDueto the standardseingold, mostproductsin the marketare not
supportedby it
wThe mentioned standardshavea slow speed

802.11a

wAn amendmentto originalrules,it cameinto the marketat a secondplace

uhasrangeof operationof 5-6 GHz givinganadvantageoverlesser
interference

wJsesOrthogonalFrequencyDivisionMultiplexing(OFDMYivinggreater
resistanceo interferencewith radio frequency;this helpsin attaininga
greaterspeedof 54 Mbps

802.11b

wFirstnetworkingcards(wirelessjn market

wOperatesat arangeof 2.4 GHz andt 11Mbpsor someoperateat 22 Mbps
wMbps speedtendsto diminishin caseof signalqualityissues

wComplementary Code Keyingpdulationused inthis standardhaslesser
chancef interferencein multi-path propagationandratesof dataare
higheror duplicatesignaldoouncesoff the walls

802.11g

wConsideredetterthanthe 802.11aand 802.11b
wDperatesat arangeof 2.4 GHzwith highdataratesof 54 mbpscovering

limited distance.

wSome formsgo up to 100/125 Mbps

802.11n

wlhispromisego put out 100 Mbps, andis predictedto giveabetter
operatingdistancethan currentnetworks

Hg.2.3.11: WLAN standards

— 2.3.6 ConnectingloT Devicesto the Network

To connectthe devicego a wired network, cablesmustbe prepared.GenerallyRJ45 cables
are requiredfor Ethernetports. Thecablesand connectoramustbe crimpedfor this purpose.

Crimping

Crimpingmeansjoining of two piecesof metal, generallya wire and a connector,together by
deformingone of them and enablingoneto hold the other. Theresultantdeformity is known
asacrimp.
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Thefollowingimageshowsthe variousstepsinvolvedin crimping:

R 2. Aii'iust qn.d.Position

1. Pla the onncctor

Result

Fig.2.3.12:Crimping

— Tips Q
1 Incaseof crimping,pliersshouldnot be usedasthe deformity cannotbe formedproperly.

9 Ifthereisairin betweenthe crimpandthe connector it collectsmoisture.Thiseventually
causesorrosionin the wire andcanleadto aconnection failure.

Stepsfor Gimping RJ45Cable

ForcrimpinganRJ45cable, the colourcode of the internalwiresisto be adheredasfollows:
1 Tomakeastraightcable,the colourcodeis listedin the followingfigure:

Orange-White

7
Orange

L 92
GreenWhite
7

I |
I |
I |
I blue I
I |
I |
I |
I |

7
Blue-White
7
Green
7
BrownWhite
7
Brown

Hg.2.3.13: Golour code for crimping RJ45traight cable
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1 Tomakea crossoveicable,the colourcodeis listedin the following figure:

Fig.2.3.5:Colourcodefor crimpingRJ4%Erossovecable

Thestepsfor crimpingan RJ4xableare asfollows:

1 STER: Strip2inchesof the outer coverfrom the cableend with autility knife asshown
in the followingimage:
e

Fig.2.3.14:Strippingthe cable

1 STER: Pullthe twisted pairsof wiresbackwardandcut the coreasshownin the
followingimage:

1. Pull wires backward 1 Cut the core
Fg.2.3.15: Quttingthe core

1 STEPR3: Makethe twistedwiresstraightusingtweezersandkeepthem arrangedin a
row asshownin the followingimage:

1. Straighten the twisted pairs 2. Arrange the wires in a row

Hg.2.3.16: Straightening and arranging the wires
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1 STER: Placethe untwisted wiresin a position from right to left accordingto the colour
codeof the wiresandthen trim the wiresup to a suitablelengthasshownin the following
image

Hg. 2.3.17: Timmingof wires

1 STEF: Thewires are to be insertedinto an RJ45 connector The R35 connector must
be crimpedto the cableusinga crimpingtool by compressinghe jacketas well asthe
cableinto the connector Thismust be donein sucha way that the wedgeat the baseof
the connectoris pushedinto the jacketasshownin the following image

1. Insert Into connector 3. Result

Fig.2.3.18:Crimping theconnector

— Tips oy

9 Atthetime of insertingthe wiresinto the connector it isto be madesurethat the
colouredwire goesinto the channelappropriatefor that.
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ConnectingDevicedJsingWired Ethernet

The gateway has Ethernet ports that are used to connectwired devices The technician

shouldperform the followingsteps

1 Connecbne endof the Ethernetcableto the Ethernetport as shownin the following
image:

Fig.2.3.19:Ethernetports

1 Connecto the WANor Internet, if it isamodem.Otherwisethe LANportsare connected
for arouter.

1 Connecthe other endto the port onthe device.
1 Configurethe Ethernetsettingsin the device.

ConnectingDevicesUsing Wi-Fi

The gatewaymay have an integrated Wi-Fi accesspoint to which wirelessdevicescan be
connected To connecta Wi-Fi device,the stepsthat shouldbe performed are shownin the
followingfigure:

Viewthe availablewi-Finetworks.

\Z

Selecthe Wi-Finetwork nameandconnect.

Enterthe Wi-Fipassword.

— 2.3.7 ConfigureNetwork Settings

Themainaspectin the 10T systemis Internet connectivity Thenetwork settingsin the devices
must be configuredso that the devicescan connectto the network. In most of the devices,
the network is configuredautomaticallyusinga DynamicHost ConfigurationProtocol (DHCR)
But, if it is not done automatically,the settingsneedto be configuredmanually
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Tocheckwhether thenetwork is connectedor not, certain stepsshould beperformedas
shownin the followingfigure:

N\ N\ N\

Go to Network & Goto Ethernet Checkthe network
Internet Settings nameandstatus

Fg.2.3.21: Stepsto checkthe network connectivity

Thefollowingimageshowsthe network statusin a Windowslaptop:

npy— | Ohemet raczgoR

- N g osiny

S Nrrewe vow Wake W T
i Mt hoaont
DL (IR

O mw

Fig.2.3.22:Stepgo checkhe networkstatusin Windows




ParticipantHandbook

Thestepsfor configuringhe network are asfollows:

1 STEPL: TheNetwork& Internetwindowisto be openedThefollowingimageshowsthe
variousoptionsunderthe Network & Internet:

Nework & Internet

& sute
& WiFi

' Eiamm

3 Dakup

f- &rplare mode
K0 Mokl hotspot
(5 Duta usage

B Praw

Hg.2.3.23: Network & Internetwindow

1 STER:The interfacehat needsto be configured (Etherneair Wi-Fi) should belicked.
Inthe aboveimageEthernetis selected.

ThenNetworkand SharingCentreisto be openedasshownin the following screenshot:

35 ok 364 Shadrg T —: ) B
T S5+ CortrotPerel » Al ContolPaned bers + Network and Shneg Cantar v & Seanct Covtrel Pernl y
Conbol Panel Home View your basic netaork information and set up connections
. ; Vitw your st netwa iy
Charge sdagter ssttings - hdaaiid
Change shancet g Wetwork 2 = e T
tingc Pivate seiwarh mp- 3Ll
Coneetierc: | Brhanel
Change ront netaon g itegs
g Tl g 8 T SETRMEEN S e h
St ug v beooaBund, dlbug 01 VEH ConnmecTion a1 ol gl § rouka o 3008 pod ot
Titwmedtont portd e
CRognase 0o vegots retmieh (ool i ors, O T YOu LM R 0tn X Inien
el
Honelop
Mhuesd
Frtormet Oztom
Wi o Defante Smond|

Fg.2.3.24: Networkand Sharing Centre window
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f  STER: The windowasshownin the followingscreenshotill appearafter clickingd { S i
upanewO2yySOlA2yéY
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Hg.2.3.25: Setup a connection window

1 STEP: Variousconnectionoptionsappearas shownin the followingscreenshotThe
desiredoption shouldbe clicked:

g igtrent tof Damong rrie )
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Fig.2.3.26Internetconnectioroptions
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1 STEM: The informatiorasshownin the following screenshot must benteredto
connectto the network:

[ 3B newws vt Shuwny Tosie
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Fig.2.3.27:Enteringconnectiorinformation

1 STEM: The following screenshoshowsthe EthernetPropertieswindow in whichthe
G Ly G Brdtycd £ S NA muatye doubleclicked:
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Hg.2.3.28: EthenetPropertieswindow
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1 STEHR:The informatiorof the network must beenteredto connect tothe network. The
followingscreenshoshowsthe Internet propertieswindow:

&
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Fig.2.3.29:Internetpropertieswindow

— 2.3.8 OvercomingChallengesf Ethernet Connectivity

There are some challengesthat are to be faced with Ethernet connections The wired
connectionneedslots of wires and infrastructureto be set up. In wirelessconnectiontoo, a
minimum set of wires and good infrastructure are required The impedimentsin Ethernet
connectivityandthe waysto overcomethem are asfollows:

1 ManagingTrafficin Ethernet Networks A broad range of traffic is handledby Ethernet
network. Timesensitiveaswell as cyclicdata are passedobetweenthe devices Ethernet
wire also containstraffic from the sourcessuch as network applications,protocols for
network managementnddiagnosticsand Ethernetdatastandards

Traditionaltechniquesfor traffic control are affected by the ongoingevolution of factory
networks For example, segmentation through properly configured and managed
Ethernet switchesis done. But, it is not possibleto isolate all multicast and network
managementraffic from the devices

Theissuecanbe handledby distinguishinghe Ethernettraffic typesusinga purposebuilt
microprocessorand a proper mechanism Timesensitivedata receivedfrom industrial
Ethernet solutions are passedthrough the communicationscontroller and then to a
specialchannel,isolated from the regular traffic. It helpsthe data to reachthe device
applicationwithout anyinterruption.
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1 Useof Router If the deviceis directly connectedto the modem, it can face potential
securityrisks A router is usedfor that to protect the devicefrom unauthorisedaccessy
discardingall data that were not requested Internet Security program needsto be
installedand it is to be made sure that the systemfirewall is enabledto minimizethe
securityrisks

1 Network Failure Configuringthe variouscomponentsin a network may be complex,as
there are manycomponentsinteractingsimultaneously Someconfigurationmayfail, and
somemay malfunction The network adapters,driversand the settingsmust be checked
if there isa networkfailure.

1 Man-in-the-Middle Attacks loT devicesare vulnerableto Man-in-the-Middle attacks It is
not often feasibleto utilize a specificsoftware or configuration Technologiesuch as
DomainName SystemSecurityExtensiongDNSSEQ@)ay be usefulin mitigating the risk
Applicationsthat require high security utilizes a cellular communicationschannel,along
with a private virtual private network (VPN)connectionfrom the network providersto the
loTapplication Thisallowsgreatercontrol overthe servet
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—Notes

Scan the QR Code to watch the related videos

https://www.youtube.com/watch?v=D7J37mbEjOM

0T Cloud Framework

N


https://www.youtube.com/watch?v=D7J37mbEj0M
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UNIT 2.4Establishing Ethernet Connectivity

— Unit Objectives|@

By the end of this unit, the participants will be able to:

Identify the importanceof authenticationand authorizationin 10T
Explainaccesgontrolsystem

Identify the softwareinterfacecharacteristics

Listdifferent softwareavailablefor accesgontrolmanagement
Describenow to securewirelessconnection
Describanalwareanddistributeddenialof service(DDoSattacks
Elucidatethe workingsof Ethernet, TCP/IPand VPNin loTinstallations

NogogpwNE

—2.4.1 Importance of Authentication and Authorization in lojl

AsInternet of Things(loT)becomesan integral part of every enterprise,securitybecomes the major
concernfor all loTsystemslt isan unwarrantedsituationgiventhe fact that more than half of all major
businesgprocessewill haveat leastsomeelementof loTin themin future. Thismakessecurityof loT
systemsa majorconcern,evenif it meanscoveringfor only aninconsequentiatiata.

Whatthe edgedeviceisin an loT setup,dependson the usecase Forexample,in telecommunication
industry, the edgewould be a phone or a cell phone tower, whereas,in an automotive industry, an
edgedevicewould be anenginesensoror a car.

In the 0T use case,edgedevicesare designatedto collect data ¢ which can at times be massiveg
dependingon the case,and sendthe collecteddatato the datacentre or cloud, ideallyfor processing
andanalytics

With edgecomputing,whichis makingloT analyticsevenmore real time, the datais processedlocally,
closeto the edgedevice,sothat the latencycanbe minimized Thisresultsin transfer of datafrom the
edgedevicesto the cloud or a remote data centre. With edgecomputing, data producedby the 10T
devicesand collectedby the edgedevicescanbe processedeally closeto whereit is created,instead
of beingtransferredoveralongdistancefor processing

It becomesmportant to secureand authenticatethe y' S (i ¢ 2dg,fax &hisiswherethe Sy i S NLINXK
mostsensitiveinformationresides

QX
w

—2.4.2 Authenticating the Edge Devices

Securingthe edge deviceis necessaryto confer confidenceto the operation of an end to end IoT
solution For proper authentication, the edge should have a layer of identification security, over
passwordor personaldentificationnumber(PIN)
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The authentication can be basedon biometricsor a combinationof two or three security
options. When identification and authentication credentials match, authentication is
guaranteed An loT edgedevicesecurityframeworkrequiresunique certificate identities for
all devicesinteractingthrougha network connection

It is a matter of utmost vigilance hard work and planningto securethe edgedevicesagainst
loT securityissues Sincethe edge deviceis where the data convergesand collects,it is the

mosthighvoltagepoint; sonot everythinghere shouldbe openlypermissiblelt i simportant

to control the convergencepoint with security policies and architectures The following

imageshowsauthenticatingedgedevicesn IOT:

Fg.2.4.1: Authenticating edge devicesin loT

Beginwith identification of devicesto be securedand determinationof what the devicesare
required to do within the cyberspace Now, work closelywith operational technologyto
secure the devices Operational technology is in charge of control and automation
technologiesput for beefingup security,both ITand OTmust cooperate Oncein place,the
two should be used to constantly monitor and check for possible securityrelated
abnormalitiesgspeciallyin the edgedevices

For example,if a securityvideo camerashowsHTTPrequestsbeing generated,the IT team
shouldidentify the route, goahead,andblockit if it isathreat.

SecurityCheckListfor EdgeDevicesn IoT

The following figure showsthe securitychecklistfor edge devices:

\.

\
|
]
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Fg.2.4.2 Scuiity checHist for edgedevices
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It is recommendedto identify the deviceson a network and to perform continuous
monitoring of the edgedevices ThelIT shouldknow what edgedevicesare in the network,
what information they are collectingand sharingand the potential risksthat they are subject
to in the environment, and then devise continuously working security solutions for the
devices

— 2.4.3 SecurityChallengedn Authentication

Most of the securityrisksin 10T are becauseof the nature of the edgedeviceswhich, many
believe,are designedo trust without verifyinga connectedsource It isthought, if all devices
were to blindly trust eachother to share data, then securityis surely compromised

In 10T, edge devicesare small devicesthat are makingmore devicessmart and connected
With connectivity,the risk of threats increasesmanifold Today,the 10T securityindustryisin
a nascentstage It is at the same place where the PCera was when suddenly Internet
connectivitygainedmomentum,and no one recognizedat first the threats it posed,and the
ways to securethem. Moreover, as of now, most 0T products lack security becausethe
manufacturersare spendinglesstime than requiredin makingtheir productssecure the race
is primarily to deliver the first product in the market The following image shows security
challengesn authentication

Fig.2.4.3:Securitychallengesn authentication

— 2.4.4 Authorization of the Edge Devices

It is crucialto delegatecontrol and authority to arrive at a fundamentalsecurity principle

Theedgedevicesmight gainaccesgo data and resourceswithin their permissiblescopeor

whenit is architecturallypossible Thismeansthat the deviceswould have somepermission
by configuration and some enabled with architecture Authorization here would mean
providing role-based access control (RBAC)and certificate signing rights for better

functioningof top security

2.4.5 AccesLontrol

Accesscontrol facilitates restricted access,achievedby certain groups, people or access
levels Thisassureghe userseasyand secureaccesgo the facility. Intelligentlocks,keypads,
cardreadersand other related devicesare generallyusedfor accessontrol.
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Anymaliciousactivityin the rangeof the accesssystemtriggersan alert and generateshe
detailednotificationon the managemensoftware controller.

The devicesare configuredfor different operating conditions, sensitivity, specificationsand
authority in control software The control software is used as the controller for the entire
framework A duplicatecontrol canbe configuredvia a mobile app on mobile devicessothat
the notificationscanbe receivedin realtime.

Thefollowingimageshowsamobile appconnectedto a home alarm system:

Fig.2.4.4:A mobileappconnectedo a homealarmsystem

Everyauthorisedmobile deviceneedsto useits unique Internet protocol (IP)addressto get
an accessinto the main controller for using the security system The main server also
possessesa unique IP addressfor establishingthe communicationamong accesscontrol
systemcomponents

AcassControl System Architecture

Accessontrol for loT canbe implementedin two waysasshownin the followingfigure:

Hg.2.4.5 Two waysof implementingaccesscontrol

In adistributed architecture,the control serveroffersaccessokensto the users,sothat they
canenjoyadirectaccesdgo the loTdevices
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Thefollowingfigure showsthe distributedarchitecture:
DISTRISLITED AMCHITECTURE

laY ol L3 =T

Fg.2.4.6: Distributedarchitecture

In a centralizedarchitecture,the usershavethe accesgo the cloud-basedserverswhichthen
authorisesthe requestof the usersand relay databetweenthe loTdevicesandthe user. The
followingfigure showsthe centralizedarchitecture

CENTRALZED ARCHTECTURE
14 o7 a7 of
cwrce decice drvice theviee

Fg.2.4.7: Centralized architecture
It can be a challengingtask to managean accesscontrol system.To set up the system,a
technicianmusthave the knowledgeof the following tasks:

Addinga newaccesgoint to the control system

Keepingthe systemsecure

Identifyingthe usersand devices

Troubleshootinghe problemswith the setup

Ensuringhat the serversare kept up to date
Ensuringappropriatefirewallsand the latestsecuritypatchesare installed

. —
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— 2.4.6 Third Party Software for AccessControl

Themostimportant componentof an accessontrol systemin caseof I0Tis the integration
of physicaland logicalaccesswhich meansthat the physicalsecurity systemis linked with
the logicalassets

Thereare varioustoolsandsoftwareavailabldn marketfor accessontrol and security

Courion Acaess Assurance Quite

It is comprisedof severalmodulesand every module performsa specificfunction. It hasthe
followingfeatures

1 Enforcesstrongpasswordpolicies
1 Automatesaccountcreation, modificationand disablement

1 Remediatesnappropriate and highrisk access

Thefollowingscreenshoshowsan accessnodificationwindow:
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Hg.2.4.8 Accessmodification window
Oracle Identity Governance Suite

Thisis suitablefor largeorganisationsit utilizesanalyticsfor managinghe privilegedaccount
management,identity intelligence and user administration It provides a simplified and
customizableuserinterface that offersdurabilityacrosgpatchesand upgrades
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Thefollowing screenshot showtke Oracleldentity SelfServicewindow:
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Hg.2.4.9 Orade Identity SeIf Servicewindow
IBM Security IdentityGovernanceand Administration

ThissuiteintegratesSecurityldentity Governancesystemand Securityldentity Manager It
facilitatesthe following actions:

1 Useraccessnanagement
1 Identity managemeniand governance

Thefollowing screenshoshowsthe loginwindow of IBM Securityldentity Governance:

Fig.2.4.10:Loginwindowof IBM Security Identitfsovernance

Identity card AccessControl

It providescustomizable credentiaksnd ID badgedor authorisedpersonsandthusenables
accesgontrol.
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Thefollowingscreenshoshowsan ldentity cardAccessControlwindow:

.Y

Hg.2.4.11 Identity card AccessControl window

— 2.4.7 Control AccessUsing Security

Theaccesgontrol systemprovidessecurityto the organisationby offeringaccesonly to the
authorisedpeople Thefollowing imageshowstwo examplesof grantingand denyingaccess
to aperson

LA B L R LR R

Fg.2.4.12(b): Accessdenied
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It isof highpriority to ensurethe followingprecautions:

9 Eliminaterisk with securitytools

Trackeverythingwith the software interface

Setthe remote accesgulesrestriction options properly
Useadvancedauthenticationmethod for restrictingthe accesgo unauthorisedusers
Setemail connectionnotifications

=2 =4 =4 =4

Tosetup the software interface, the following stepsshouldbe followed:

1 Stepl: Installthe softwareandopenit. Enterthe logindetailsasshownin the following
screenshot:

Fg.2.4.13 Softwarelogin window

1 Step2: Editthe controller settingdy enteringthe network detailsand productdetails.
The followingscreenshotshowsthe edit controller window:
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Hg.2.4.14 Edt controller window
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1 Step 3: Editthe deviceor machinesettings.Thefollowing screenshot showtbe device
settingswindow:
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Hg.2.4.15 Devicesettingswindow

Step 4: Createthe timezonesettingsasper requirement.Thefollowingscreenshot
showsthe time settingswindow:

Hg.2.4.16 Timesettingswindow




Fillthe employeerecords.Thefollowingscreenshoshowsthe employeerecords
window:

rebvve bdr st

Fg.2.4.17 Bmployeedetailswindow

Clickonarow to createor updatethe employeedetailsThefollowingscreenshot
showseditingthe employeerecordswindow:
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Fg.2.4.18 Edtingempoyeerecords window

Connecthe deviceandselectthe time zoneand uploadit to the machineas
shownin the followingscreenshot:
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Hg.2.4.19 Uploadingtime zone to the device
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1 Step 8: Uploadthe userrightsto the deviceasshownin the following screenshot:

Fig.2.4.20:Uploadinguserrightsto the device
1 Step 9: Generatereport asshownin the followingscreenshot:
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Fg.2.4.21 Generatingreport
SecuringWVirelessConnection

Securinghe network connectionis very important. There are some waysto securethe
wirelessconnection. Thewre asfollows:
1 Thefollowing default settingsof the router mustbe changed:

0 Routerpasswordmustbe changed

0 IPaddressandthe subnetmaskshouldbe updated

o Remotemanagemenshouldbe disabled
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Thefollowingscreenshoshows changinthe defaultsettings:
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Fig.2.4.22:Changinghe router defaultsettings
1 ThedefaultServiceSetldentifier (SSIDwhichdenotesthe nameof the network, mustbe
changedandthe broadcastinghameoption shouldbe disabled Thefollowing screenshot
showschanginghe wirelesssettings
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Fg.2.4.23 Changingthe wirelesssettings
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1 Reliableencryptionstandardmustbe selected.Thefollowing imageshowsthe WAP2
selectedasencryptionmethod:

-

L) Dwsabis Sacucy

A -

T

| © WPAWPAZ - Pasonsgisconrendsg

ivaaie wAZ 10 bt YT

Aramen hevaims ) Lt l"l__ll -

Wotmen J00i%0 Penrawt l?.‘"..f_"._f_,_ e ———————
e Vo o amr ASCH Imarcanes ecetes 8 it B2 FOLamcmon e TRIncn s otk O w4 )
Vrverd-y Brvem Ky Updete Pt it-'—l Ay Faw 4 ot | oy gy oot sym, e 8 X Onees e o
fuwidoney C, nw_m

e e | ————
Cwonoecs (Ade -
Mats Berves 1B G v
Rada bwt | tied ) AR | manan e e pom 4 Y
Cadn Pt [ =
CaTap Moy Updu Paca = 7|o--m Wrore @ Mo e ao ooty
) mEE
T LA n
wornnreout  [see )
woy Sesomd  WEP May Pesswcrt) Ay Tyoe
“w' o {cwstns B
ot v i
Sy
e ==
¥ 000 OB TN 30 0 16 1 WADTONN 1 0 T A 0
AT 1y e e O ) St 1 4 00+ et
(_Sms )

Fig.2.4.24:WAPZXelectedasencryptionmethod

1 Routerfirewall must be enabledand the firmware must be updated. The following
screenshoshowsthe upgradingof firmware:

Status

Quick Sotup Firmware Upgrade

WPS

Network

. (ot daan) oo scom

Flrmware Version: 3.17.2 Buid 140610 Rel.65031n
Hardware Version: MR3020 v1 0000000C

Wireless
DHCP
Forwarding

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools

- Timo Settings

- Diagnostic

~ Factory Defaulls
- Backup & Restore
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Hg.2.4.25 Upgrading of firmware
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— 2.4.8 Checkfor Malware and DDoSAttacks

Many loT deviceshecomesoft targetsand often victimsof malwarebecauseof poor security
Most of the loT malwaretargetsthe deviceghat are not PCembeddedanddoesnot haveany
advancedsecurityfeatures

Thefollowingfigure lists somesymptomsthat indicatethat the deviceis malwareaffected

) Thesystemisslowingdown or crashes

) Annoyingadvertisementsr unusualerror messagesre displayed

) Popup messagesndunusualmessageshowunexpectedly

) Thereisincreasen the Internettraffic.

) The browserhomepagechangesindthe securitysolutionisdisabled.

) The control Panel cannot be ac@s<sed.

) Unfamilianconsare visibleon the desktop.

Fig 2.4.26: Symptom®f malwareaffectingadevice

Themalwarecan be removedby performingthe followingactions
1 Deletingtemporaryfiles

1 Runinga malwarescan

9 Usinga goodantivirussoftware

DDoSs an attackin whicha group of systemsarget a singletarget, causingdenial of service
for the usersof the victim. Themostcommonsymptomin a DDoSattackis the floodingof the
incomingpacketsto the victim. The stepsfor detectingDDoSn Windowsare as follows:

1 Step 1: Selecstart->SelecRun->Typed O Y R $eleclOK

1 Step2: Inthe commandprompttype netstat¢ ano- netstattxt andthen pressEnterkey.
The NETSTATommanddisplaysthe current TCP/IPnetwork connectionsand protocol
statisticsin a system Thecommandis asfollows:

netstat -ano

a ¢ Showsthe connectionsand listeningports.

n ¢ Showsaddressesnd port numbers.

0 ¢ Showghe procesdDrelatedto eachconnection.

1 Step 3: Checkthe total numberof connectionat port 80 usingnetstat -ano| find /i /c
08n £ommand.

1 Step 4: Checkfor the IPaddressewith the maximumnumberof connections
1 Step 5: Blockthe acces®of suchlP
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—2.4.9Workings of Ethernet, TCP/IP, and VPN in loF
Installations

Ethernet, TCP/IPand Virtual PrivateNetworks(VPNsgare fundamentalnetworkingtechnologiesn loT
installations, each operating at different levels of the communication stack to ensure physical
connectivity dataexchangeandsecurity.

Ethernet

Ethernetis a set of standardsthat definesthe physicaland data link layersof a LocalArea Network
(LAN)

A Functionin IoT: It providesa reliable, high-speedwired connectionfor stationaryloT devicesin
environmentslike smart factories, commercialbuildings, or data centers where stability and
securityare prioritized over mobility.

A Working Mechanism Datais organizedinto frames,which include the sourceand destination
Media AccesgControl (MAC)addressesTheseframesare transmitted as electrical signalsover
physical media (typically Ethernet cables)to a network switch The switch reads the MAC
addressesand forwardsthe framesonly to the intended recipientdeviceon the local network,
ensuringefficientand direct communicatiorwithin the localenvironment

A Benefits Keyadvantagesnclude high reliability, low latency, and robust securitywithin the local
network perimeter, which are essential for time-sensitive or critical applications Power over

Ethernet(PoE)functionality also allows a singlecableto provide both power and data, simplifying

installations

TCP/IRTransmissiorControl Protocol/Internet Protocol)

TheTCP/IRuiteis the foundationalframeworkfor communicationacrosddifferent networks,including

the globalinternet. It islayeredon top of the physicahetworkinfrastructure(like Ethernet)

A Functionin 10T: It governshow data is broken down, addressed transmitted, and reassembled,
enablingdeviceso communicateacrosdiversenetworksregardlesof their underlyinghardwareor
operatingsystems

WorkingMechanism

0 TCP Operatesat the transportlayerand providesreliable, connectionoriented communication
It breaksdata into smaller segments,assignssequencenumbersto each, and ensuresall
segmentsarrive at the destinationin the correctorder, requestingretransmissiorfor any lost or
corrupted packets Thisis ideal for applicationswhere data integrity is crucial,suchasfirmware
updatesor datatransfersto cloudplatforms

o IP. Operatesat the internet layer and handlesaddressingand routing. It assignseachdevicea
uniguelPaddresqe.g., IPv or IP\6) andaddsa headerto eachdatapacketcontainingthe source
and destinationIP addressesRoutersuse this information to determinethe most efficient path
to forward packetsacrosdifferent networksuntil they reachtheir destination
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VPN(Virtual Private Network)

0 A VPNis a security solution that extendsa private network acrossa public network (like the
internet), allowingdevicego sendandreceivedatasecurelyasif they were directly connectedto
the private network.

o Functionin IoT: VPNsprovidea cruciallayer of securityfor loTinstallations,which often transmit
sensitivedata over public or cellularnetworks Theysafeguardcommunicationfrom threats like
interception,unauthorizedaccessandtampering

WorkingMechanism

0 SecureTunneling The VPNestablishesa secure"tunnel” betweenthe 10T device(or gateway)
andthe network serveror cloudplatform.

o Encryption All data travelingthrough this tunnel is encrypted,makingit unreadableto anyone
who mightinterceptit. Thisprotectsthe confidentialityandintegrity of the data

o Authentication and AccessControt VPNsauthenticatedevicesto ensureonly verified entities
canaccesshe private network resourceshelpingto preventunauthorizedacces®r spoofing

0 Remote Access They allow developersand administratorsto securelymonitor, manage,and
troubleshoot remote 10T devicesfrom anywhere without exposingthe devicesto the open
internet, whichenhancegrivacyand control.
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UNIT 2.5Authentication and Access Control Mechanism

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Describeghe commonloTcybersecuritythreatsand preventivemeasures
2. Discussgthe security standardsand compliancerequirements,including ISO27001, GDPRand
NIST

— 2.5.1Preinstallation Preparation

Beforeperformingthe installationof the setup for anloTdevice,whichincludessensor gatewayand
nodesconnectionat the site, the technicianneedsto performfew pre- installationstepssuchassite
analysisand assessmentof the tools and equipment required for the installation of the 10T
frameworkat the site. Thishelpsto makesurethat the installationis carriedout effectively.

Thefollowingfigure showsthe pre-installationstepsincludedin loTdeviceinstallation

Analyse the Site Requirements

Create a Site Log

Understand Tools and Equipment Requirement for Installation

Prepare Installation Checklist
Follow Safety Recommendations

Fig. 2.5.1: Prénstallation steps

AnalyseSite Requirements

Firstof all, the technicianneedsto understandthe requirementof the site at which the loT setup
needsto be installed By analysingthe site, the technicianwould know the detailssuch assuitable
location for mounting the sensors power sourcelocation and variousother factorsthat contribute
to the loT framework Thiswould also help the technicianto understandthe tools and equipment
requiredfor the installation After analysingthe site, the techniciancancarry out the installation of
the loTsetup at the site effectively.
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The followingimageshowsthe pointswhich are analysedy the technicianbefore starting
the installation:

Fig.2.5.2Siteanalysis

Create Ste log

In site log creation, the techniciannotes down all the detailsof the site and the requirements
at the time of installation Information suchasmountinglocationfor device,wiring diagram,
power source and suitable communicationnetwork is noted down. Specialrequirements
such as the tools and equipment which are required at the time of installation are also
recorded The following figure shows a sample site log to be prepared after the site
analysis

CompanyName

Nameof client: Address

Address:Produd detail:

Installation date Ste details

Area:

Location for

mountingdevice: Building material type:

Power source:

Special site requirement:

Toolsand equipment@needed ) )
Equipment required:

Toolsrequired:

Soecial requirements:

Technidan signature Authorising person@ signature

Fg.2.5.3:Sielog
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UnderstandToolsand EquipmentRequiremenfor Installation

Forinstallationof devicesand sensorsthe technicianusesseveraltools suchasadrill, ascrew
driver and a hammeraswell asdifferent equipmentsuchasa signaltester and a multimixer.
Thetechnicianshould know the use and proper handlingof these tools and equipmentto
performthe installationprocess

To operateadrillingmachine the stepsare asfollows:

Step 1: Mark the pointof drill onthe wall. Thefollowingimageshowsthe pointto be marked:

Fg.2.5.4: Point to be markedfor drilling

Step 2: Chooséhe drill bit andadjustthe speedof the drill asshownin the followingimage:

Fg.2.5.5 Adjust the speed of the drill

Step 3: Mark the requireddepth asshownin the followingimage:

Fg.2.5.6: Mark the depth of the drill
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Step 4: Placethe drillonthe markonthe wall andstartthe machineat a low speedasshown
in the followingimage:

Fg.2.5.7: Drillingon wall
Step 5: Makea shallowhole to makeabasefor the drill andthen sethighspeedfor the drill.
Step 6: Stopdrillingafterreachinghe desireddepth.
Tomeasurethe electricalparameterslike voltage,current and so on, a multimeter canbe
used There are varioussettingsavailablein amultimeter, suchas the following:
9 for ACand DCcurrentin micro/milli-ampsaswell asamps

9 for ACand DCvoltagein millivolts aswell ashundredsof volts
9 forresistancein ohmsaswell asmegaohms

There may be some additional settings for measuring frequency, capacitance,decibels,

inductanceand temperature To test a speedsensorusinga multimeter, the stepsare as
follows:

Step1: Attachthe redleadto the signaloutput andthe blackleadto the groundon the speed
sensorasshownin the followingimage

Hg.2.5.8 Attaching the sensor leadsto the multimeter
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Step 2: Takea movingdeviceto generatethe signal Forexample,a drill is usedhere. Attach
the drill to the sensorand power on the drilling machine Thefollowingimageshowsincrease
in the voltage output of the sensomwith increasedrotation per minute (RPM)of the drill:

Fig.2.5.9:Increasedoltageoutput of the sensowith increasedRPMof thedrill

Step 3: Poweroff the drill andcheckthe readingasshownin the followingimage:

Fg.2.5.10 Reading after powering off the drill

This equipment basicallyhelp in installingthe setup and testing it. Someof the tools and
equipmentare very costlyand they needto be handledwith care Theymay require special
skillsto be usedeffectively.

Preparelnstallation Checklist

After analysingthe site and understandingthe requirementsof tools and equipment, the
technicianneedsto preparethe site for installation Thisstepinvolvesclearingthe work area,
marking the area for mounting the devicesand selecting suitable power source In the
checklistall the stepsare noted down in a sequentialmannerto complete the installation
effectively

Follow Safety Recommendations

Generalsafetyinstructionsincludethe followingpoints:

1 Keep the sensitive circuit ports and cable connectors dustfree during and after
installation For this, coversand capscan be used for ports and connectorsto protect
them from dust,debrisandwater.

1 Keepthe devicesand equipmentsafe from any damageduring transportation
1 Avoidwearingloose clothingwhile performing the installation
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1 Wearsafety equipment while performintie installation. Safety equipment includése
followingitems:

Headprotection:helmet
Eyeprotection:goggles
Handprotection:gloves
Feetprotection: shoes
Bodyprotection:jackets
Ea protection: earmuffs
Frstaid kit

O O O o o o

Safety with Hectricity

The following points needto be kept in mind while workingwith electricity:

91 Locatethe electricalwiringsetupanddisconnecthe powersupplybefore performing
the electricalconnections.

1 Avoid any hazardousworking conditions such as moisture, ungroundedcablesor
damagedpower chords.

9 Takenecessaryneasuredo preventany Electrostatiadischargg(ESD}uchas:
o0 Holdthe printed circuit boardor PCBoy its edges
0 Neverplaceelectricalcomponentson a metal surface
o0 Keepthe componentsn ESBsafepackagingvhilenotin use
0

Usethe protectivegearsshownin the followingimagewhile handlingcomponents
that are proneto ESD:

Gloves

r A

Safetyclothes

Hg.2.5.11 Safety gearsfor protection from ED
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SafetyGuidelinesfor Network Devices

Theguidelineghat needto be adheredto ensurethe safetyof network devicesare asfollows:

9 Avoidtouchingor movingantennasof the router or gatewayswhilethe systemison, asit
mayhamperthe equal radiationof signalgn all directions.

1 Avoidhandlingthe antennasetup if there is lightning.

— 2.5.2 Deviceand Tools Used

Thevarioustools requiredfor installationof loTdevicesare mentionedin the followingtable:

Tool and

Use

Equipment
Anglefinder Usedto find degreeof bendand
precisionangle
Usedin properpositioningof the
nodes andsensors accordinigp
the requirement

Spiritlevel Usedto measurevertical,
horizontalanddiagonalplanes

Usedfor mountingthe nodes
andedgedevicesat accurate
level

Tape Usedfor routingwiring through
the wallsand electricalconduits

Cordlesdgrill Usedto drive screwsdnto various
substrateswithout damaging
them

Usedto drill on the mounting
surface
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Tool and
Equipment

Drill bits

Use

Usedto removematerialfor
creatingdifferent kindsof holes
in differentmaterials

Areattachedto adrill to cut
throughthe work objectby
rotatingit

Availablein varioussizesand
shapes

Torquewrench

Used toapplya specific torquetg
anut or bolt at the time of
assemblingindinstallingthe
devices

Wire strippers

Usedto stripthe insulation part
from electricwires

Crimpers

Usedto crimpwhich ishinding
two piecesof metal by

deformingone orboth of them
suchthat they hold each other

Usedto crimpEthernetcables
while making network
connectionbetween nodesnd
gateways

Needle-nose
pliers

Usedto bend,re-positionand
shipwire

Helpsin reachingareaswhere
fingersor anyother
tool/instrument cannotreach
easily,suchasmicrocontrollers
within adevice
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Tool and

Equipment HSe

Wire cutter Usedfor cuttingwiresassmall
andlargewire areneededfor 10T
deviceinstallation

Multimeter Usedto measureresistance,
currentandvoltageof nodesand
powersupplies

Tapemeasure Is a ruler madeip of ribbonor
cloth, fibre glass, plastior metal
strip

Consist®f linearmeasurement
markings

Usedfor measuring distancef
the node andjateway locations
from the ground,ceilingand
neighbouringsurfaces

Heavy duty Isflexibleelectricalpowercable
extensoncords also known aflex, attached ta
plugononeendand
one/multiple socketson the
otherend

Usedin caseof highvoltage
power supplyfor heavywork
operationssuchaspowersupply
of largedrillingmachineson
constructionsites

FusePullers Usedto insert and remove
electricalfusesfrom housing

Magnetic Is abandworn on thewrist that
wristband hasmagnetic mechanismtbold
toolssuchasnails, fastenerand
drill bitswhile working

Usedfor installingnodesand
devicesat a height

Table2.5.12Toolsrequiredn installingloT devices

. —
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— 2.5.3 Choosingthe Location for Installing the Device

Forinstallingan IoT devicesuchas a sensoror a camera,the technicianneedsto choosea
locationwhich doesnot affectthe workingand functioningof the loTdevice Thereare a few
commoncriteriaasfollows:

1. AvoidDirectSunlight

AsanyloTdevice,suchasa sensoror a camerais designedto operate within a temperature
range, the technicianshouldinstall the 10T devicesuchthat it can operate safelyunder all
weather conditions The following figure showsan loT camerainstalled in shadeto avoid
directsunlight

Fig.2.5.13:AnloT camerainstalled in shadeto avoiddirect sunlight
2. Keepthe Device in Range of the Network

Asan loT setup workson Internet, the communicationbetweenthe devicescanbe through
any mode wirelessor wired. Thetechnicianshouldinstallthe 10T devicenear a network set
up suchasa router sothat there is no signallossin the setup Thefollowing figure showsan
loTcameraplacedin line of sightof a Wi Firouter:

Hg.2.5.14: AnloT camera inlineof sightof a WiH router

3. Consider the Surrounding

While installing the 10T device, the technician should consider the surrounding of the
installation location as there should be no hindrancein the operating area or the area
coveredby the sensoror the camerg suchas a plant, a wall or any object The following
figure showsa plantunderthe field of visionof anloTcamera

Fig.2.5.15:A plantunderthe field of visionof anloTcamera
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4. Place Device at a Height

While installingan IoT devicesuchas a sensor,it shouldbe installedat an optimum height
which would help in operatingit clearly For example,a camerashould be installed at a
certain height so that it can detect the facesof people The following figure shows the
optimumheightof installingan loTcamera
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Fg.2.5.16: Camerainstalledat an optimum height

— 2.5.3 ChoosingPower Supply

After selectinga suitable location for installation of an loT device, the technician should
choosethe power supplyfor the device For selectingthe power supply,a technicianshould
considera few pointsasfollows:

1 Thepower point shouldbe ascloseaspossibleto the loTdevice.

1 Thepowersupplyshouldbe nearadry ventilatedarea.Placesuchaskitchen,bathroom
or laundryshould beavoided.

1 Thepowersupplyshouldbein alessactiveareato avoidanydamagegrom anymovement
of people.

1 Thepowersupplyshouldbe at a placewhere allthe A y R A Qighticank&seeneasily
from adistance.

1 Thepowersupplyshouldbe in the samebuildingwherethe mainelectricdistribution box
isinstalled;not in anyseparategarageor store house.

Also, the wiring should be done correctly while connectingthe power supply chord to the
power supplyandthe device

Thefollowing imageshowsthe correctand incorrectmethod of securinga power cable
to awall:

Fig.2.5.17:Safeand unsafepowercablearrangement

= —
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—2.5.4 Common loT Cybersecurity Threats and Preventive—
Measures

loT cybersecurityinvolvesprotectinginterconnecteddevices the networksthey use,andthe datathey
generatefrom theft, damage or unauthorizedaccessTheexpandingattack surfacecreatedby billions
of loTdevicesmakesrobustsecurityessential

CommonoTCybersecurityr hreats

loT devicesare susceptibleto variousthreats, primarily due to resourceconstraints(limited processing

powerandmemoryfor advancedsecurityfeatures),insecuredefaults,anddifficulty in patching

A Weak Authentication and Default Passwords Many devices ship with hardcoded, default
credentials("admin"/"password")that usersoften fail to change Attackerscan easilyexploit these
to gainunauthorizedaccessandcontroldevices

A Botnetsand Malware: CompromisedoT devicesare often recruitedinto large networksof hijacked
devicescalledbotnets. Thesebotnets are then usedto launchmassivescalecyberattackssuchas
DistributedDenialof Servicd DDoSattacks whichoverwhelmtarget serverswith traffic.

A Eavesdroppingind Datalnterception: Datatransmitted over insecureor unencryptednetworkscan
be interceptedand read by unauthorizedparties Thisrisk s highin applicationsinvolvingsensitive
informationlike healthdata, financialdetails,or confidentialindustrialprocesses

A Physical Tampering and Device Hijacking Inaccessibleor physicallyunsecureddevicescan be
tamperedwith. Attackersmight physicallyaccesgorts, extractdata, or inject maliciouscodedirectly
into the devicehardware

A InsecureWeb Interfacesand Cloud Vulnerabilities Many loT devicesare managedthrough web
portals or mobile apps which may have software vulnerabilities (e.g., SQLinjection, crosssite
scripting) Exploiting these allows attackers to compromise the entire system through the
managementnterface

A Lackof PatchManagement Many manufacturersdo not provide regularsecurityupdates(patches)
for their devices]eavingknownvulnerabilitiesunaddressedndexploitablefor extendedperiods

PreventiveMeasuresand BestPractices

SecuringloT installationsrequires a multi-layered approach,combiningsecurity by designprinciples
with ongoingmanagemenandmonitoring
A Implement "Security by Design” Security measuresshould be integrated from the initial
planning and designphases,not added as an afterthought Thisincludesusing secure coding
practicesand choosinghardwarewith built-in securityfeatures
A Strong Authentication and AccessControt Enforce complex, unique passwords,multi-factor
authentication(MFA),and the principle of least privilege (grantingonly necessarpermissions)
Defaultpasswordshouldbe changedmmediatelyuponinstallation
A DataEncryption(In Transitand At Rest) All data shouldbe encryptedwhile beingtransmitted
acrosmetworks(usingprotocolslike TLS/SSlandwhenstoredon the deviceor in the cloud
A Network Segmentation Isolate loT devicesfrom critical corporate networks using VLANsor
separatefirewall rules If a deviceis compromised,segmentationlimits the attacker'sability to
movelaterallyacrosghe broadernetwork.
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A RegularSoftware Updatesand PatchManagement Manufacturersmust provide a mechanisnfor
regular,securefirmware updates Usersshouldpromptly install these patchesto fix known security
vulnerabilities

A Continuous Monitoring and Threat Detection Use intrusion detection systemsand security
analyticsto monitor network traffic for suspiciousactivity. Timelydetection of anomaliesallowsfor
quickincidentresponse

A Physical Security Where applicable, ensure 10T devices are physically secure to prevent
unauthorizedacces®r tampering

A Security Audits and Risk Assessments Regularly conduct security audits and vulnerability
assessment® identify potential weaknesses the systemandaddresshem proactively

—2.5.5lot Security Standards and Compliance Requirements

l0T securitystandardsand compliancerequirementsprovide essentiaframeworksfor organizationgo

managerisks,protect data,and meetlegalobligations Adheringto standarddike ISO27001 GDPRand

NISTguidelineshelps organizationsestablishrobust security posturesand build trust with customers

andregulators

ISO27001

ISO/IEC2700], an internationally recognizedstandard, outlines the requirements for establishing,

implementing,maintaining,and continuouslyimprovingan Information SecurityManagementSystem

(ISMS)

A Focus It takesa risk-managementapproachto security,requiringorganizationdo identify potential
threats and vulnerabilitiesand implement controls to mitigate them. It coversall aspectsof an
organization'snformationsecurity,not just the technicalelements

A Rolein 10T: ForloTinstallations,|SO27001 helpsstructure the managementf securityacrossthe
entire ecosystemfrom devicedesignand deploymentto datatransmissiorand storage It ensures
securityrisksrelatedto devicesnetworks,andcloudplatformsare systematicallyaddressed

KeyRequirements

A RiskAssessmentViandatesa thorough assessmenof information securityrisksrelevantto the 10T
environment

A Controlsimplementation Requiresthe implementationof appropriatesecuritycontrols (from a list
of suggestionsvithin the standard)to managedentified risks

A Continuousimprovement Promotesa PlanDo-CheckAct (PDCARycleto ensurethe ISMSevolves
with newthreatsandchangesn technology

GDPRGeneralDataProtectionRegulation)

A The GeneralData Protection Regulation(GDPR)s a stringent data privacy and security law that
governshow organizationshandlethe personaldata of individualswithin the EuropeanUnion (EU)
andthe EuropearEconomidrea(EEA)
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A

A

A

A

A
A

risks

A

A

Focus It protects individuals'fundamentalright to data privacy and grants them control over
their personalinformation.

Rolein loT: IoT systemsoften collect vastamountsof personaldata (location, health metrics,
behavioral patterns) GDPRmandates strict accountability for how this data is collected,
processedandstored

KeyRequirements

Lawfulnessfairnessand TransparencyData processingnust be lawful, fair to the individual,
andtransparent

DataMinimizationand "Privacyby Design' Organizationsnust collectonly necessarydata and
integrateprivacyconsiderationsnto the designof their loTsystemdrom the outset

IndividualRights Grantsindividualsrightsto accesscorrect,erase andtransfertheir data

DataBreachNotificationn Mandatesreporting certain data breachesto authorities and affected
individualswithin 72 hours Norrcompliancecanresultin substantiafines

NIST(Nationallnstitute of Standardsand Technology)Frameworks

NISTprovidesa rangeof cybersecurityguidelinesand frameworksthat are widely adoptedvoluntarily,
particularlyin the United States Theyoffer practical,actionableguidancefor managingcybersecurity

Focus NISTfrrameworksare designedo improve an organization'sability to prevent,detect, and
respondto cyberattacks

Rolein IoT: NISThasdevelopedspecificguidelinedor loTsecurity,suchasthe NISTCybersecurity
FrameworkCSFandthe CoreCybersecuritfCapabilitiefor ManagedServiceProvidergNISTSP
800-161Rev 1). Theseprovidea structuredapproachto securingdiverseloTecosystems

Key Requirements/Functions(from the CSF) The framework is structured around five core
functionsthat help prioritize and managesecurityactivities

Identify: Understandhe assetsdata,andriskswithin the loTsystem

Protect Implement safeguardsto ensurethe delivery of critical services(e.g., accesscontrol,
training).

Detect Implement mechanismsto identify the occurrence of a cybersecurityevent (e.g.,
monitoring,anomalydetection)

RespondDevelopplansand capabilitieso actwhena securityincidentis detected

Recover Implement plans for resilience and restoring servicesimpaired during a security
incident

T
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UNIT 2.6Mounting the Devices at Desired Locations

— Unit Objectives|@

By the end of this unit, the participants will be able to:

1. Showhowto mountloTdevicessecurelyusingindustry-approvedtechniquesandtools.

2. Demonstratehow to identify varioustypesof microprocessoboardsand microcontrollersusedin
loTinstallations

3. Show how to checkthe components,pin configurations,and interconnectivity provisions of
microcontrollerboards

4. Explainthe processof installingand configuringsmart meters, connectedcameras and industrial
loTdevices

—2.6.1 Surface Preparation

Thefirst stepin installationof any loT deviceis to preparethe surfaceon which the deviceis to be
mounted For example,while mounting a sensoron a wall or any surface,the surface needsto be
preparedsothat the devicecanbe installedeasily

Forthe installationof an loT devicesuchasa wall mounted camera,the technicianneedsto choosea
suitable location and after that the following stepsare performed for preparationof the mounting
surface

1. Checkthe levelling of the surface using spirit level. The following image showstesting of the
surfacelevel:

Fg.2.6.1: Checking the surfacelevel

o
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2. Mark the areafor creatingholesto mount the frame on which the camerais to be
installed. Thefollowingimage showsmarkinga surface:

Hg.2.6.2 Marking the surface
3. Performdrilling to make holesfor the screwswhich are to be mountedin the frame to
hold the camerain place Thefollowingimageshowsa technicianmakinga hole usinga
drill machine

Hg.2.6.3 Drilling

4. After creatinga hole, cleanthe hole and then put wall anchorsif needed.Thefollowing
image showsplacementof wall anchorsinside the drilled holes:

Fg.2.6.4 Wdl anchorsindrilledholes
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— 2.6.2 Mounting of Device

After preparationof surfaceand mounting the frame, the next step is to mount the device
For different types of devicessuchas gatewaysor cameras different types of mounting set
ups are presentwhich dependsupon the model and the make Sensorsare usuallyinstalled
within a switch or light or any other device Hence,they do not require mounting For
examplejf amotion detectordevice needsto be installed,the stepsare as follows.

Step 1. Chooseaplaceto mountthe sensor

Step 2: Removethe tape from the backof the sensorand pressthe sensorfirmly againstthe
wall. Thesensorshouldbe placedin sucha way that the LEDlight is at the top and the glass
eye isatthe bottom, asshownin the followingimage

) LED Light

<+——— Glass eye

Hg.2.6.5 Plagng of motiondetector sensor

For mounting a camera,the camerabracketis mounted first, which holdsthe cameraat its
place on the wall. The stepsperformed in mounting an loT cameraset up is discussedas
follows:

1. Putthe cameraholdingbracketon the wall and secureit with screws If the mountingis
on a pole, then use plasticties to securethe camerabracketat its place The following
figure showsthe mountingof a camerabracket

A: Mountingbracket, B: Straps,C:Mounting screws

Fg.2.6.6: Mounting camerabracket on awall

A
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2. After placingthe screwstighten them usinga screwdriver and checkwhetherthe bracket
is installed tightly and is securedat its position or not. The following image shows
tighteningof screwsto mountthe camerabracket

Hg.2.6.7: Mounting camerabracket on wall

— 2.6.3 ChoosingDistancebetween Network Devices

For proper communicationand signal transmissionbetween 10T network devices,a few
factorsshouldbe considered Thefactorsthat affect the signalbetween network devicesare
asfollows:

91 PhysicalObstructions In wirelesssignalset up, physicalobjectssuchas walls, buildings
andother objectscreatehindrancein the wirelessnetwork. Sothe wirelessdeviceshould
be keptat aspotwhere the wirelesssignalscannotbe obstructed

The following figure showsthe line-of-sight communicationinside a room between an

edgedevicesuchasa cameraanda gateway/router.
ﬁLi

Camera

Clear line of sight between
camera and receiver

I:l %Recelver

Fg.2.6.8 Line of sight communicationinsidea room
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If heavybuildingmaterialscannot be avoided wired connectionshould be used. The
exampleis shownin the followingimage:

INDOORS QUTDODRS
Attach réceingr 30 & sindow ; ! ((( e
for a chear line-of-sight to an
ocutdoor camera
BNC or BXA

Lr b Ahana -é- | DAR

Hg.2.6.9 Lineof sight between outdoor and indoor areas

1 Network Rangeand Distance between Devices The network strength between the
network devicesdrops by an inversecube of the distancebetweenthe devices So,for a
distanceof 2 m, the signalstrengthwill drop to about 8 times of the signalstrengthfor a
device at adistanceof 1 m. The followingimage showsdropin signal strength

Antenny Gain Path Lass Amenna Gan
Cabio Loss Cable Loss

FHg.2.6.10 Drop in signalstrength

— 2.6.4 Evaluatingthe ResourceConsumptionof the Setup —

While settingup the loT frameworkat a site, the technicianneedsto designand planthe LAN
arrangement It helpsin ensuringthat all the requirements the costinvolved,and the setup
is on the basisof a technicaldesignand plan. While selectingdevicesfor an loT LANnetwork
framework,the followingfactorsshouldbe considered

Factorsto be Consideredvhile Selectinga Switch

9 Cost:Thecostof the switch isbased orits capacityandfeatures agerits use.The
capacityof the switchisbasedon the numberof portsand the switching speed.
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Thefollowingimageshowstwo networkssetup with switches:

A tature of 3y of these
Sanres ooy i'ocss 1he
| gracty cosnecled PCs

" Trafgiere of ethec of ihesa
.mmm.am
- melwork eperstion

Mutiole swiches, cosnecied
Wit g cenlral swich

FHg.2.6.11 Switchsekctonfor aLAN network

1 Speedand Typesof Ports As per the usageof loT network framework the switch is
selected as different ports may provide different speeds So while choosingthe best
switch, network requirementsshould be checked The following image showsdifferent
typesof switchesbasedon the speed

Port Mbs Port Mbps: Port Mbpe
10 10 10 10 0 10 120 10 10 100 100 ic
\ | 7 \, '.I }.' / % 1 / /
. y I‘,f./ \‘.|| "| I" g NS d ./
All porms are one Ore nype, multiple Tt type, mulnple
speedand type peeds weeds

Fg.2.6.12 Yeedfactor for sekctingswitchfor LAN network

Factorsto be Consideredvhile Selectinga Router

1 Expandability While selectinga router, the number of devicesto be connectedin the
entire network with the router should be checked This will help in selecting the
optimumrouter.

1 OperatingSystemFeatures Basedon the type of securitylevel, quality of serviceandthe
routing layer protocol, the router is chosenas per the best suitable version of router
configurationfor the network.

—_______&___________
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FactorsAffectingCableLength

9 TotalCableLength Alltype of LANcablingisrestrictedto around100metersper channel
As per the standard,the patch cablelength should be 5 meters Cablingdistanceis a
significantfactor for lossof signal Soasper the suitablecablingdistance different types
of cablesare providedto avoidsignalloss Forexample,Ethernetcablelength shouldbe
up to maximum90 meters Fibreoptic cablecanbe usedfor a distanceup to 500 meters
to some kilometres The following image showsa cablingsetup in aLAN network:

Making LAN Connections

Identify the comrect UTP cable type and likely categery to connect d fferant
Intarmediate and end devices in a LAN.

100 Mbps Category 5 < l

Straight-Through ‘
> 10 Mops Category &
Crossover
Y
10 Mbps Category 5
|
Y v v
100 Mbps Category 100 Mbps Category 5
5 Crossover Sraight-Through

Hg.2.6.13 Cablingset up for aLAN network

— 2.6.5 Cablingand Power Connections

After mountingthe loTdevicesuchasa camera,the connectionbetweenthe O I Y S paive® &
supply and the input output from the camerafor surveillanceis done. For making the
necessarycablingconnection,the technicianshouldknow the types of cablesusedin setting
up anloTframework

Thefollowingstepsshouldbe takencareof while connectinghe cablesin anloT framework:
Usemore cableandleavea little slack.

Testeachpart of the network setup installed.

Keepthe cablingstructure awayfrom any sourcesof electricalinference.

Runthe cablethroughwall and secureit with wire holdingpins.

Mark andlabelthe endsof everycable.

Make sureto usecabletiesto keepthe cablestogetherand arranged.

ok wnNPE
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Thefollowingimageshowsabasicwiring setup for a camerausedfor surveillancan loT:
Contents
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Hg.2.6.14 Wiringset up for a camerain loT

Forwiring of an RGBcable,the following points shouldbe considered:
1. Poweroff the devicefirst.

2. Connecthe red, yellowandwhite connector tothe respectivecolouredslotson the
device.

3. Connected, yellow andvhite connectorto the respectivecolouredslotson the other
devicefor monitoringor recording.

4. Make surethat the connectionsare tight andfit.

5. Make surethat the slackwire ismanagedproperly.

6. Turnonthe deviceandcheckthe audioandvideo streaming.

Signaland PowerL_ossduring the Inter-deviceCommunication

Thesignaltravellingthroughay S (i ¢ Zahlesrahroughsignalsviaa wirelesschannelgets
low. This happens becauseof power and strength loss over the long distance due to
attenuation or physicalobstruction The technicianshould checkthe lossof signalover the
network and select the proper cable for transmissionof signalsover wired network. In
wirelessnetwork, the technicianshouldselect the router and wirelessconfigurationsetting
to minimisethe signalloss
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Thefollowingimageshowswirelessandwired signalloss:

Typical Wired Setup

Carme

i PRGN wm,-

T

Fg.2.6.15 Wirelessand wired signalloss
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UNIT 2.7Performing Checks and Connections

— Unit Objectives|©@

By the end of this unit, the participants will be able to:

1. Discussthe impact of signal interference, data packet loss, and power failures on 0T
performance

2. Elucidatethe toolsandtechniquedor RFsignalstrengthmeasurementind spectrumanalysis

3. Explainthe hazardsof RFradiationexposureandthe appropriatesafetyprocedures

4. Demonstratehow to perform signalstrength testing and RFspectrumanalysisto optimize 0T
deviceplacement

5. Explainproperhandling,grounding,andsafetymeasuresiuringloTdeviceinstallations

—2.7.1 Checking the Connectivity between Devices

After connectingthe devicesthrough cableand connectingthe power supply,the technician needto
checkwhetherthe connectionsare corrector not.

Thefollowing figure showsthe stepsto be takento test the connections

Turnon the powersupplyof the devices.

Checkthe power supplyindicatorlight on the devices.

Checkthe indicatorfor network signals.

Testthe connectionwith testingtools and equipmentif there
is problemin connection.

Hg.2.7.1 Stepsin checling the connections
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Testingof the edgenodeswill be done after they are installedand configured Thetechnician
needsto power on the devicesand checkwhetherthere is any problemin power connection
and network strength Network canbe tested visibly by the indicatorsand signaltester. The
power connectionandthe continuity of the circuitis checkedusing a multimeter.

— 2.7.2 SelectingPower Supplyand Grounding

Groundingor earthing means connectingan electrical systemto the ground through its
non- current carryingconductorpart. Thegroundingof a systemplaysa vital role for stability
and safety of the system With poor earthing, electrical systemsare prone to damageor
accidents All the devicesin a systemneedto be groundedin someway. Thefollowing figure
liststhe purposeof earthing

Purposeof Fixthe potential ofactiveconductorswith respectto the earth
Earthing

Limitthe voltagein the electricalsystembetweenthe non-current
carryingpartsandthe earth

Removethe risk of electrishockdy implementingprotection
devices

Limit the risein potential becausef medium voltage faultin
networkswith low voltage

Hg.2.7.2 Purpose of earthing

Mostof the loTdevicesare wirelessandrun on battery. Thefollowingimage showglug
pointswhosethird pinis configuredfor grounding:

1 :
- "
ar 0w

Hg.2.7.3 Plugpoint with grounding pin
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Selectinghe PowerSupply

The power supplyshouldbe chosenso that the devicecan get uninterrupted power supply
and can operate without any electrical fault. While selectingthe power supplyfor the 10T
devicethe followingmeasureshouldbe considered

1. Thepowersourceshouldbe at a placewhichis dry and at an optimum temperature.
2. Thepowersourceshouldnot be damagedandit shouldbe properly grounded.

3. Thepowersocketshouldmatchthe currentand power ratingof the device.

4. Thewires shouldbe securedandthe connectionsshouldbe tight.

Groundingthe Connection

The groundingis done to protect the equipment and device from any sudden changein
voltage It helpsto preventany damageto the equipmentand also protectsthe usersfrom
gettingany shocks The groundingstepsfor anelectrical connectionis asfollows:

1. Takethe groundingwire whichis basicallycodedin greenor blackcolour.
2. Takeout the outer coatingof the wire usinga utility knife.
3. Attachthe wire to the groundingpoint in the socketor at the wall lining.

Thefollowingimageshowsa basiogroundingconnectionfor apower supplyconnection:

|

L%

‘

Fig.2.7.4:Groundingof an electricatonnection

— 2.7.3 PostCommissioningTests

For enablingdata transmissionbetween loT devices the technicianneedsto perform some
steps The following figure showsthe stepsthat are performed to connectloT devicesfor
enablingdatatransmission

Fig.2.7.5:Stepsin loTdatatransmission saip

P
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Understandthe Mode of Communicatiorbetweenthe Devices

Inthis, the technicianneedsto checkwhetherthe devicesin anloTsetup are connectedwith
a cableor they are working on a wirelessnetwork. For a wired network, which is Ethernet
cable, the deviceswill automatically plug and play and start transmitting the data. For
configuringdevicesover a wirelessnetwork, the technicianneedsto perform the following
steps

Findthe staticlP,Gatewayand Net Maskinformation

Getthe usernameand passwordfrom the admindevice

Setthe staticlPaddress

Checkfor network connectionsn LAN

Enablethe networkto accesshe deviceandtest the datatransmission

a bk wneE

Thefollowing screenshoshowsthe settingsto be configuredin aPC:

Camen Lt Conifguration Frelds

e e s

Fg.2.7.6: Gonfiguration of devicethrough PC

— 2.7.4 Connectivitybetween Devices

After installingan 10T set up, the technicianshould perform a basictest for checkingthe
connectivitybetweenthe devices Thetesting of the set up coversvariousaspectsin an loT
framework The following figure showsthe scopeof loTtesting

wDevicehardware
wEmbeddedsoftware
wNetwork connectivity

winteraction between devices
wBasidevicetesting

wDeviceperformance
wDaatransmit frequency

wDaapackets validation
wDataencryption/decryption

FHg.2.7.7: loT testingsmpe
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To checkthe 10T set up, varioustypes of tests are performed on different aspectsof the
frameworkto checkthe functioning of the entire framework The following checksare the
testsperformedto examinean loT setup:

1 Functional Testing Thistest is done to checkwhether the deviceis working as per the
requirementof the customer,basedon the inputsgiven

1 Compatibility Testing In this, the version and compatibility between the devicesare
checkedto makesurethat they work well together. In this test, protocolsand versionsof
hardwareandsoftwareof the deviceare checked

9 Usability Testing Thisisdoneto checkwhetherthe customercanusethe loTdevicesand
understandthe controlsto usethem asper its own use Thisincludesusefulnesstext and
appealof the controls

I Network Testing This test needs to be done to check whether all the network
connectionsbetween the devicesare working as required Thereshouldbe no log and
the devicesshouldperformin sync

9 SecurityTesting Thistest is done to checkthe securityof the network set up and data
encryption This performs verification and authentication of the data and verifies the
sameto follow securityprotocols

1 PerformanceTesting After completingall the tests, the technicianneedsto perform a
performancetest of the setup. Theworkingandfunctioningof the entire setup ischecked
to ensurethat it is workingas per the desiredoutcome andfollowingall the protocols

—2.7.5 RF Signal Strength Measurement and Spectrum
Analysis

RFsignalstrengthmeasurementandspectrumanalysisare critical for the design,deployment,
and maintenanceof robust 0T wirelessnetworks Theseprocessesise specializedools and
techniquesto identify signalquality, pinpoint sourcesof interference, and ensurereliable
connectivity

Toolsfor RFMeasurementand Analysis

w SpectrumAnalyzers The primary tool for RFanalysis spectrumanalyzersmeasureand
display the magnitude (power/amplitude) of signals across a defined range of
frequencies They are essentialfor visualizingthe spectralenvironmentand detecting
unwantedsignalsor noise

0 SweptTuned Analyzers The traditional type, well-suited for stable, continuous
signals Theysweepthrough a range of frequenciesto measureamplitude at each
point.

0 RealTime SpectrumAnalyzerdRTSAs)Iheseinstrumentscan capture and analyze
transient, dynamic,or intermittent signalsby processingdata in reaktime without
"blind spots". Theyare idealfor troubleshootingmodern,complexwirelesssystems
wheresignalsmayburstintermittently.

o Vector SignalAnalyzers(VSASs) Thesego beyond amplitude to measureboth the
magnitude and phase of a signal, enabling the analysis of complex digital
modulations(e.g., Wi-Fi,LTE)
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o Handheld/PortableAnalyzersCompactbattery-poweredversionsof the above,usedfor field
work, site surveysandinterferencehuntingoutsideof alab environment

w RFPowerMeters/SensorsSimplertools that provide a direct numericalmeasurementof signal
power (typicallyin dBm or Watts), often with high accuracyfor stable signals,but without the
detailedfrequencyspectrumdisplayof a spectrumanalyzer

w Network AnalyzergVNAS) Primarilyusedin the labto characterizeRFcomponents(like antennas,
filters, and cables)y measuringhow they passor reflect RFenergy,includingparameterslike gain,
return loss,and Sparameters

w RFSignalGenerators Usedto create controlled test signalswith specificpower, frequency,and
modulationparametergo testthe performanceof loTreceiversor other components

Techniguedor RFMeasurementand Analysis

w ReceivedSignalStrengthindication (RSS1)A simplemetric availablein most wirelessdevicesthat
indicatesthe power levelof a receivedradio signal While usefulfor basiccoveragemapping(e.g.,
in-building Wi-Fi signalstrengthis good between-50 dBmand -67 dBm),it lacksthe precisionand
detail of dedicatedtest equipment

w SpectrumMonitoring and Interference Hunting Usinga spectrum analyzerto scana specific
frequency band to identify sources of interference (unwanted signals that disrupt desired
communications)Thisinvolvesobservingamplitudeversusfrequencyplotsto spotabnormalpeaks
or spectralcomponents

w OccupiedBandwidth(OBW)and ChannelPowerMeasurement Techniquesisedto ensurethat a
transmitted signalstayswithin its assignedrequencychanneland doesnot "leak" into adjacent
channelswhichis essentiafor regulatorycompliance

w Overthe-Air (OTA)Testing Formoderndeviceswithout a direct RFconnector testingis often done
over the air within a shieldedchamberto measuretotal radiated power (TRP)and total isotropic
sensitivity(TISunderreaklworld conditions

w Krigingand SpatialMapping Geostatisticatechniquesusedto interpolate RFsignalstrengthlevels
at unsampledlocationsto create detailed, high-resolution coveragemaps of an area, which
accountdfor physicabbstructiondike wallsandfurniture.

w Signafto-Noise Ratio (SNR)Analysis A measurementtechniqueto quantify the ratio of desired
signalpower to backgroundnoise power. A high SNRis crucial for reliable communicationand
accuratedatatransferin loTapplications

—2.7.6 Radio Frequency (RF) Radiation Hazards

RadioFrequency(RF)radiation hazardsprimarily stem from the thermal effects of exposureto very
high levelsof RFenergy,which can heat biologicaltissue and causeburns or other tissue damage
Appropriate safety procedures focus on minimizing exposure through engineering controls,
administrativemeasuresand personalprotectiveequipment

Hazardf RFRadiationExposure

RFenergyis a type of norrionizingradiation,meaningit doesnot haveenoughenergyto damageDNA
directly. The establishedhealth effects are associatedwith hightintensity, shortterm exposure,
typically encounteredin occupationalsettingsnear powerful transmitters, rather than the low levels
foundin everydaypublicenvironmentsrom sourcedike mobile phonesor Wi-Firouters.
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w Thermallnjuries The main hazardis the rapid heating of biologicaltissue, similarto how a
microwaveovenheatsfood. Thebody candissipatesmallamountsof heat, but excessivéeat
absorptioncancauseburnsor heatstress(headachedizzinesspausea)

w VulnerableTissuesTissuesvith limited blood flow, suchasthe eyes(cornea)andtestes,are
particularly vulnerable to thermal damage becausethey cannot dissipate excessheat
effectively Highlevelexposurecould potentially causecataractsor sterility.

w Electromagnetidnterference (EMI) Highlevelsof RFradiation caninterfere with electronic
equipment, including sensitive medical devices like cardiac pacemakers,implantable
defibrillators,or hearingaids,leadingto potential malfunctionor failure.

w ElectricalShocksand Fires RFenergycaninducecurrentsin conductivematerials(e.g., metal
tools, wiring). Contactwith these objectscan causeelectricalshocksor create sparks,which
posea fire andexplosiorriskin flammableenvironments

Appropriate SafetyProcedures

Safetyproceduresaimto keepexposureevelsbelow establishedMlaximumPermissibleExposurd MPE)
limits set by regulatorybodiessuchasthe FCQFederalCommunicationsCommissionand the ICNIRP
(InternationalCommissiommn Non-lonizingRadiationProtection)
w Distanceand Time Management Exposurdevelsdecreasedramaticallywith distancefrom the
source
0 Maximize Distance Maintain a safe distance from active antennasand high-power RF
sourcesFollowanypostedsignsor barriers
o LimitExposurelime Minimizethe durationof time spentin areaswith highRHields
w Administrativeand EngineeringControls
o PowerDown Equipment If work is requiredin an areawith high RFfields, contactthe site
owner to request the transmitter be turned off or switchedto a low-power auxiliary
transmitter. Useproperlockout/tagoutprocedures
o Warning Signsand Training Post clear, standardizedwarning signsin hazardousareas
Ensureall workersin proximity to RFsourcesreceiveproper safetytraining and understand
the associatedisksandprocedures

o Shielding Useshieldingmaterials(e.g., proper cabinetry, protective screens)around high
exposureareasto containradiationleakage

w PersonaMonitoringand ProtectiveEquipmentPPE)

o PersonaRFMonitors: Workerswho regularlywork near RFsourcesshouldbe equippedwith
personalRFmetersthat alert them whenexposurdevelsapproachor exceedsafelimits.

o ProtectiveClothing Full RFprotective suits (hood, overshoessocks,gloves)shouldonly be
usedasa lastresortwhenengineeringand administrativecontrolsare not feasible Monitors
shouldbe worn outsidethe protectiveclothingto verifyits effectiveness

w DeviceManagement

o MedicalDevicelnterference Individualswith implantedmedicaldevicesshouldconsulttheir
physicianand devicemanufacturerfor precautionsand avoidplacingRFdevices(like mobile
phones)in pocketscloseto the implantsite.

o ProperMaintenance Ensureall RFemitting equipment is well-maintained and free from
damage, especiallydoor sealson deviceslike microwave ovens, to prevent accidental
leakage
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o Handheld/PortableAnalyzersCompactbattery-poweredversionsof the above,usedfor field
work, site surveysandinterferencehuntingoutsideof alab environment

w RFPowerMeters/SensorsSimplertools that provide a direct numericalmeasurementof signal
power (typicallyin dBm or Watts), often with high accuracyfor stable signals,but without the
detailedfrequencyspectrumdisplayof a spectrumanalyzer

w Network AnalyzergVNAS) Primarilyusedin the labto characterizeRFcomponents(like antennas,
filters, and cables)y measuringhow they passor reflect RFenergy,includingparameterslike gain,
return loss,and Sparameters

w RFSignalGenerators Usedto create controlled test signalswith specificpower, frequency,and
modulationparametergo testthe performanceof loTreceiversor other components

Techniguedor RFMeasurementand Analysis

w ReceivedSignalStrengthindication (RSS1)A simplemetric availablein most wirelessdevicesthat
indicatesthe power levelof a receivedradio signal While usefulfor basiccoveragemapping(e.g.,
in-building Wi-Fi signalstrengthis good between-50 dBmand -67 dBm),it lacksthe precisionand
detail of dedicatedtest equipment

w SpectrumMonitoring and Interference Hunting Usinga spectrum analyzerto scana specific
frequency band to identify sources of interference (unwanted signals that disrupt desired
communications)Thisinvolvesobservingamplitudeversusfrequencyplotsto spotabnormalpeaks
or spectralcomponents

w OccupiedBandwidth(OBW)and ChannelPowerMeasurement Techniquesisedto ensurethat a
transmitted signalstayswithin its assignedrequencychanneland doesnot "leak" into adjacent
channelswhichis essentiafor regulatorycompliance

w Overthe-Air (OTA)Testing Formoderndeviceswithout a direct RFconnector testingis often done
over the air within a shieldedchamberto measuretotal radiated power (TRP)and total isotropic
sensitivity(TISunderreaklworld conditions

w Krigingand SpatialMapping Geostatisticatechniquesusedto interpolate RFsignalstrengthlevels
at unsampledlocationsto create detailed, high-resolution coveragemaps of an area, which
accountdfor physicabbstructiondike wallsandfurniture.

w Signafto-Noise Ratio (SNR)Analysis A measurementtechniqueto quantify the ratio of desired
signalpower to backgroundnoise power. A high SNRis crucial for reliable communicationand
accuratedatatransferin loTapplications
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UNIT 2.8Connecting Microcontroller Boards for Data Transfe
and Connecting the Boards

— Unit Objectives|@

By the end of this unit, the participants will be able to:

1. Demonstratehow to set up appropriate connectivity options on microcontroller boards for
seamlesslatatransfer.

2. Showhow to use compatiblecableconnectorsand microcontrollersto link IoT deviceswith data
transferinterfaces

3. Demonstratehow to selectappropriateshort-rangeand long-rangecommunicationprotocolsfor
loTapplications

4. Showhow to determine the functions, characteristicsand applicabilityof different 10T sensors
andactuators

5. Demonstratehow to validatedatatransfer betweendevicesusingsystemlogs,LEDindicators,or
reaktime dashboards

—2.8.1 Connectivity Points in Microcontrollers

Thesedayssmartdeviceshavecomeup. Theconnectioncanbe wired (suchasEthernet, telephoneor
powerline) or wireless(suchasRRransmissionspreadspectrum,cellular,Wi- Fior Bluetooth) Talking
of connectivityin homes,wired connectiongncludetelephonelines or powerlineswith shortrangeRF
acting as the transmissionmedium Therefore, microcontrollers might have to transmit/receive
messagewvhile interactingwith the hardware

Amicrocontrollerboardhasa numberof connectivitypoints availablefor the specificcontrol functions
Thefollowing imageshowsa microcontroller boardwith different connectivity ports:

1TaG USART
Debug Port  sarlal port

16-bit Color GNGA TFT with
Resistive Touchscreen

3 Gb NAND Flash
{on reverse|

1 MEB 16-bit PSRAM

High d USB Device Po 5 <
gh-spee evice «'\

UART Serial Pbrtv\

3-0 Accelerometer {on reverse)
Sensor
12-bit High-Speed N
ADC Input e Backup Battery
~AHigh-speed 10/ MM
10-bit Low-pawer glvspe "5‘33;"?“ 0/MMC
ADC Inpat

Potentiometer

Aurdio Line In
Fig.2.8.1:Amicrocontrolleboardwith differentconnectivityports

The two common microcontrollerboardsare:
1 Arduino
1 Raspbernpi
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Arduino

Arduino is an opensource electronic circuit/board which can be programmedto perform
certain action It has a pre-programmedmicrocontrollerthat is coded using programming
languagein the Arduinodevelopmentenvironment Thisallowsthe userto developand code
electroniccomponents

An Arduino board comprisesof digital and analog input/output (I/O) pins which can be
connectedto other boards/circuits Thisopensourceboard hascommunicationinterfaceslike
UniversalSeriaBu (USBwhichloadsprogramsfrom a computer.

Thefollowing imageshowsthe pin layoutof an Arduinoboard

y H8p

Hg.2.8.2 Pincorfiguration of an Arduinoboard

The varioupartslabelledin the above imageare adollows:

1. PowerUSB 2. BarreldJack 3. Voltage 4. CrystaDscillator
Regulator
5. ArduinoReset 6. 3.3VPin 7. 5V 8. GND
9. Vin 10. AnalogPin 11. Main 12. ICSHPIn
microcontroller
13. PowerLED 14. TXandRX 15. Digitall/O 16. AREF
Indicator LEDs

17. ArduinoReset
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Thesepartshavebeendiscusseasfollows:
1 PowerUSB:
TheO 2 Y LJdilSBdddpeéctercan be connectedo the Arduinoboardwith a USBcable
1 BarrelJack:
Arduinocanalsobe poweredfrom an ACmainspower supplywith the BarrelJack
1 VoltageRegulator:
A voltageregulator controls the voltage suppliedto the Arduino board It regulatesthe
DCvoltagesuppliedto the processoror other components
1 CrystalOscillator:

A Crystaloscillatoris usedto keeptime for Arduinoboard. An Arduino crystaloscillator
normally has 16.000H9H printed on the top which indicates that the frequency is
16,000,000 Hertzor 16 MHz

1 Arduino Reset:

AnArduinoboard canbe resetto its factory settings TheUNOboard canbe resetby two
methods Byusingthe resetbutton (17) on the boardor connectingexternalresetbutton
to the Arduinopin labelledRESET).

1 Pins:

3.3VhE Supply3.3output volt

5Vt Supply5 output volt

Arduinoboard componentswork well with 3.3volt and 5 volt supply
GND(Ground)b The GNDpinson Arduinoto groundthe circuit

Vinb Thispin canbe used to powethe Arduinoboardfrom an externapower
source like ACmainspowersupply

o O O

1 AnalogPins:
The ArduinoUNOboard comprisesof five analoginput pins - AO, Al, A2, A3, A4 and A5.
Analogsensorslike temperature sensoror humidity sensorread signalsfrom these pins
by convertingit into a digital value whichactsas aninput for the microprocessar

1 Main Microcontroller:

EveryArduinoboard (of AMTELCompanyhasits microcontrollerwhichis the brain of the
processor However,the main integrated circuit dependson the configuration of the
board

Before loading any new program code onto the Arduino Integrated Development
Environment(IDE),determine which IC the board has by readingthe top of the IC For
more detailsaboutthe ICconstructionandfunctions,referto the datasheet

1 In CircuitSerialProgramming(ICSPpin:

ICSH12) is an Atmel Atmegamicrocontroller,which a tiny programmingheaderfor the
Arduino having MOSIfor master output / slaveinput, MISOfor masterinput / slave
output, SCHKor serialclock, RESEMCCor voltageconnectionand GNDfor earthing It is
also known as SerialPeripheralinterface (SPI),which is kind of an "expansion”of the
output, andthe output deviceis slaveto the masterof SPbus.

1 PowerLEDNdicator:

PowerLEDindicatorlightsup when Arduinois connectedto a power source If the lightis
not turned onthen there issome kind of fault with the connection
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1 TXandRXLEDs:

On the Arduino board, there are two labels, TX (transmit) and RX(receive),which are
placedseparately Oneis placedat the digital pins 0 and 1, which indicatespins usedfor
serial communication The other label is the TXand RXled (13). Duringtransmissionof
data, the TXled flashesrandomlydependingon the speedof transferwhich dependson
baud rate specifiedfor the board Onthe other hand, for the receivingprocessthe RX
lightflashes

9 Digitall/O:
Arduino UNOboard comeswith 14 digital I/O pins (15) out of which 6 are usedfor Pulse
Width Modulation (PWM)output. Thesepins canbe codedasinput digital pinsto read
logic values(0 or 1) or asdigital output pins for connectingLEDsrelaysand so on. The
pinsmarkedd Ycénbe usedto generatePWM

1 AnalogReference(AREF):

ARERt timesis usedto specifythe externalreferencevoltage(between0 and5 Volts)as
the upperlimit for the analoginput pins.

Ragpberry Pi

RaspberryPiinitially designedor LinuxOSis an opensourceéboardwhich hasthe primarychip
on the RaspberryPi (a Systemon a Chip application) This operates componentsonboard
componentslike CPU,graphics,memory or the USBcontroller. Sinceit is an open source
board,it canbe programmedn anyintendedway,andalsothe codecanbe providedfor other
usersto useor modify.

The Model B+ Rapberry B verson has
40 GPI(pins

4 USBR2.0ports

Micro SDcard slot
Lowerpowerconsumption
Betteraudiooutput

Sleekform factor

= =4 4 4 A
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Thefollowingimageshowsthe pin configurationof a RaspberryPiboard:

cix
GPIOS
SP10_CEO_N
GPIO7
SP10_CE1_N
1D_SC
121D EEPROM
GP1020

GP1016

+
@
K}
3
=
a

0_MOS:
GPI09
SP10_MO50
GPIO11
$P10_SCLK
Grou
D_SD
QC ID EEPROM|
GPIOS
GPIO6
GPIO13
GPIO19
GPIO26
Ground

051 Display 4USB Ports

sowaskx/ + 4l ¥

(Back side of the

m‘, -.
HDMI Port ] Audio/Video Jack
rorer €SI Camera Connector

SOONIEZ SV Micro USB
Hg.2.8.3 Pincorfiguration of a Raspberry Piboard

— 2.8.2 Connectivity Optionsfor Microcontroller

Variousconnectivityoptionsfor a microcontrollerare asfollows:
Embeddedwi-Fi

Bluetooth

Low Power Wide AreaNetwork

Embeddedwireless

ZigBeg802.15.4)

= =4 4 —a -

EmbeddedWi-Fi

Microcontroller units (MCUs)have Wi-Fi moduleswhich include embeddedWLANmModules
with support for Wi-Fi IEEE80211 b/g/n standards They enable Wi-Fi connectivity on
embeddeddeviceswithout any problemfor the user. TheseWi-Fimodulesare plug and play
deviceslike the embedded WLAN stack, TCP/IP(Network) stack and smaltsized security
supplicants It is a selfcontained solution actuated by simple, 8/16/32 bit, low-cost, low-
power MCUfor Wi-Fimodules SuchmicrocontrollerbasedWirelessLANmodules that is, Wi-
Fimodules,and subsystemsneanhighWi-Fithroughputs
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Bluetooth

Some MCU use Bluetooth connections Theseselfcontained modules are low-power and
usedmainlyfor wearablesor 10T deviceswhich need Bluetooth Low EnergylP Stackor radio
frequency(RF)experience

MCUsare tailored for battery-powered applicationshaving 1.8V - 4.3V voltagerange, sub-
1uA sleep current and sub-3mA / 4mA TX/RXcurrent value This ensuresultra-low-power
connections usinglowest possibleelectric charge Thismeansextendedbattery life by 2 - 4
times comparedto existingmodules The Bluetooth connectivity is used for the following
applications

Battery-powered sensordevices
Wearables

Smartappliances

Healthand fithesstrackers
Homeautomationdevices
Consumeelectronics
Retailbeacons

= =4 4 4 45 5 2 -

Assettrackingdevices
Low Power Wide AreaNetwork

Thetechnologiedor settingup low power2 | b gralLongrangeWireless(LoRajnd sigfox.

LoR&. LoRausesmodulationof digital spreadspectrumand proprietary protocol in the Sub

GHzRFband range This makeslow power consuminglong range high network capacity
possiblefor more than 10 miles Forlow power,2 | b @adewaysand cloud systemsneedto

bein place

SIGFOXsesan Ultra NarrowBand(UNB)basedradio technologyfor connectingdevicedo its
globalnetwork. It ensuresscalable high-capacitynetwork with low energyconsumption All
this is done while maintainingan easyto implement star-basedcell infrastructure

Embedded Wireless

RFRemotes

UnlicensedSubGHzradio frequencybands- Industrial,Scientificand Medical (ISM)are used
for shortrange, low-datarate, and low-powerwirelessapplications

SubGHz

Licensdree ISMfrequencybandsrunningat 2.4 GHz868to 928MHz,433MHz,and 315MHz
areusedmainlyfor RFdevices Theyhavecompatibilityfor both unidirectionalor bidirectional
data communication Suchbandsare usedfor target proprietary and standardbasedwireless
applicationslike smart metering, alarm systems home automation and the ever-popularloT
applications

For example,sensorsin garagedoors or radio controlled outlets work with 433 MHz radio
signals In radio controlled outlets, the radio socketscan be switchedindividuallyby reading
the codesof the remote controlwith areceiver
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In 2.4 GHzreceiver/ transmitter, the commandsare sent with a signal/ data package A
RaspberryPior an Arduino board can be equippedwith a 2.4 GHzreceiver/ transmitter to
receivecommanddrom a basestationand sendbackdata.

RFldentification (RFID)

RFIDinvolvescontactlessreadingand writing of datainto an RFIDtag's non-volatile memory
through an RFsignal LowfrequencyRFIDdevicestypically consistof a transponder(tag) and
reader. The RFIDchips are suitable for the smallest devices and require no external
components)oweringthe tag costs

2.8.3 Optimization of the Micro Controller

Technologicahdvancemenhaspermitted the facility of gettinga high CPUperformancewith
low consumptionof power within a smallscaleunit. Thisis beneficialfor various systems
suchasWirelessSensomMetworks(WSN) It is essentialthat a microcontrollergetsoptimum
power. After the frameworkhasbeeninstalledon a microcontroller,the technicianrequires
to perform certain stepsfor optimisingthe power consumptionin the microcontrollerchip.
Thesestepsare:
1. Optimisethe Pull up Resistor The resistor value should be optimised to its greatest
possiblevalue after current valuetesting neededfor signaltransmissionhasbeendone.
Powerpull up of resistorscanbe done by utilizingspare 1/0 pins

2. Backup the PoweringDevices Buffers can be utilized to divide power domains for
controllingthe output quantity of the signalto the attacheddevices

3. Decreasethe NeededVoltage The microcontroller board designshould be such that
least voltageis neededfor transmitting the signals lesserthe voltage, lesswill be the
consumptionof power.

4. Alter the ClockFrequencyPowerconsumptionrisesaccordingto the clockfrequency If
the clockfrequencyis decreasedthe power consumptionof the microcontrollerwill only
be for operationtimes.

5. Choosethe Right Oscillators The time required for a capacitor to be charged or
dischargedtanbe reducedby selectinga lower capacitanceand consequenththe power
consumptioncanalsobe decreased

6. VoltageDropandthe DiodelLeakageCheckhe diodesfor voltagedrop or reverseleakage
currentasthese causessignificantpower lossin the microcontroller.

2.8.4 ConnectinglP Enabledand Non-IP EnabledDevices —
Non-IPEnabledDevices

In 10T the smart thingsare primarily connectedrianon-IPenabledservices suchs Zwave,
ZigBeeor Bluetooth. Stepsfor connectingthe non-IP enabled devicesare as follows:

1. Thecontrol settingspage of the ZigBeeadevicegivesan accessto control panel which
allowsto control the devices.

2. Thecontrol panelshouldbe accessedor addition of a new device.
3. Deviceghat are availablefor the requiredconnectionshouldbe checked.
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It shouldbe ensuredthat the other devicecanbe discoveredndisready for connection.
Whenthe screendisplaysthe other device,it shouldbe selectedfor connection.
Theindicationthat the deviceis pairedconfirmsthat the connectionhasbeenestablished.

Sometimes, passwolid requiredfor pairing.If thisis so, enteridenticalpassword®sn
both of the devices.

N o oA

Forconnectionof the non-IPsensorsa sensorhub is usedto processhe datafrom individual
sensorsand app-ready information is generated Thishub is implementedin a small, low-

power microcontroller The sensorsmay be discretedevices fully integrated sensordevices
and multiple co-packagedMEMS sensors For example, on-board sensorsmay combine
accelerometer,gyroscopeand magnetometerelements along with a microcontroller that

processeghe data from the sensordata and makesthe fuseddata availablesuchasrotation

vector,linearacceleratioror gravity.

IP EnabledDevices

An IP addressis neededfor connectingP enableddevicesvia the Internet. Thestepsin
connectingdevices throughP are asfollows:

1. Thecontrol panelshouldbe accessedrom one device.
2. Thenetwork andthe sharingoption shouldbe opened.

3. The LAN,WAN connectionacrosswhich the devicehasto be connectedshouldbe
selected.

4. Then,propertieswindow shouldbe openedand IPv4option shouldbe selected.

5. & ! &hs followingIPI R R N&haukillde selected.

6. ThelPaddressl92.168.127.XXXhouldbe entered; XXXcanhaveanyvaluelessthan254.
7. Thesubnetmaskshouldbe SETo default 255.255.255.0.

8. Thesettingsshouldthen be savedby selectingOK.

9. It shouldbe ensuredthat the other deviceisdiscoverablendlinkedto the LANor WAN.

10. It shouldbe ensuredthat the IPsettingsof the first deviceis setclose tothat of the other
device.

IPenableddevicesrefer to those devicesthat are designedfor non-IP-basedcommunications
but have been upgradedto provide IP-based communicationswith a single device For
example,the devicesthat can be connectedthrough Wi-Fi and Ethernethave IP enabled
microcontrollerboardsintegratedin them.
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— 2.8.5 Typesof Cablesand Connectors

There arevarioustypesof connectorausedfor connectingcommunicationcablesasshownin
the followingimage:

. e g,

CAT5E Bhernet RJ CAT 6 Bhernet R45 CAT6ABhernet RJ

-

45 Connector Connector 45Connector
-
. ’ \~
TelephoneNetwork CoaxialConnector Wire Gonnedor and
Connector Terminal

\ e

— RCAFemale  RCAMiale
t% Sty
- FType  DType

Fg.2.8.4: Different typesof connectors
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The cablesusedin connectingthe microcontrollersare network cablesaswell asthe cables
shownin the following table:

Portable cord Thesecords are usedto supply power to
thet / .w@kRmicrocontrollerboards
Theseare basically9v DCpower adaptors
andcanbe usedto power sensoractuators
andthe microcontrollerboards

Audio-Video
(AV)

Thesecablesare usedfor audioandvideo
signaltransmission.

Thesecablesare usedin RaspberryPi
boards.

Video Theseare usedto transfer picture signals

graphics from the microcontroller boards to the

array (VGA) : 2 outputdevicessuchasscreerandmonitor.
- Thesecanbe usedin Raspbernpi
Q

USBCable Thesecablesare usedfor low voltage DC
power supply and connectingperipherals

like microcontrollerboardsandsensors

Thesecanbe usedin both Raspberryiand
Arduinoboards

HDMICable These cables are used to connect any
audio/video source,suchas a settop box,
DVD player or A/V receiverto an audio
and/or videomonitor, like digital television
(DTV), with a single cable HDMI has
support for standard, enhancedor high
definition videos Multi-channel digital

audiosupportis alsothere.

Theseare used for RaspberryPi boards
only.

Table2.8.1Cablesisedn connectingmicrocontrollers
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UNIT 2.9installing Suitable Framework

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Demonstrate how to install and configure firmware/software frameworks for 10T device
communicatiorwith cloudplatforms
2. Explairthe configurationandtroubleshootingprocessf cloudbasedioTmanagemenplatforms

—2.9.1 Procedure of Connecting Microcontroller

The microcontrollerboard needsto be connectedto a PCor a laptop. A softwareis required to be
installedonthe PCor the laptopfor connectinghe board

The data from sensorsis fetched by the software program for the microcontroller and then
transmittedto the PCwith USBcable Thedatatransmittedis updatedeverysecondn this process

Thestepsfor connectingan Arduinoboardto the PCare asfollows:
1 Takethe ArduinoUnoboardanda USB cablasshownin the followingimage:

Fig.2.9.1:Arduinoboardandcable
9 Arduino IDEfor the operatingsystemcanbe downloadedfrom the Internet.
(https:/iwww.arduino.cc/download _handler.php?f=/arduirb.8.5windows.exe)

9 Connecthe Arduinoboardwith the USBcableandthe USBport of the PC Thefollowing
imageshowsconnectinghe USBolug tothe board:

Hg.2.9.2 Gonnectng the USBplug to the board
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window:

1 Unzipall thefilesandinstallthe drivers. The following screenshot shows the installation

° - e i) =
Check the components you want to nstsd and unchedk the components
you don’t want to et Cick fext t conieue,
Select componenys to metal: Ieatsl Arduro saftmace
[A trstadl LSS der
Crmate Start Meny shortost
Creste Deshtop shortout
Assocate eo fles
fosce regared: 2,08
Cancel l 0 bt Tradol Systen A2 AH < fack 1 Blaxct > l

Hg.2.9.3 Arduino installationwindow

1 Choosethe componentsto install. The following screenshotshowsthe window for
installingcomponents:

@ Arbure Serup atsintion Falder - x
Sewp wil nsial Arduing n e Sllowng SHider, Tonstal in 3 aferant
foider , (hck Bemwme aned select another Toder . Chok 1ratall 0o Strt e
oAl
~ Devtrwten Paider
' e — — —— ‘ Towss..,
oam g red: NI NE
Soour avaable; 14,508 p—
Cance! l Hetst Inds fedey 1€ < fak | irstal l

Fg.2.9.4 Window for installingcomponerts

1 Choosehe installationdirectory. Thefollowing screenshoshowsthe window for
installationdirectory:

2 fiduro Seup Irstating -

@ 'ggxg”a
o

e ' Aad) Tl Sendaty “ 3 ] P I

Fg.2.9.5 Window for installation directory
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9 The proceswill extract andinstall all the requiredilesto executeproperlythe Arduino
Software(IDE).

1 OpenArduinoEnvironmentSoftwareand Selecthe Arduinoboardtype under
Tools>Boards>ArduindNO. The following screenshotshowsidentifyingthe board:

© rhetetn 31050 ) Zvhrs BB —i
[2de Bt Ghaear [

AdasFunn Tt
Fobosmborg b Patond

R e O a8

L b Anbees bvw
[T . u...n..i.—.-n......n-...m
Andone (vezmmds Duesdansmve, o bass w/ ATreegal 4
Avdang Mega 200

Actuns Hags (Tregu i)

Adoeg Hai

bontome Foe

At §7 W/ ATnegallt
Radane T of ATrogeldt

LiyPad Setomme w' ATrreogedd

L4204 iotures T el v

fedone Mo or Pre Ves 5V 19 M) o AT
Ao Fopiw Pra Mo 5715 M ATl 8
Ardany Fopor Pro Vs 3TV 11040 ni ATragedlé
Asdans P o Frn vhwd BN SAEa) o ATregaled
L T

Ardone 5 o) sde ' Lvmgad

Bt Bomtinaries '

Fg.2.9.6: Identifying the board

9 Then, chooséhe serial port under Tools>Serial Port>CQKCOM# depending orwhat
COMportisfree during setup)asshowninthe following screenshot:

D sketch oct0a | Asduine 0022

| File Edt Sketch Hlb B m—
Formae Cirle T
Archave Sketch
Fix Encoding & Relcad

Auto
Senal CirieShifte M

L]
Sersl Port v ;owh
‘ Bum Bootioader »
Hg.2.9.7: Slectingthe serial port
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I Openan examplecode by clicking Filez2ExampledBasic$ Blink as shownhn
the following screenshot:

£ sketch_oc02a | Aduino 0022
fFie] ide Skmch Tooks Help
New TN
Open... Ciele 0
Sketchtook ’
Eaamales ’ ’
Close Cird W 2. Dagital -] BareMbrmum
Swve Qs 3 Anslog Yoo Bt
Serce As. Cirl+Shift<5 | 4 Communicabion ’{ W&M
Uploadio VO Board  Cirley 5.Control o Fede
f.Sensors y il 3

Fg.2.9.8 Openinga code
1 A screenwill appearasshownin the followingscreenshot:

Fite Edfit Skeich Tools Help

Dlina
Turns on an LEN on tor one second, then off for one s=cond, Lepe

THis sxample Dode 12 1n the public donaln.
»

void setw(] [
f tmiciallire che @iQ3tal pinm =35 40 sutpus,
{ Pin 13 has a0 LED coamectsd on sast Ardaing foarses:

pinlade (1), OUTFUT)2

)

void leog!) |(
digttal¥rice(dd, NIGM): sec th= UFED on
delayp{loo0] // Iazt for & s¢oond
digicval¥eice(dld, LOW), /) oer the LED off
delay{1000]| 7 wait Lo & secood
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f Thenclickonuploadbutton to uploadthe codeto Arduino.Waittill thea 5 2 YISt 2 | R A
messagestatusappears.The following image showsscreenshofor uploadingcode:

@ Blink | Arciuino 0022 = | S

File Edt Sketch Tools Help

CEINEE: I

digitaltirite (13, LOW): // 22z the LED oftC
delay(l000}; J/ malt tor a second

FHg.2.9.10 Uploadinga code

1 To checkf the computer andhe Arduino are communicatingheck theblinkingof LED.
Thisindicatessuccessfuinstallation of Arduino as shownin the following image:

Hg.2.9.11 LEDsblinkingon the controller board
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Thestepsfor connectinga deviceto the RaspberryPimicrocontrollerand makingit readyto
boot are asfollows:

9 Tostart off, placethe SDcardinto the SDcard slot on the RaspberryPiboard Thecards
and the wiresshouldbe connectedto the proper port and pins Theports and pinscanbe
understoodby lookingat the pin configuration Thefollowing imageshowsplacingtheSD
card

]
v
- -

'Y L
AR

Al

V

FHg.2.9.12 Pladéngthe SDcard

1 Thenconnectthe keyboardand the mousevia the USBports on the RaspberryPi as
shownin the followingimage:

Fg.2.9.13 Pluggdng cablesto the USBports
1 Turnonthe deviceandchoosethe rightinputmedium(suchasHDMI1, DVland soon).

&



Telecom TechnicianloT
Devices/Systems

9 Then, connectHDMI cable from RaspberryPito the deviceso that the status can be
displayedon the monitor of the device Thefollowing figure showsHDMIcablesplugging
in the board

Hg.2.9.14 Pluggng HDMI cablesto the board

9 For Internet connectivitywith RaspberryPi,plugthe Ethernetcableinto the Ethernet
port, or connectthe Wi-Fidongleto the USBports. In caseof RaspberryPi 3, there are
onboardportsfor this.

1 Whenall the cablesare plugged,andthe SDcardis insertedcorrectly,connectthe micro
USBpower supply Thispower up andbootsthe Raspbernypi
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UNIT 2.10Transferring Software Code to Gwoard
Microprocessor and Compiling Code to ®pard
Microprocessor

— Unit Objectives|@

By the end of this unit, the participants will be able to:

1. Showhow to compileand uploadsoftware codeto microcontrollerswhile ensuringcompatibility
with communicatiorprotocols
2. Elucidatebestpracticesfor writing and debuggingsoftwarecodefor loTmicrocontrollers

—2.10.1 Understanding Nodes and Gateways

To fetch the data or control switch with instruction set, every sensorand actuator is attached to a
microcontroller The microcontroller, sensors,power and radio are collectivelyknown as sensor
nodes A sensomodeis a selfcontainedunit whichcollectsthe datageneratedby the sensors

The sensornode cannot handle the data locally becauseof low processingpower, memory, and
storage Therefore the datais transferredto a centrallocation via low-energyradio communication
network Thed S y acanNdurficationlink is determinedby the kind of deviceusedsuchas- ZigBee,
Bluetooth Low Energy(BLE)or Power over Ethernet (PoE) lIoT gatewayis a central hub which
behaveslike an aggregatorof raw data generatedby the sensornodes The following figure shows
nodesandgateway

Sansor Nada

Cous

loT Gateway
DB

Hg.2.10.1:Nodesand gateway

— B
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Wirelesspoint-to-point or mesh network is easilymade with XBeemodulesby configuring
them (to operate in transparent data/API mode) with the standard AT commands XBee
modules have built-in error correction for eliminating any errors for reliable wirelesslink.
Theycome in plethoraof optionshavingsupportfor protocolslike ZigBeeBluetoothand Wi
-Fi.

Thefollowingfigure showsan loTnetwork:
PIR Sensor

tommand o biek LEO

Fg.2.10.2 An loT network
The configurationghat canbe usedto demonstratethe gatewaysupportare asfollows:

1 Raspberryiasgateway

1 ArduinoUnoasdevice

9 Passivdanfrared (PIR)Motion sensorconnectedto ArduinoUno
9 Internal temperature sensorconnectedto ArduinoUno

I LEDasactuatorconnectedto ArduinoUno

Signaffrom PIRsensorandthe internal temperaturesensorare detectedby the ArduinoUno
andthis datais transmitted to the RaspberryPi Thenthe RaspberryPi Gatewaywill allocate
the datato WatsonloTPlatformviaMQTT

— 2.10.2 Understandingthe Code

Programs/codesare first created in the Arduino development environment and then
uploadedonto the Arduinoboard The code needsto have proper syntaxwith use of valid
commandnamesand correctgrammarfor eachcodeline. Thecode compilerwill go through
the entire code and then flag syntaxerrors before downloading Theseprogramsare input
line by line. EveryArduinoprogramhastwo functions - setup() andloop().

Theinstructionsin the setup() function are usedto initialize the programand are executed
whenthe programstarts

A
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Thefollowingscreenshoshowsastructureof a programin Arduino:

wvolid =etup()
{

J/ commands to initialize go here
¥

vold loop()
{

// commands to run your machine go here
¥

Fg.2.10.3 Stucture of a program in
Arduino.

A programhasthe followingelements:
1 Statementsalsoknown ascommandsgend with a semicolon(;).

Note: Most of the times the programmerforgetsto enter the semicolonwhich leadsto
anerror. Thiserror shouldbe checkedhoroughly.

M Commentsarethe notesthat follow the codewritten after & k eng line. Multi-line block
commentsbeginwith & k pnélend with & f .k €

1 Constantsare fixed numberswhich canbe written asordinary decimalnumbers(integer
only),in hexadecima{basel6) or in binary(base2).

1 Labels- Labelsrefer to the locationsin the code, and they are combinationof letters,
numbersand underscore( ). Thefirst characterof a label shouldbe a letter though. For
pin pointing a location, label ends with a colon The following image shows a code
segmentwith labet

repeat: digitalWrite (2,HIGH) ;
delay (1000) ;
digitalWrite (2,10W)
delay (1000) ;
goto repeat;

Fg.2.10.4: A codesegmentwith labd

9 Variablesare assignedby declaringin the program,and declaringthem is a must The
follltj)ﬁvrvégg iinjageshowsthe declarationof variables

word k:
int length;
int width;

Hg.2.10.5: Dedaration of variables

1 Symbolsredefine the naming and are used for making the code ready for scanning
Symbolsare denoted by "#define" command,and they needto be at the start of the
program

&



Telecom TechnicianloT
Devices/Systems

The followingimage showsa demonstrationwithout symbolswhen an LEDis connectedto
pin 2:

void setup()
{

pinMode (2, 0U0TPUT) »
}

volid loop()
{
digitalWrite (2,HIGH):; // turn LED on

delay(1000) ;
digitalWrite (2, LOW) ; // turn LED off
delay(1000) ;

H

Fg.2.10.6 Biample of symbals

Thefollowingtable listssomecommandwof Arduinoprogramming:

pinMode(n,INPUT) Setpinn to act asaninput; one-time commanadattop of
program

pinMode(n,OUTPUT) Se pinnto act asan output

digitalWrite(n,HIGH) Sd pinnto 5V

digitalWrite(n,LOW) Sd pinnto OV

delay(x) Pauseprogramfor x millisecx=0 to 65,535

tone(n,f,d) Playtone of frequencyf Hzfor dmillisecon speaker
attachedto pin

for() Loop. Exampléor(i=0;i<3;i++){} do the instructions
enclosed by} threetimes

if (expn){} Conditional branchf exprtrue, do instructions enclosed
by {}

Tederadmhibdef Arduino | While expristrue, repeatinstructionsin {} indefinitely

— 2.10.3 TransferringSoftware Codes

Thenodesandthe gatewaysnaybe connectedto the microcontrolleboardandthe software
codemaybe transferredthroughthe following:

1  Wi-Fimodule
1 Bluetoothmodule

1 SbDcard

1 ZigBeemodulesandsoon

&
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The following steps helpsto load a software code from the nodesto the microcontroller

board

1 With aserialcableinterface,connectthe kit to the computer.

f  Thenputthe microcontrollerinthe K I NR ¢ dodk&afdpushthe lockbutton to ensure
proper connectionto the board.

1 Openthe softwareon the computer. Then,navigateto the menu bar and open File
functionsopen-savesetting options.

f Select¥ h LISoyhGhe drop-down menuandselectW|[ 2F-AR S Q @

 Then,clickW[ 2but®to uploadhex file into the microcontroller.

Otherconventionaimethodto burnacontrolleristo unplugthe circuit, placeit on burnerand
then with an API,load the hex file. However,controllers these dayscome with In System
Programmer (ISP) feature which savesthe step of programminga controller without
removingthe controllerfrom the circuit

— 2.10.4 Challengesan Transferring

Someof the challengesn transferof the codesto the microcontrollersare as listedin the
followingfigure:

— [ POWErSupplyError )

WWVhile programminga PICAXEnicrocontroller, there's an error "unable to
program". The reason for this could be the wrong/faulty power supply
connectedto the microcontroller For example,using a faulty wall adapter
whenreplacedwith the correctone resultsin smoothprogramming

——{  ChoosSIngAppropriateserialrort }

WWhile programming, mention the port to which the programmer is
connected Forexample,not selectingthe correctserialport resultsin failing
to programPIlCmicrocontroller.

—{Installationof Drivers }

winstall the necessarydrivers before ensuring proper functioning of the

programmer By default the drivers are installed automatically when
programmer is connected for the first time. If it R 2 S & go@nfoad the
drivers online. For example,while programming,the Arduino drivers didn't
installautomaticallyandthe locationof drivershadto be specified

——  PullUps }

uSome microcontrollersneed pull ups in their circuit before programming
Forexample,pickaxemicrocontrollerneeds10k pull up resistoron the serial
pin before programming|f this is not done,there'sanerror.

— MicrocontrollerUndetectedby Programmingipplication }

oY hisindicatesproblem with power supplycheck so recheckthe connection
and then againconnectthe programmerto the computer. Now, it shouldbe
able to detect the the microcontroller, otherwisethere might be a problem
in the microcontroller

FHg.2.10.7. hallengesintransfer of codes

. 197




Telecom TechnicianloT
Devices/Systems

— 2.10.5 Compilinga Code

After the microcontrollerboardis connectedto the sensorsthe microcontrollerneedsto be
compiledby a code Thiscode will enablethe microcontrollerto work with the sensor The
following stepsare the exampleof a test codewhichis usedto connecta fingerprint sensor
andaRaspbernPiboard

1. Bootingup a Rapberry P board:

f  While booting up the RaspberryPi board, configuration tool called & NJ-G&2Lyf F A 3 €
needsto be called The following screenshotshowsthe commandwindow for the
same

Hg.2.10.8: Adrasp-confid £ommand
1 Then,selectthe keyboardtype to & D S y BBLI/ @ption.

1 Selectother option fromthe & O 2 y F A 8fdziEIe © Rseyfbd £

1 Setupaloginid andpasswordor the Raspberrniboardfrom the Raspiconfigmain
screen.

1 Finishby acceptingall the changes.
1 Then,enter the regionfor time zonein Raspconfigscreen.
i Finishthe processandthe configurationis done.
2. Compilingcode for a fingerprint sensor:
1 Runone of the samplefiles:
python2 /usr/share/doc/pythonfingerprint/examples/example_index.py
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1 A totalof 1000different fingerprintscanbe stored. Thdollowing codewill appear
whichshowsthe positionunderwhichthe fingerprintdata isstored:

Shell
Currently stored templates:0
Pleaseenterthe indexpage(0, 1, 2, 3) youwantto see:
1 If the messageappearsas:
& 9 E O SmhédsageFhefingerprintsensomportd k R S @k GvingnptF 2 dzy R H
then, checkthe cablingof the setup.
1 Forrecordingfingerprintscall the following:
python2 /usr/share/doc/pythonfingerprint/examples/example_enroll.py

1 Now, put the fingeron the scannerandwait till the fingeris scanned properly. And
then, put the fingersecond timefor verificationfor the storage number.

1 Tocheckwhetherthe finger isrecognizedcallthe following code:
python2/usr/share/doc/pythonfingerprint/examples/example_search.py

1 Now,putthe fingeragainand checkfor the followingmessagé# the fingerisdetected
successfully:
Currentlystored templates2
Waitingfor finger...
Foundtemplate at position#1
The accuracgcoreis: 63

SHA2 hashof template:
3aalb01149abf0a7ad0d7803eaba65c22ba084009700c3c7f5f4ecc38f020851

m-~

— 2.10.6 Typesof Compilers

Somecommoncompilersusedare asfollows.
1 MPLABX@ C pic microcontroller Compiler The MPLABX@ C compiler is the best

compiler of top seriescompilersand it only supportsthe 8-bit pic microcontrollerssuch
asPIC10, PIC12 andPIC18. It isalsoknownasANSICcompiler.

1 MPLABXQ6 C pic microcontroller Compiler MPLABXQ6 C compiler is a version of
MPLABXCcompilerbut this versiononly supportsthe 16-bit pic microcontrollersuchas,
PIC24F,PIC24H, PIC24E, DSPIGOF,DSPIB3Fand DSPIG3E

1 MPLABXC32 C pic microcontroller Compiler The MPLABXC32 C compiler is also a
versionof MPLABXCcompiler but it is only usedfor supportor to programthe 32-bit
microcontrollersuchasPI@G2MZ,PIGB2MXandPIG2 MM.

199
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Thefollowingscreenshoshowsan MPLABXC32 C picmicrocontrollercompiler:

» . - »
e ’ o ‘ -
;m <! - f
L i
B e A " L i 8 . Program B
{ N Pause
Project Window - A= iy
- .
.l
Bieakpoum a P ' i
line -
» l
-
Araalpoint - o e ] . :
- o] D N0
Wandow for @ o " o )
viewwng Loval > e " oo o
Vanables — : .. > Y omeniis o [
WAth Watch RS 0 ¥ By o] D .
varioblos TN o e "l 4 e
| o i e
1 " :»-a--'e--- s
o= = <

BT T TR IR

Fig.2.10.9:MPLABXC32 Cpicmicrocontrollecompiler

1 PICCSSic microcontrollerCompiler It hasthe largestbuilt in functionallibrary suchas
datatype (intl, int32, short, long, float and so on), standardC syntax(if, else,while, do,
switch, breakand so on) and powerful pre-processorcommandsfor pic microcontroller.
It hasreadyto run examplesof programsfor dza Suxdestanding It hasthe facility to
migratefrom one microcontrollerto anytype of other pic microcontroller It hasstandard
C constructsand peripheral drivers with minimum developmenttime. The following
screenshoshowsa PICCS$ic microcontrollercompiler.

tup_adc (ADC_CLOCK |
sctw.»unut)s
setup wdt (WOT_OFF
utup,um c’(m:
sotup timer 0(T0 | ofs

Fig.2.10.10:PICCS$ic microcontrollecompiler
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UNIT 2.11Understanding Error Codes and Debug Software

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Demonstratehow to debug software errors and optimize systemperformanceusing emulators
andnetwork testingtools.
2. Describaemote diagnosticsmonitoringtools,and predictivemaintenancemethodologies

—2.11.1 Introduction

Theusermayencountererrorsandwarnings,resultingin bringingthe procedureto a halt. Sucherrors
are mostly syntacticalin nature and make executionof the codeimpossible An attentive and logical
approachcanhelpin resolvingsuchsituations Executionof codeneeds to be completedto goto the
nextlevel Errorscanoccuron an 8-bit micro (like the PI6FRB8) while enteringvaluesof about 8 bits
and mistakenlyputting wrongvalues Asit requires8 bit values,putting valueslesseror higherthan 8
will leadto error prompt. However to correct the error try addinglonger/shortervalues which might
initially causeweird results Oncethe rightvalueis put, the compilationwill automaticallystart.

Thereare variouswaysof debugginga microcontroller. Thefollowing figure showsthe ways

wlCUis a speciaprocessomllowingaccesso the internal operationof the processor

«lCD,also called BackgroundDebugMode(BDM)lets accessthrough code running in the
target processor Theprocessowith atiny hardwareonboardhaltsthe processorafter the
programreachesa specificaddress

wl'he source code simulator enablesdoing the complex languagecode and watching its
effect on memoryand variableswithout actuallyhavingto look at the assembleicode This
enablesconcentratingon the high level languageoperation and henceon the problem at
hand

wlt cutsthe time takento downloadandprogramthe targetprocessor

ol helatest microcontrollershave a built in UART It is like a free debugtool that requires
verylesssoftware codingandresources

ofFor debug output, the UARToutput pin (TX)needsto be connectedto a suitable level
translatorcircuit
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o.CDis an easydisplayoutput of debuggingnformation. Thisis specificin caseof

computing.Showingext displayoutput isits anotheruse.

wTlheLEDindicatorshowshow healthya microcontrolleris.

wit displaygext as16 charactersn lengthin 2 rows.

uBlinkingLED worké$ike a debuggingool to inform that the downloadedcode isworking
fine.

aincorrectlyset parameter®n the programmingsoftware or compilermayrenderthe code

dead.

it is probablythe easiestdebuggingnethod. All it requiresis settingor resettingthe pinin
the codemeantto be monitored.

wlt hasminimalimpacton the code speedor sizeandcan providethe followinginformation:

wTellsif the codeisactive

wOffersinformationon the repetition rate

wProvideghe routine time length

wl o test,allit requiresisanoscilloscop®r a frequencycounterandtime measuringool

ol histool is attachedto the pinsto be observedand capturesthe waveformsdisplaying
multiple traceson a singledisplay It usesa trigger module that can be set to activateon
combinations of the input signalsor on their length. So, one can trigger on specific
patternsor on glitchesor both.

«T'helogic analysercan be of great usein examiningperipheraloperationif a systemuses
microcontrollerfor debugginghe SPlor I2Cbuses Somelogicanalyserscomewith built-in
supportfor suchprotocols

Hg.2.11.1 Waysof debugging
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— 2.11.2 Setting DebuggingMode in Microcontroller

The following stepsshow how to enable debuggingusinga LabVIEWApplication:

Step1: Goto the Project Explorer windoandexplore Build Specifications option. Rightk
andselectPropertiesasshownin the following screenshot:

Vrejer) xpharar  Delrupp. L
e RNWWMW
L8 x I XIINHIT

Fg.2.11.2 Erabling build specifications

Step 2: Thiswill fetch the Build SpecificationPropertieswindow. SelectApplication
Informationfrom the Categorybarasshowninthe followingscreenshot:

B ekmmieeee
|
N T e
| mwese S e Maaboaan
Mheraum Ve gt
v ey R Sy
) veam wtrugg
R i
R e e ]
S i i
I [ G vt ey
7] Dt o et T G i © s At i
] Soremm gewtiom | redds sarmew \oru
U h e e e —t———
T | ST T

Fig.2.11.3:Settingbuild specificationproperties

A



ParticipantHandbook

Step 3: Checkif the Enable debuggingcheckboxis selectedin the Build Specification
Propertieswindow. UnderDebugOptions,selecteither Runon target usingULINKR or Runon
host computerusingsimulator. Choosethe first option to debugif hardwareis availableand
O 2 R &edtionneedsto be testedin real environmentsettings Gofor the secondoption if
no hardwareis availableor rapid testing needsto be carriedout in a simulatedmode. The
followingshowsthe screenshofor settingdebugoptions

NI Nl itz e Piosnilie

. Lo J{ e JL = ]

Fg.2.11.4: Setting debug options
Step 4: Now, selectAdvancedDebuggingOptionsfrom the Categorybar on the left. Under
DebugMode, the following optionsare listed ¢ 1) Serialport 2) TCRoort 3) USBULINR JTAG
The followingscreenshoshowsoptionsfor settingcommunications

BLLITT Uetd Sucottextion Digis e

; T

Fg.2.11.5: Settingcommunication options

L —
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Step5: Clickthe OKbutton situatedon the right bottom. Thiswill enabledebuggingNow, go
backto the ProjectExplorerwindow, right-clickthe Applicationand selectRun Thefollowing
screenshoshowsrunningof application

Hiomees fmrnres .)-tmy_; !

Fg.2.11.6 Rwningthe application

— 2.11.3 Understandingand Interpreting Error Codes

Generally,compile time errors and warnings are caused by incorrect syntax or wrong
variables or functions The error prevents completion of compile process, resulting in
formation of no binary file. However,the warning doesnot prevent the binary from being
created, but reviewingit is important as the intended task will not be achievedthrough
the code
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ThefollowingscreenshoshowsArduinocompilererror message:

AT ST Ay Aas's AT
L = T MDA

S Sy

| File Edit Sketeh Tools Help

-« Flink &y

"

Aissing the ¥ from the end of & /* commernt */

Fg.2.11.7: Arduino compilererror messages

Thecommonerrorsare asfollows:
1 "ldentifier undefined"errors due to missingvariablesand interfaces
1 Missingsemicolons';". Semicolonsre a mustat the end of eachline

9 Missingquotesof brackets,™,(),[] or {}. Theseare usedin pairsto containvarioustypes
of statement.Anerror will occurif they are not usedin correctpairings

Runningverify/Compilecommandwill fetch a numberof compilererrorsin the dialogbox.
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Thefollowingimageshowsa Javecode segment:

[Raan

lcop()
(

}

r

8link an LED
//Assaciate LEDS with an Arcuino Digital pin.

/iThs Arduino olresdy hes & built-in LED that we can use on D
int legPin = 23 \\We're using Digital Pin 23 on the Arguino
void setup();

pintode{led®in OUTPUT);

14 cigitaln-~ite(leoPin, nign
| delay(100@):
gigitali-ite(ledPin, LOW);
Delay(1008);

esal)

/7Ser up Arduine pinm For sutput

/The HIGH and LOW values set voltage to 5 volts when HIGH
s J7Setting 3 aigitel pin MIGH t

J//Get the -icrocon:roller to wait for one te

/{Setting the pin to LOW turns

//Wait anothar second with the LED turned of

FHg.2.11.8 A Java codesegmernt

Upon compilationof the code, the errorsas shownin the followingtable mayappear:

Line ErrorMessage Interpretation
Linel Uncaught exception | The error in line 1 is becauseof
/*1T BinkanlED | type:classjava.lang.Runti | wrongusage of commentstyles The
T/ meException comment should end with & f
java.lang.RuntimeExcepti| instead of & k.kHéncethe correct
on: Missingthe */ from codeis:
the endof a /* comment | /*1 BlinkanLEDr */
*/
Line4 Error error: strayWin program | The line uses &\é characters to
intledPin=23; begin a comment rather than & k
\\2 Sr@using charactersThecorrectlineis:
Digital Pin23 on intledPin=3; k k 2 SuSihNgBigital
the Arduino. Pin3 onthe Arduina
Line 6Error error: expected | The error is occurring because of
void setup(); unqualifiedid before W{ usageof the semicolon(;). Removsg

token

the semicolomsshownbelow:
void setup()
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Line
Line8 Error
WP ABK dzLJo
pinMode(ledPin

OUTRIT);//Se up
Arduinopin for

ErrorMessage

error: expected 0 0 lkfore
U MIngeric

constant/home/myDirectory/

Desktop/myPrograms/arduino

0015/hardware/cores/arduino

Interpretation

Theerror is becauseof missing
comma between ledPin and
OUTRJIT.The correctcode should
be like:

pinMode(ledPinQUTPUT); //Set

outputonlv. L up Arduinopin for output only.
P y /wiring.h:102:
error: too few argumentsto
function vgyq
pinMode(uint8_t,dzA y U A&t G 0 Q
globalscope:
Line 11Ermor error: expectedconstructor, Asno valueisnot being returned,
loop() destructor, ortype conversion| sothe keywordvoidinfront of the
beforeW token functionnameneedsto beadded.
The correctodeis:
voidloop()
Line 13Eror error:  expected primary-| Thisline shouldbe a comment

/The HIGH and
LOW valuesset
voltageto 5 volts
whenHIGHand O

expressiorbefore W koken

telling what the programis for.
Theerror isoccurringbecauseof
only one slashcharacterd kK €
insteadof two & k KAddénother

volts LOW. slashcharacter.
/[The HIGHand LOW valuesset
voltageto 5 voltswhen HIGH and
OvoltsLOW.

Line 14Eror error: ¥ K Avagq @ declared | Programmingn Clanguage

digitalWrite(ledPi | in this scope considersupperandlower case

n, high);//Setting
a digitalpin HIGH
turnsonthe LED.

lettersdifferently. Tofix this
error, useuppercaselettersin
caseof W K AadHdKe@ompile.
Example:

digitalWrite(ledPin, HIGH);
//Setting a digitalpin HIGHturns
onthe LED.

Line 15 Error
delay(1000):
/Get the
microcontroller
to wait for one
second.

error: expectedd befbre WY ¢
token

DThisstatementis ending with a

colon characterd YHowever,a
semicolond Tshouldbe used in
thiscaselt can be fixedby simply

replacing colon with  the
semicolonand recompiling.
delay(1000); 1IGet the

microcontrollerto wait for one
second.
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Line ErrorMessage

Line17Error error: W5 S Wwdsrdt@declared

Delay(1000); in this scope

/I Wait  another
secondwith the

Interpretation

Anerror mayoccursimplyusing
lower or upper case.Likein this
case ¢ the error is causedby
using upper case character for

LEDurned off. the letter & Rié delay. User
lower caseandtry again.
delay(1000); //Wait another
secondwith the LECturned off.

Line 18Error error: expecteddeclaration | Anextracharactermay causean

} before W 16k&n error. Anextracurly braceat the

} end of this program is a good

example Removeit to fix the
error.

Tale2.11.1Gommon errors in Arduino
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—Notes

Scan the QR Code to watch the related videos

https://www.youtube.com/watch?v=LIhmzVL5bm8

Understanding Edge Devices

A


https://www.youtube.com/watch?v=LlhmzVL5bm8
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UNIT 2.12Functioning of MicreController and Attached Devices

— Unit Objectives|®@

By the end of this unit, the participants will be able to:

1. Showhow to verify the proper executionof installedsoftware by setting up nodesand gateways

correctly.
2. Demonstratehow to confirm data reception at the backendserver and escalateunresolved

connectivityissues

—2.12.1 Understanding the Basic Framework

It is very important to understandthe basicframework of any system Otherwise,the connections
cannotbe madein an efficient way. Thetechnicianmust understandthe location of the installation
points of the gatewaysand the devicessothat the installations and connectionsare made properly.
Thefollowing imageshowsthe securitysystemof a there are motion detector sensorsfire or smoke
alarm sensorswater level sensorsand temperature sensorsinstalledin the house Thetechnician
needsto installthe sensorsand connectthem to the main systemthroughthe network connections
available He/sheneeds to understandthe compatibility of the softwareandits versionsto installthe

whole frameworkin the monitoringsystem

* SMART HOME * ’\‘ | Q\\

Fg.2.12.1 Home searity system

&
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Step 6: KeypadTest:Followsameprocedureto setthe connectionsand pressW key using
the Hexkeypad torun the codeandcheckthe output.

Thefollowingscreenshoshowsthe output:

Sias | M Sad e Dassits Pam  Seobm Harddabey
RO Mmoo u-].. L
S R D [ amcTe
fet L e
) w20 Coweb | || e s
Yl AW W e TV Cpme T AT e
Lonve
[ dlamumnct [ T B el Srovg
el L Ot e Y TSR S 3 |
| S
i L L e I o S |
IS0FL BEZL TLIN WL W -
1A Rusy
AU wezse
1D ety
€ <Segaens
e
(i
T
L0 L

Seiesr San af tic abeww qtisms aad Pesex the Scasd aftes Tast e dame

[Frsmartinanr Pery 3
Pate csasestizas aad AlT 0 = mess!

LR

g" 1008 & oy b Pos Mypad et
P Samve Scaid Sa Saplayed bem. |
Ll

'waf‘tﬂm N — e
S - |

If ‘Can ot ||

[ s o e

Hg.2.12.9 Keypad testoutput

— 2.12.3 CheckingConnectivity

Themicrocontrollerboard shouldbe connectedto the network through Ethernet,LANor Wi-
Ficonnection Then,the connectionshouldbe testedto seewhetherit is workingproperly or
not. The procedureto be followed to test the R S @ A dOrfhi€ztvity to the network is as
follows:

Step 1: Connect the device to the network.
Step 2: Choose TedWlanagemeniNetworkandpressEnterkey.
Step 3: Type IPaddressor another DNShost name.

Step 4: Pres€Entea keyto perform the test.

&
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— 2.12.4UsingEmulatorto CheckFunctioningof Devices———

Anemulatoris a hardwarethat functionslike a microcontroller. It is usedasa debuggingool,
owing to its functionality and efficiency Functionality of an emulator is always non-
intrusivein nature, whichmeansemulationR 2 S &fje ihe resourcesor I/0 pins present
on the microcontrollerin anyway.

Thefollowingfigure showsthe connectionof anemulator.

Computer Host
with emulator
software

Emulater
adapter

Target
board

Hg.2.12.1Q Gonnection of emulator

The following interactions can be enabledif the target deviceshave built-in sensorslike
accelerometercompasslight, or proximity sensors:

I Changeapplicationsettings,basedon the currentlight conditions
1 Changethe screenorientation (from portrait to landscapeasthe deviceis flipped

1 Changealert modein caseof anincomingcall. ExampleFlipthe device screetowards
the tabletopto silencethe device

1 Enablemovementor gesture detection. Example:A security camerawith motion
detectionisused

1 Changehe orientation of a map basedon the devicecompassorientation

Applicationsutilizing sensormodulein the emulator can be easilytested. The sensorsview
containscontrolsto setthe values.




g ParticipantHandbook

Thefollowingimageshowsthe sensorsmodulein anemulator:
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Fg.2.12.11 Sensor moduleinan emulator
The stepgor emulationof an Arduinoare asfollows:

Step1: Openthe design software for simulatioand place thecomponentsof the circuit as
shownin the followingscreenshot:

BN e

MEDUNPUNNSES D SUNSESSDUE SIS G, -

Fg.2.12.12 Desgningthe circuit
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Step 2: Savethe desigrandopenthe codein the applicationfor the Arduinocodingasshown

in the followingscreenshot:

- — L —

Vepich LCD 1502 Dapuy 1o Argstng m Mrodeust Smuipien

LENY ISR 0 U SN T ARDEA

FHg.2.12.13 Arduino code

Step 3: Compilethe codeandsaveit asshownin the following screenshot:

‘h@




ParticipantHandbook

Step4: Double click the Arduinboard and the Editomponent window appeargsshown
in the followingscreenshot:
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Fg.2.12.15 Edt component window

Step 5: Browsethe Arduinocodeandrun. Avirtualterminalwith output will appear asshown
in the followingscreenshot:

[Ty sy =i ey v e — Warten LCD 1607 Dby ta Artunn 0 Pmiens Seadton
UOEAS SUISARRA B AT ¢ #ANASR X aAL 1A
———— .
e "'-.""“T
L8] m
. ..._.._‘.J
g 115
A _x...w
. $
I=

*ER>R_ 88 8T

Fig.2.12.16:Virtualterminalwindowwith output

— 2.12.5 RemovingCommunicationHurdles

There may be some problemswith connectingthe devicesto the monitoring system The
technicianshould take care of the communicationproblems between the devicesand the
gateways The communicationhurdlesmay be there becauseof variousreasonsthat are as
follows:

9 Thedevicesare notin the line of sight.
9 TheEthernetisnot connectedproperly.
9 Thereisno network connectionavailable.

9 Thedevicesare notin rangeof the network connection.
Thetechnicianshould checkf all the connections arenadeproperly. He/she musténsure
that the devicesare installedin accurateplacesand therangeof connectivityis proper. | t
shouldalsobe checkedthat the software and the hardware are compatibleto each
other.

L —
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UNIT 2.13Initializing Nodes and Gateways

— Unit Objectives|©@

By the end of this unit, the participants will be able to:

1. Demonstratehow to establishinitial configurationsfor nodes and gatewaysfor operational

readiness
2. Discus$iowto validatecommunicatiorflow from devicego gatewaysduringinitialization

—2.13.1 Prerequisites for Initialization

Initialisationof a node and gatewaymeansconfiguringthe loT devicesand routers with a username
and a password Before initialising the nodes and gateways,the technicianneeds to perform
completeinstallationof the loT setup. Thisinvolvesdealingwith 10T devicessuch asinstallingan loT
camerajnstallinga router andestablishinga workinglnternet connection

For example,an loT cameracan be set up alongwith the 10T framework and then, finally a node
gatewaycanbe initialized,usingthe stepsasshownin the followingfigure:

Fig.2.13.1:Prerequisitestepsfor an loT cameradeviceinstallation




g ParticipantHandbook

— 2.13.210T Devicelnstallation

In the processof installationof anloTcamera,certainstepsneedto be performed.

Unpackthe Camera

As apart of the installationkit, the technicianwill getthe cameraand itsaccessories the
packageThe personwill need toperformthe followingsteps:

1. Checkthe specificationof the installationkit with the order copy before unpacking.
2. Removethe packagingvith suitabletool (utility knife).

3. Checkwhether the deviceand its accessoriesn the packageis complete and not
damaged.

4. Disposethe packagingvaste asperthe workinginstructions.

SetUpthe BasicCameraHardware

After unpackingsettingup of the basichardwareneedsto be done. Thisincludesmounting
of cameraand camerastand.Thefollowingstepsshowthe basichardware settingup steps:

1. Connectthe cameraby slidingit on the stand.
2. Mount the screwsand securethemtightly.
Thefollowingfigure showsthe camerahardwareassembly:

1 2.
A ey, A
/
/ 1 = / | ]
'l' 1 “
- lf.n ihaannFY U
- &

FHg.2.13.2 Camerahardware set up

If the cameraneedsto be mounted on the wall, then the followingstepsneedto be done:
1. Findaproperplaceonthe wall wherethe cameracancoverthe surveillanceareaproperly.
2. Next,mark anddrill pilot holesalignedto the O | Y’ S bittofh&tand.

3. Putthe wallanchorin the holesandsecure the bottonstandof the camerawith screws.
4. Attachthe camerato the camerastand.

Thefollowingfigure showsthe mountingof acameraon wall:

A —

\\\\\\ﬂ\\ NN

NN ONNN NN

Hg.2.13.3 Mounting of cameraon a wall
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Establisithe Cableand PowerSupplyConnection

Next, the power cableand power supplyconnectionneedsto be done. Thefollowing steps

are donefor completingthe cableconnection

1. Checkthe specificationof power adaptor. Generally the power adaptor that is provided
is of 12 v/1 A power. Thefollowing imageshowsan adaptorwith the power labellingon
it:

Adaptor
= specification

Hg.2.13.4 Power adaptor specification
2. Connectthe power adaptorend located at the backof the camerato the power supply
port.

3. Then,connectthe power supplyplugto a nearbypower supplyport. The connectionof
the poweradaptoris shownin the following figure:

Fg.2.13.5 Power adaptor connection
SetUpthe Internet Connectiorof CameraDevice

Tomakethe loTcamerawork overthe wirelessinternet connectionthroughWi-Fi,the camera
needsto be connectedwith the router. As per the requirementof customer/site,there can
be a pre-installedwirelessinternet connectionalreadypresenton the site or the technician
has to performinstallationof arouter for wirelessInternetconnection
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In case @re-installed wireless Internet connection is available, the follovgitegpsshould be
performedto completeawirelesssetup automatically:

1. Checkhat the wirelessinternetconnectionover the router deviceis working properly.

2. Ensurethat the camerais placedwithin the rangeof the router.

3. Pressthe WPS(Wi-Fi ProtectedSetup)button on the gatewayor router for 1-5 seconds
sothat the WPSLEDstartsblinking

4. Thenpressthe WP Sbutton on the backof the camera,sothat the LEDindicationfor Wi-
Fi starts blinking and turns green The following figure showsthe steps of automatic
connectionof router andcamera

o N N
'. = (o)
! J \ v
& ~~B0SECE
/g
15 SECs

Fig.5.1.6:Automaticconnectiorof router andcamera

If the automatic connectiondoesnot work, then perform manualconnectionusinga utility
tool, suchas EnViewer providedby the 1oT cameramanufacturerin the CDgivenwith the
packagingln this example EnViewerrinderby EnGeniuss beingused Thefollowing are the
stepsto be performedto connectthe cameramanually

1. Switchon the laptop/desktop, wait till the systemstart up completesand ensurethe
window startsrunning

2. Insertthe utility tool discin the discdrive andrun the disc Thefollowingare the stepsto
run the disc

1 Opend a g 2 Y LJdzii S tié& staf reRuY
1 Rightclickon the diskdrive andthen selectd w dig discad RYA YA A G NI (2 NE &
1 Followthe installationstepsto completethe installationof the tool.

3. After completingthe installation,perform the following stepsto run the tool:
1 Goto the computerR S & | hdneXeréen.
1 Openrun the window by pressingi ¢ A y Ru2dé $vah the keyboard.

1 Typethe nameof the tool andpressa 9 y (i S NE @

4. In the tool window, find the cameraconnectedto the router network in the list given If
the camerais not visiblein the list, click the refresh button to view it. The camerawill
showthe hostname,IP (Here,IP of the camerais takenas1921680.101) andits version
in the camerarow of the list.
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Thefollowingscreenshoshowsthe cameralistedin the utility tool:
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Fig.2.13.7:Screenshashowingthe cameralistedin the utility tool
5. Selectthe camerafrom the list and enter the usernameand the passwordin the column

givenon the top right corner and then click next for configurationshownin the above
image Thedefault usernameand the passwordare givenin the camerapackagingor in
the user manual The following image shows the usernameand the passwordon a

camerapacking

" o DIRIENTEEIIN
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Fig.2.13.8:Usernameand passwordon camergpacking
6. Clickthe network tab givenin the options in the utility tool and selectthe mode of
connectingthe camerawith the network. Thefollowing screenshotshowsthe modesof

network connection

Mode
9 DHCP Manual

Fig.2.13.9:Screenshathowingthe modesof networkconnection
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Dynamic Host Configuration Protocol (DHCP) This option allows to connectto the
network without providing any IP. The cameraautomaticallyrequeststhe IP from the
router.

Manual: In this option, an IP addressneedsto be providedin the TCP/IPsection Make
surethat the IPis not usedby someother network.

Thefollowing screenshoshowsthe manualnetwork setupwizard

TCe

P 192 .18 . 0 . |
Sibliet sk 255 . 255 . 255 . O
Gateway 1P 192 168 . 0 . 1
DNS 1P 192 .68 , 0 . 1

Fig.2.13.10:Screenshathowingthe manualnetworksetupwizard

Point-to-Point Protocol over Ethernet (PPPoOE)The cameracan be directly connected
with the modem usingthe PPPoEprotocol when the Internet serviceis usingthe PPPoE
Internet protocol. Forthis, the serviceproviderneedsto be contactedto getthe relevant
details The router usesthe same PPPoEprotocol setting only the usernameand the
passwordare required The following screenshotshowsthe window for setting up the
PPPolprotocol:

PPPoE

Usernarme
Password

Fig2.13.11:Screenshathowingthe windowfor settingup the PPPoprotocol

Thiswill successfullyadd the camerato the wirelessinternet connection Thetechnician
is providedwith arouter in the configurationkit, dependinguponthe requirementof the
job, whether a wirelessinternet connectionis availableon the site or the technicianhas
to install arouter device to create awirelessInternetconnection
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Install the Router

Toinstallarouter for a wirelessinternet connectionat a site, the technicianhasto perform
the stepsasshownin the followingfigure:

Fg.2.13.12 Router installation steps

Unpackinghe RouterDevice

The technician may get the router from the Internet service provider (ISP)or the
manufacturer,basedon the requirement of the job. He/she would need to perform the
followingsteps

1. Match the specificationof the router with the requirementof the camera Thefollowing
table listssome of the specificationswhichneedto be checkedwith the camera

Interface RJ45

Wi-Fi 802.11b/g
Securedaccess WPA/WPAZPSKand WEP
Datatransmissiorrate Upto 54 mbps

Tade2.13.1 Spefdficationsto be checked
2. Unpackthe router, then checkthe accessorieanddevicesfor anydamage Thefollowing
list showsthe itemsprovidedin the packaging
1 Routerdevice
R3M5cable

1
1 Poweradaptor
1 Praduct manual

Connectinghe Ethernetand PowerCablewith Router

After unpacking placethe router at a position whichis suitablefor a clearline of sightwith
the devices,such as a camera as per the example, that need to be connected After
positioning of the router, the Ethernet and the power cable of the router needsto be
connectedto the power sourceusingthe followingsteps

1. Connectthe power cableend to the backof the router and the adapter plug to a power
socket Ensurethat the power LEDindicatorlight on the router turnson.

Iy
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Thefollowingimageshowsthe LEDindicatoron arouter:

FHg.2.13.13 RouterLEDindicator

2. Connectthe Ethernetcablegivenin the kit to the backof the router in the WANport and
the other end of the cableto the modeminstalledat the site. Thefollowingimageshows
the powerand Ethernetcableconnectionwith router:

LED Indicator

Router

Frhemet cakie

Fig.2.13.14:Powerand Ethernetcableconnectiorwith router
CGonfiguring the Router Device

Toconfigurethe router, a techniciancanconnectthe router with a desktop/laptopthrougha

LANwire or with the help of the IP address The followingstepsthen needto performed

1. Openaweb browseron the computerand then enter the IPaddressfor the router which
is givenon the product manualin the addressbar. Forexample,consider1921680.1 as
the IP addressof the router. The followingscreenshotshowsthis step:

= o L L

Google

Fig.2.13.15:1IPaddresdor router configuration
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2. Then,enterthe defaultusernameandpasswordgivenin the router manualor within the
packingin the window that opens. The following screenshoshowsthe window:

Hg.2.13.16 Window for router configuration

After completingthe hardwareset up of the loT deviceand connectingit with the Internet,
the final stepis to initialise the node devicesand the gatewayrouters. Theinitialisation of
gatewaysand nodesmeansconfiguringthe network settings,that is, the TCP/IRconfiguration
setting, securinghe networkandcommissioninghe loTdevice framework

— 2.13.3 Node Initialization

While usinga node or a devicefor the first time, it is requiredto seta login and a password
for the systemdefault user. Thisis alsoknownasinitialisationof nodes(loTdevices) Thiswill
makethe systemsecureand configured

Forexample for an NVRbasedcamerasetup, initialisationthrough a network videorecorder
(NVR)software is mentioned, in which the NVRdevice s initialised with the router. The
followingimageshowsan NVRdevice

Fig. 2.13.17: Frorgndbackviewof an NVR
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Thefollowingstepsshouldbe followedin establishinghe connectionbetweenan NVRdevice,
acameraandarouter:

Step 1. Unpackthe NVRdeviceand connectthe devicewith the router usingan Ethernet
cable The following figure showsthe connectionof an |oT camera,a router and an NVR
devicesetup:

NVR (Network Video Recorder) Ethernet Cable

IP Camera Rauter Computer

Fig.2.13.18:NVRdeviceconnectiorwith routerandcamera

Step 2: Poweron the NVRdeviceandlet it boot into the initializationinterface Thefollowing
imageshowsthe powerindicatorof anNVRdevice

Hecording Indiontar A Ingdicator  Power Indicator

Fg.2.13.19 NVRdeviceindicators

Step 3: The NVRsoftware is givenwith the NVRdeviceor it can be downloadedfrom the
Internet. For example,the following link is usedto downloadthe NVRsoftware for Genius
Visioncamerasetup:

https://geniusvision.net/community/GeniusVisionNVRCommunitySetup_v960.exe

Step 4: Installand run the NVRsoftware on a computer systemconnectedto the same
network with whichthe NVRdevice andthe IPcameraare connected.

228




Telecom TechnicianloT ————
Devices/Systems

Step 5: Configurethe defaultlogindetailsfor the camera.Thefollowingscreenshoshows
the deviceloginscreenof an NVRsoftware on a computersystem:
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Fg.2.13.2Q Devicelogin saeen

Step 3: Forinitializationof cameradevice, connectethrough the sameLAN,launchthe
interfaceon the desktop anccheckthe connected devicéist.

Thefollowing screenshotshowsthe screenshotof the list of devicesconnectedto the
network:

Fig.2.13.21:Screenshatf listof deviceonnectedo the network

Step 4: Selecthe uninitializedcameradjaviAcefrom the listandenterthe initializinginterface
by clickingonthe & L y A (bfttorf A T S €
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