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Skilling is building a better India.
If we have to move India towards 

development then Skill Development 
should be our mission.
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Indiaiscurrentlythe world'ssecond-largesttelecommunicationsmarketwith asubscriberbaseof 1.20

billion and hasregisteredstronggrowth in the last decadeand a half. TheIndustryhasgrown over

twenty times in just ten years. Telecommunicationhassupportedthe socioeconomicdevelopmentof

Indiaandhasplayeda significantrole in narrowingdownthe rural-urbandigitaldivideto someextent.

The exponential growth witnessed by the telecom sector in the past decade has led to the

developmentof telecomequipmentmanufacturingandother supportingindustries.

Over the years,the telecom industry has created millions of jobs in India. The sector contributes

around6.5%to the country'sGDPandhasgivenemploymentto more than four million jobs,of which

approximately2.2 million direct and 1.8 million are indirect employees. The overall employment

opportunitiesin the telecomsectorare expectedto grow by 20%in the country, implyingadditional

jobsin the upcomingyears.

ThisParticipantHandbookis designedto impart theoreticalandpracticalskill training to studentsfor

becominga TelecomTechnicianςIoTDevices/Systems. TelecomTechnicianςIoTDevices/Systemsin

the TelecomindustryisalsoknownasIoTinstallationandservicetechnician.

IoT installationand servicetechnicianis responsiblefor on-site installationand configurationof IoT

devices(nodes),setup of communicationlinksbetweennodesandcontroller(gateway)andfurther to

central serversor devicesthrough external communicationlinks on Wi -Fi, 3G/4G networks on

GSM/CDMA. Thetechnicianalsoundertakesfirst levelof troubleshooting.

ThisParticipantHandbookis basedon TelecomTechnician- IoT Devices/SystemsQualificationPack

(TEL/Q6210) & includesthe followingNationalOccupationalStandards(NOSs)

1. TEL/N6234: InstallandconfigureIoTdevicesat customerpremises

2. TEL/N6236: Performlevel1 troubleshootingof IoTdevices

3. TEL/N9105: Followsustainablepracticesin telecominfrastructureinstallation

4. DGT/VSQ/N0101: EmployabilitySkills(30Hours)

TheKeyLearningOutcomesand the skillsgainedby the participant are defined in their respective

units. Postthis training,the participantwill beableto keepsiteslive24x7 throughsitemaintenance.

Wehopethat this ParticipantHandbookwill providea soundlearningsupportto our youngfriendsto

buildanattractivecareerin the telecomindustry.

About this book

Symbols Used
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By the end of this module, the participants will  be able to:

Key Learning Outcomes

2

1. Explainthe importanceof TelecomSector.

2. Discussthe rolesandresponsibilitiesof a TelecomTechnician- IoTDevices/Systems.
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By the end of this unit, the participants will be able to:

TheIndiantelecomindustryhasbeenone of the fastest-growingsectorsin the country,strivingto tap

almosteverypotential customerwith its services. Today,owninga mobile deviceis a basicnecessity,

andthe demandfor seamlessconnectivitycontinuesto rise.

With the rapid expansionof the Information Technology(IT)sector,the telecomindustry in Indiahas

experienceda major boom, leading to continuousmarket growth. Sincethe Indian population has

becomehighly dependenton telecom servicesτand with severalcompaniesoperatingboth in India

and overseasτthe sector often faceschallengesin maintainingsmooth operationsamidst growing

customerexpectations. Thisstudy aims to provide insightsinto the current telecom sector and the

measuresbeingtakento enhancecustomerrelationships.

Post-1991liberalisation, privatisation, andglobalisation, the Indiantelecommarkethasbecomehighly

competitive,with multiple playersoperatingsimultaneously. In suchan environment,companiesare

keen to understandcustomerperceptionsof mobile servicesto refine their strategiesand capture

marketshare.

India remains the ǿƻǊƭŘΩǎsecond-largest telecommunicationsmarket. As of March 2025, the total

telephone subscriberbasestood at around 1,200 million, with an overall tele-density of 85%. The

internet subscriberbasereachedapproximately944 million, while broadbandsubscriptionsgrew to

over935millionwirelessandabout45millionwiredusersbymid-2025.

Å Sectorgrowth and infrastructure expansion: Telecominfrastructurecontinuesto expandrapidly,

with the number of towers and mobile basetransceiverstations (BTS)steadily increasing. This

expansionhashelpedimproveconnectivityandservicequality,especiallyin urbanregions,though

rural areasstill facegaps.

Å Policytargetsand initiatives: TheGovernmenthaslaunchedthe NationalBroadbandMission2.0

(2025ς30), aimingto provideopticalfibre connectivityto all GramPanchayatsandkeyinstitutions,

with at least95%uptime, and to raiseaveragefixed broadbandspeedsto 100Mbpsby 2030. In

parallel,the Draft NationalTelecomPolicy2025setsambitiousgoalssuchasachieving100%4G

coverage,90%5Gcoverage,80%tower fibreisation, broadbandaccessto 100million households,

andthe rollout of 1 millionpublicWi-Fihotspotsby2030.

1. Explainthe significanceof the telecomsectorin the manufacturingandassemblyof IoTdevicesand
systems.

2. Elucidatethe keyskillsandtechnicalexpertiserequiredfor a TelecomTechnicianspecializingin IoT
devicesandsystems.

3. Describethe challengesfaced in assemblingand testing IoT devicesand systemsin the telecom
sector.

4. Determinethe impactof precisionand quality control in the assemblyof IoTdevicesand systems
for telecomapplications.

5. Discussthe rolesandresponsibilitiesof a TelecomTechnicianin ensuringefficient andhigh-quality
prodsuctionof IoTdevicesandsystems.

6. Discussthe applicationsof IoTin smartcities,healthcare,Industry4.0, andagriculture.

1.1.1 Introduction to Telecom Industry

UNIT 1.1: Introduction to Telecom Sector and Role of a Telecom 
Technician - IoT Devices/Systems

Unit Objectives

Telecom Technician - IoT 
Devices/Systems 
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Subscribertrendsandmarket dynamics:

ByMay2025,LƴŘƛŀΩǎtotal telecomsubscriberbasereachedabout1,207million. RelianceJioandBharti

Airtel together accountedfor nearly all new subscriberadditions, while VodafoneIdea and BSNL

continuedto losemarketshare. ByJune2025, the total wirelesssubscriberbasestoodat approximately

1,171million,drivenlargelybyurbangrowth,thoughrural subscriptionsshowedaslightdecline.

Fig. 1.1.1: Telecom Industry 

1.1.2  Introduction to Internet of Things
Digital India programis an endeavourto maketechnologya great leveller for the citizensof India.

The thorough researchof digitization and its coherent approachto enhancethe digital literacy in

Indiacouldbe a realgamechanger. TheTelecomSectorSkillCouncil(TSSC)is playinga major role in

trainingandcreatingdigitalplatformsfor the developmentof digital Indiaprogrammes.

IoT is a connectedecosystemof mobile devices,appliancesand other electronicdevicesthat has

been formed to establishcommunicationamong them. IoT connecteddevicescan be controlled

remotely and can be setup for certain actions,at specifictimes. The telecommunicationlines are

usedto transfer data to get Internet connectivityfor transferring,processing,and analysingdata.

Thisresults in efficiency,accuracy,and easein life without much human intervention. Combined

with smartsensorsandactuators,IoTgivesthe freedomto inter operatedevicesin a mannerwhich

issemi-automatedor completelyautomated.

Deviceswhichfall in the IoTecosystemcanincludeanythingfrom heart monitoringimplantsor DNA

analysisdevicesto automobileswith built-in sensorsor home monitoring gadgets. The following

image shows devicessuch as mobile phones,surveillancecameras,home security systems,PC,

tabletsandsoon interconnectedwirelessly,leadingto anIoTsystem:

Participant Handbook
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Fig. 1.1.2 Wireless interconnection of devices via Internet

1.1.3 Applications of Internet of Things
IoT spansits influence acrossa large number of sectors and also in daily life. The most famous

applicationsof IoT includesmart home devices,wearabletechnology,connectedcars,telecomsector

integration, healthcare,media, infrastructure management,agriculture, environmental monitoring,

enterprises,and smart cities where everything is connectedand assistedwith artificial intelligence.

Dependingon the end-userexperience,the IoTapplicationscanbeclassifiedin the waysasfollows:

1. SmartHome

Modern homesare ladenwith technology,givingthe homeownersutmost comfort and functionality,

whichenhancesthe overalllifestyle. All the devicesin a smarthomecaninteract with eachother. This

environmentenhancesthe securityor optimum energymanagement. Alreadyleadingnamesin the

industryhavenumerousproductsbasedon IoT,providingcross-platform integrationfor smarthomes.

Smart home technologiesare common use case areas for IoT application. They allow the home

appliancesandswitchesto be controlledby a mobileapp. Thevariousapplications,suchasthermostat

control, TV remote control, air temperature control, light control and so on can be controlled by a

software interface installed on the smartphone. The following image shows some smart home

technologiesat a finger-tip:

Telecom Technician - IoT 
Devices/Systems 
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Fig. 1.1.3 Smart home technologies at a finger-tip

Examplescanbe turning the lights ONor OFFat a particular time of the day usinga smart phoneor

providinga friend a temporaryaccessto the homeviaa smartdoor lockisanexampleof a smarthome

IoT application. Another examplecan be monitoring the home remotely when the owners are on

vacation.

Thermostats,homeassistants,smart lightingandremotelycontrolledhomesecuritysystemsare some

of the manyproductsavailablein the market.

2. Media

Media housesthat use IoTare essentiallyconcernedabout analysingthe market and theŎƻƴǎǳƳŜǊǎΩ

behaviour. The behavioural focus of these devicesis on gathering significant data of millions of

individuals. Thisdata is usedby the mediahousesto run better advertisingcampaigns,alignedwith the

ŎƻƴǎǳƳŜǊǎΩknownhabitsandlocations.

For example,a smart watch may have applicationsto track health status, listen to musicand other

mediaservices,accessmailsandsoon.

Thefollowingimageshowsasmartwatchwith variousapplications:

Fig. 1.1.4 Smart watch



7

3. InfrastructureManagement

IoTplaysa vital role in the infrastructuremanagement. Thecheckingandcontrollingof urbanandrural

roads,rail networks,bridges,off-shoreandwind-farmsaresomeof the keyusesof IoT. Theframework

assistsin monitoringchangesin anystructuralconditionswhichotherwisecancompromisethe safetyof

people. Theuse of IoT deviceseffectively reducesthe cost of operationsin the large infrastructures

whichbenefitsfrom automationandadvancementdevelopedby IoT.

Forexample,in caseof roadandtransportation,the traffic signalsareWi-Ficonnectedandthe traffic is

under video surveillance. It makesthe managementof traffic faster and easierand monitoring of

vehicleseffective. Thefollowingfigureshowswirelessconnectivityat the traffic signalpoints:

Fig. 1.1.5 Wireless connectivity for managing and controlling traffic
4. Agriculture

Challengeslike weather conditionsand population growth have made agriculturiststhink and move

beyondtraditionalmethodsto moreadvancedtechnologieslike IoT. Theintegrationof wirelesssensors

with anŀƎǊƛŎǳƭǘǳǊƛǎǘΩǎmobile appandcloud platformshelpsin gatheringessentialdata related to the

ecologicalconditions such as soil, seedsand much more. For example,the agricultural application

interfacecanprovideinformation about the weatherandcrop condition,climatechange,rainfall, pest

infestation,costs/availabilityof fossilfuels,limited arableland,cropyieldsandsoilnutrition. It helpsthe

farmersto improveproductionandprotect crops. Thefollowing imageshowsa mobile interfacegiving

informationaboutthe weatherandcropcondition:

Fig. 1.1.6 A mobile interface showing weather and crop condition

Telecom Technician - IoT 
Devices/Systems 
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5. EnvironmentalMonitoring

Thesensorsin IoTdeviceshelpby observingenvironmentalconditionssuchasqualityof air, water and

atmosphericor soil conditions. Improvement in the resource-constraineddevices,when connected

well with the Internet, allowsthe useof applicationssuchasearthquakeor tsunamiwarningsystems.

Thesecanbeutilizedby the emergencyservicesfor effectiveaid.

Thefollowing imageshowsa Tsunamialert systemplacedin the middle of the sea,which sensesthe

changesin the seaandgivesanalert if the changesarebeyondthe standardlimitsandcondition:

Fig. 1.1.7 Tsunami alert system

6. Enterprise

ά9ƴǘŜǊǇǊƛǎŜ Lƻ¢έ ƻǊ EIoTrefers to the gadgets and devices used in the corporate settings and 
businesses. EIoTsector is likely to increase by estimated 40 percent or 9.1 billion devices by 
2019 as per an article given by BI intelligence.

For example, retailers incorporate Radio Frequency Identification (RFID) tags to manage 
inventory and maintain the storage costs. In case of mining, driverless trucks or autonomous 
haul trucks are used to work round the clock. It leads to increased output, lower cost and 
reduced maintenance. In smart robotic assembly line, the automation of the devices helps in 
making the production cycle faster and of better quality.

The following figure shows an employee controlling the machines of a robotic assembly line by 
using a tablet interface:

Participant Handbook

Fig. 1.1.8 Smart robotics assembly line
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7. WearableTechnology

Thisisoneof the latestapplicationsof IoTwhichrevolvesaroundhealth,fitnessandentertainment. For

wearabletechnology,IoTispossiblein smalldevicesthat havetiny sensorswhichconsumelesspower,

thusmakingthem highlyefficient. Smartwatches,sleepanalysers,interactivefitnesstrackersandhealth

trackersare someof the most popularwearablesin the market. ThisprovesIoTis goingto gainmore

popularityin nearfuture.

Thesewearablesare loadedwith sensorsand pairedwith software applicationsto collect data. They

enabletrackingbody statistics,resulting in better health. For instance,Fitbit is an IoT wearablethat

monitorseverymove(trackssteps,distancecovered,caloriesburnt andstairsclimbed). It automatically

syncsto the computer or selectedsmartphonesand tablets to have a better control over the data

collectedby the fitnessdevice. Thefollowing imageshowsa fitnesstrackingband to track aǇŜǊǎƻƴΩǎ

dailyactivities:

Fig. 1.1.9  Fitness tracking band

8. HealthcareIndustry

Healthcareis one sector which is highly influencedby IoT. Vital data collectedby sensorshelps in

determiningunderlyingillnessesor ailmentsthat might affect the patient in future. Datacollectedwith

healthmonitorsovera periodof time canbeusedto determinemethodsto improvehealthor cureany

currentailments.

IoT in healthcareis vital due to the use of connectedhealthcareequipmentand deviceswhich help

medicalpractitionersin providingqualityhealthcare. Practicalexampleof IoTin healthcareis the useof

smart pills (or ingestiblesensors). Oncethe pill is consumed,the sensoris activatedby electrolytesin

the bodyandasignalisconveyedto the small,battery-poweredpatchworn on the torso. Thedatathen

getstransferredviaBluetoothto the familyƳŜƳōŜǊΩǎsmartphone. Otherexamplesof IoTin healthcare

includeinsulindeliverydevices,connectedinhalers,smartbeds,roboticsurgeonsandbiosensors.

Thefollowing imageshowsthe sensorof a glucosemonitoringsystemplacedon an arm anda medical

devicedisplayingthe glucoselevelafter scanningthe sensor:

Fig. 1.1.10 Glucose monitoring system

Telecom Technician - IoT 
Devices/Systems 
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9. TelecomIndustry

IoT facilitates data managementin telecom sector to create a global network which enhances

interaction between tangible and non-tangible objects. The data collected enriches the ǳǎŜǊΩǎ

experiencewhichhelpsin devisingproductdevelopmentstrategiesandplanningmaintenancetasks.

In the telecomsector,IoTisplayingan important role in developmentof the entire telecomnetworkby

providingusefuldatawheneverrequired. Also,IoTisusedin the telecomtower fuel monitoringsystems

integratedtelecomsitemonitoring.

Thefollowing imageshowsthat the securitysystem,the big dataanalyticsandsoon are connectedto

the communicationdevicessuchasamobileor a laptopviaa telecomnetwork:

A goodexampleof IoTimplementationin telecomsectoris productmonitoringby providingeasyand

timely trackingof productsand servicesgivento the customers. Also,IoT is beingusedfor customer

monitoring. Thishelps companiesto monitor customersthrough the digital devices,such as smart

phonesandsmartwatches,whichtheycarrywith themalways.

This adds value to the ecosystemas IoT-based systemswork in tandem for seamlesssecurity,

connectivityandtechnologicaladvantage.

Participant Handbook

Fig. 1.1.11 Various systems connected through telecom network

1.1.4 Significance of the Telecom Sector in the Manufacturing 
and Assembly of IoT Devices and Systems

TheTelecommunication(Telecom)sectorplaysa pivotal role in the development,manufacturing,and

deploymentof Internet of Things(IoT)devicesand systems. IoT relieson seamlessconnectivity,data

transmission,andcommunicationprotocols,all of whichare enabledandstandardizedby the telecom

industry. Without robust telecom infrastructureand sectoralinnovations,IoT deviceswould lack the

essentialbackbonefor interoperability,scalability,andglobaldeployment.
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1. Roleof TelecomSectorin IoTEcosystem

a. ConnectivityBackbone

ω IoT devicesrequire constant connectivity for data collection, transmission,and real-time

monitoring.

ω Telecomoperators provide 2G/3G/4G/5G, NarrowbandIoT (NB-IoT), LTE-M, and satellite

communicationservicesthat form the backboneof IoTsystems.

ω ThesenetworksenablecommunicationacrossdiverseIoTapplicationssuchassmart homes,

industrialautomation,healthcaremonitoring,andautonomousvehicles.

b. StandardizationandProtocols

ω Thetelecomsectorensuresglobalstandardizationof communicationprotocols(e.g., 5G NR,

NB-IoT,LoRaWAN, LTECat-M1).

ω ThisfacilitatesinteroperabilityamongIoTdevicesmanufacturedbydifferent vendors.

ω Standardsreduce production costs, accelerate innovation, and ensure reliability in IoT

deployments.

c. SpectrumAllocationandRegulation

ω Telecomauthoritiesallocateand regulateradio frequencyspectrumessentialfor IoT device

communication.

ω Manufacturingandassemblyof IoTsystemsmust complywith telecomregulationsto ensure

non-interference,safety,andcross-borderoperability.

2. Impacton ManufacturingandAssemblyof IoTDevices

a. DesignConsiderations

ω IoTdevicedesignis influencedby telecom-enabledfactorssuchas:

o Chipsetintegrationfor LTE,5G,or NB-IoTcompatibility.

o Low-powermodulesfor extendedbattery life in remotesensors.

o Antennadesignfor optimalconnectivityin diverseenvironments.

ω Manufacturersmustcollaboratewith telecomprovidersto ensuredevicesarenetwork-ready.

b. ComponentIntegration

ω Telecomadvancementsdrive demandfor modems,communicationmodules,and SIM/eSIM

technologiesin IoTdevices.

ω The assemblyprocessrequirespreciseintegration of these componentsto achieveseamless

networkconnectivity.

ω Example: Smartmetersor industrialsensorsuseNB-IoTmodulesembeddedduringassembly.

c. ProductionScalability

ω With globaltelecomnetworksenablingbillionsof connections,manufacturersmust designIoT

devicesfor massproductionandlarge-scaledeployment.

ω Telecom-enabled Over-the-Air (OTA) updates influence assemblyby requiring devices to

supportupgradablefirmware.

Telecom Technician - IoT 
Devices/Systems 
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QualityAssuranceandTesting

Å Telecom sector standards necessitate rigorous network compliance testing during

manufacturing.

Å Devicesundergo validation for latency, throughput, signalstrength, roaming capability,and

securitycompliance.

Å Collaborationwith telecomtestinglabsensuresdevicesaremarket-ready.

3. SectoralInfluenceon IoTGrowth

a. Industrial IoT(IIoT)

Å Telecom-enabled 5G ultra-reliable low-latency communication(URLLC)supports automation,

robotics,andpredictivemaintenancein manufacturingplants.

Å IoTassemblylinesincreasinglyadopt real-time telecom-enabledmonitoringsystemsto optimize

production.

b. SmartCitiesandInfrastructure

Å IoT devicesfor traffic management,waste monitoring, and energy grids depend on telecom

operatorsfor connectivity.

Å Manufacturersaligndevicespecificationswith telecominfrastructurein targetregions.

c. ConsumerElectronics

Å Smart home devices(CCTV,smart speakers,wearables)require Wi-Fi, 4G/5G, or Bluetooth

integration,shapedby telecomtechnologies.

Å Assemblyprocessesmust ensure compatibility with telecom-driven ecosystemssuch as 5G-

enabledsmarthomes.

d. GlobalSupplyChainIntegration

Å Telecomnetworksenablereal-time logisticsmonitoringusingIoTtrackers.

Å In manufacturing and assemblyunits, telecom-powered IoT solutions ensure supply chain

visibilityandqualitycontrol.

4. FutureSignificance

Å 5G and Beyond: Ultra-fast 5G and upcoming6G technologieswill enablehigh-bandwidth, low-

latencyIoTapplicationslikeautonomousvehiclesandsmartfactories.

Å EdgeComputing& TelecomSynergy: Integrationof edgecomputingwith telecomnetworkswill

influencedevicearchitecture,requiringnewdesignsandassemblymethods.

Å Sustainabilityin Manufacturing: Telecom-enabledIoTwill optimize energyefficiency,predictive

maintenance,andwastereductionin assemblyplants.

Å SecurityandCompliance: Telecomoperatorswill drivecybersecurityframeworksfor IoTdevices,

requiringmanufacturersto incorporateadvancedencryptionmodules.
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9. TelecomIndustry

IoT facilitates data managementin telecom sector to create a global network which enhances

interaction between tangible and non-tangible objects. The data collected enriches the ǳǎŜǊΩǎ

experiencewhichhelpsin devisingproductdevelopmentstrategiesandplanningmaintenancetasks.

In the telecomsector,IoTisplayingan important role in developmentof the entire telecomnetworkby

providingusefuldatawheneverrequired. Also,IoTisusedin the telecomtower fuel monitoringsystems

integratedtelecomsitemonitoring.

Thefollowing imageshowsthat the securitysystem,the big dataanalyticsandsoon are connectedto

the communicationdevicessuchasamobileor a laptopviaa telecomnetwork:

A goodexampleof IoTimplementationin telecomsectoris productmonitoringby providingeasyand

timely trackingof productsand servicesgivento the customers. Also,IoT is beingusedfor customer

monitoring. Thishelps companiesto monitor customersthrough the digital devices,such as smart

phonesandsmartwatches,whichtheycarrywith themalways.

This adds value to the ecosystemas IoT-based systemswork in tandem for seamlesssecurity,

connectivityandtechnologicaladvantage.

Fig. 1.1.11 Various systems connected through telecom network

1.1.4 Significance of the Telecom Sector in the Manufacturing 
and Assembly of IoT Devices and Systems

TheTelecommunication(Telecom)sectorplaysa pivotal role in the development,manufacturing,and

deploymentof Internet of Things(IoT)devicesand systems. IoT relieson seamlessconnectivity,data

transmission,andcommunicationprotocols,all of whichare enabledandstandardizedby the telecom

industry. Without robust telecom infrastructureand sectoralinnovations,IoT deviceswould lack the

essentialbackbonefor interoperability,scalability,andglobaldeployment.

Telecom Technician - IoT 
Devices/Systems 
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1. Roleof TelecomSectorin IoTEcosystem

a. ConnectivityBackbone

Å IoT devices require constant connectivity for data collection, transmission,and real-time

monitoring.

Å Telecom operators provide 2G/3G/4G/5G, Narrowband IoT (NB-IoT), LTE-M, and satellite

communicationservicesthat form the backboneof IoTsystems.

Å Thesenetworks enable communicationacrossdiverse IoT applicationssuch as smart homes,

industrialautomation,healthcaremonitoring,andautonomousvehicles.

b. StandardizationandProtocols

Å Thetelecomsectorensuresglobalstandardizationof communicationprotocols(e.g., 5GNR,NB-

IoT,LoRaWAN, LTECat-M1).

Å ThisfacilitatesinteroperabilityamongIoTdevicesmanufacturedbydifferent vendors.

Å Standards reduce production costs, accelerate innovation, and ensure reliability in IoT

deployments.

c. SpectrumAllocationandRegulation

Å Telecomauthorities allocate and regulate radio frequency spectrum essentialfor IoT device

communication.

Å Manufacturingandassemblyof IoTsystemsmustcomplywith telecomregulationsto ensurenon-

interference,safety,andcross-borderoperability.

2. Impacton ManufacturingandAssemblyof IoTDevices

a. DesignConsiderations

ω IoTdevicedesignis influencedby telecom-enabledfactorssuchas:

o Chipsetintegrationfor LTE,5G,or NB-IoTcompatibility.

o Low-powermodulesfor extendedbattery life in remotesensors.

o Antennadesignfor optimalconnectivityin diverseenvironments.

ωManufacturersmustcollaboratewith telecomprovidersto ensuredevicesarenetwork-ready.

b. ComponentIntegration

o Telecomadvancementsdrive demandfor modems,communicationmodules,and SIM/eSIM

technologiesin IoTdevices.

o Theassemblyprocessrequirespreciseintegrationof thesecomponentsto achieveseamless

networkconnectivity.

o Example: Smartmetersor industrialsensorsuseNB-IoTmodulesembeddedduringassembly.

ProductionScalability

o With globaltelecomnetworksenablingbillionsof connections,manufacturersmustdesignIoT

devicesfor massproductionandlarge-scaledeployment.

o Telecom-enabled Over-the-Air (OTA)updates influence assemblyby requiring devicesto

supportupgradablefirmware.
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d. Quality AssuranceandTesting

Å Telecom sector standards necessitate rigorous network compliance testing during

manufacturing.

Å Devicesundergo validation for latency, throughput, signalstrength, roaming capability,and

securitycompliance.

Å Collaborationwith telecomtestinglabsensuresdevicesaremarket-ready.

3. SectoralInfluenceon IoTGrowth

a. IndustrialIoT(IIoT)

Å Telecom-enabled5G ultra-reliable low-latency communication(URLLC)supportsautomation,

robotics,andpredictivemaintenancein manufacturingplants.

Å IoTassemblylinesincreasinglyadoptreal-time telecom-enabledmonitoringsystemsto optimize

production.

b. SmartCitiesandInfrastructure

Å IoT devicesfor traffic management,waste monitoring, and energygrids dependon telecom

operatorsfor connectivity.

Å Manufacturersaligndevicespecificationswith telecominfrastructurein targetregions.

c. ConsumerElectronics

Å Smart home devices(CCTV,smart speakers,wearables)require Wi-Fi, 4G/5G, or Bluetooth

integration,shapedby telecomtechnologies.

Å Assemblyprocessesmust ensurecompatibility with telecom-driven ecosystemssuch as 5G-

enabledsmarthomes.

d. GlobalSupplyChainIntegration

Å Telecomnetworksenablereal-time logisticsmonitoringusingIoTtrackers.

Å In manufacturingand assemblyunits, telecom-powered IoT solutions ensure supply chain

visibilityandqualitycontrol.

4. FutureSignificance

Å 5Gand Beyond: Ultra-fast 5Gand upcoming6Gtechnologieswill enablehigh-bandwidth,low-

latencyIoTapplicationslikeautonomousvehiclesandsmartfactories.

Å EdgeComputing& TelecomSynergy: Integrationof edgecomputingwith telecomnetworkswill

influencedevicearchitecture,requiringnewdesignsandassemblymethods.

Å Sustainabilityin Manufacturing: Telecom-enabledIoTwill optimizeenergyefficiency,predictive

maintenance,andwastereductionin assemblyplants.

Å Security and Compliance: Telecom operators will drive cybersecurityframeworks for IoT

devices,requiringmanufacturersto incorporateadvancedencryptionmodules.

Telecom Technician - IoT 
Devices/Systems 
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1.1.5 Key Skills and Technical Expertise Required for a 
Telecom Technician Specializing in IoT Devices and Systems

Introduction

The rapid convergenceof telecommunicationsand Internet of Things (IoT) technologies has

transformedthe moderndigitalecosystem. TelecomTechniciansspecializingin IoTplaya critical role in

installing,configuring,troubleshooting,andmaintainingcommunicationnetworksthat enableseamless

machine-to-machine (M2M) interactions. Their expertise lies not only in traditional telecom

infrastructure but also in the integration of IoT-enabled devices, sensors,gateways,and cloud

platforms. Toeffectivelymanagethesecomplexsystems,a TelecomTechnicianrequiresa robustblend

of technicalknow-how,problem-solvingskills,anddomain-specificknowledge.

1. NetworkingandConnectivitySkills

Å Strongunderstandingof networkprotocolssuchasTCP/IP,UDP,MQTT,CoAP, andHTTP/HTTPS.

Å Expertisein wirelesscommunicationstandardsincluding4G/5G,NB-IoT,LTE-M, Wi-Fi,LoRaWAN,

Zigbee,andBluetoothLowEnergy(BLE).

Å Ability to configureandtroubleshootrouting,switching,andfirewallsfor IoTdeviceconnectivity.

Å Familiarity with IP addressing,DNS,DHCP,and VPNsto ensure secure and reliable data

transmission.

2. IoTDeviceConfigurationandManagement

Å Hands-on experiencein installing,calibrating,and maintainingIoT sensors,gateways,and edge

devices.

Å Knowledgeof deviceprovisioning,firmwareupdates,andover-the-air (OTA)upgrades.

Å Proficiency in using IoT platforms for device registration, authentication, and lifecycle

management.

TelecommunicationSystemsExpertise

Å In-depthunderstandingof cellularnetwork infrastructure(basestations,corenetwork,SIM/eSIM

technologies).

Å Skillsin signalmeasurementandanalysistoolsfor assessingconnectivityquality.

Å Competencein opticalfiber, coppercabling,andRFtechnologiesrelevantto IoTdeployments.

4. CloudandEdgeComputingKnowledge

Å Familiaritywith major IoTcloudplatformssuchasAWSIoTCore,MicrosoftAzureIoTHub,Google

CloudIoT,andIBMWatsonIoT.

Å Understandingof edgecomputingarchitecturesfor localdataprocessingandreducedlatency.

Å Ability to configureIoTdataflow betweendevices,edgenodes,andcloudservers.
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5. CybersecurityAwareness

Å Knowledge of IoT-specific security protocols, encryption standards, and authentication

mechanisms.

Å Ability to implementsecurenetworkconfigurationsto preventvulnerabilitiesandbreaches.

Å Awareness of compliance standards like ISO/IEC27001, GDPR,and NIST cybersecurity

frameworksrelevantto IoTecosystems.

6. DataHandlingandAnalyticsBasics

Å Competencein datacollection,logging,andmonitoringtoolsfor IoTsystems.

Å Understandingof basicanalyticsdashboards,KPIs,andperformancemetrics.

Å Familiaritywith datavisualizationtoolsfor interpretingIoTdeviceoutputs.

7. TroubleshootingandDiagnosticSkills

Å Proficiencyin usingnetworkanalyzers, spectrumanalyzers, anddiagnosticsoftwaretools.

Å Systematicapproachto fault detection, root-causeanalysis,and issueresolutionin IoT-enabled

telecomsystems.

Å Ability to interpret technicaldocumentation,schematics,andsystemlogs.

8. ProgrammingandScriptingKnowledge

Å Basicunderstandingof Python,C,or JavaScriptfor device-levelprogrammingandautomation.

Å Familiaritywith APIintegration,SDKs,andIoTcommunicationlibraries.

Å Knowledgeof automationscriptsfor networktestinganddevicemanagement.

9. SoftSkillsandProfessionalAttributes

Å Strongproblem-solvingandanalyticalabilitiesto work in dynamicIoTenvironments.

Å Collaborationandcommunicationskillsto coordinatewith engineers,developers,andclients.

Å Adaptability and continuous learning mindset to keep pace with evolving IoT and telecom

technologies.

1.1.6 Challenges in Assembling and Testing IoT Devices and 
Systems in the Telecom Sector

1. HardwareCompatibilityIssues

Å IoTdevicesoften comefrom different manufacturerswith varyingdesignstandards.

Å Incompatibilitybetweensensors,gateways,and telecominfrastructurecandelayassemblyand

integration.

Å Ensuringmechanicalandelectricalcompatibilityduringassemblyrequiresprecisionandtesting.

Telecom Technician - IoT 
Devices/Systems 



18

Participant Handbook

2. Complexityof Multi -ProtocolCommunication

Å TelecomIoT ecosystemsuse diverse protocols such as NB-IoT, LTE-M, 5G, Wi-Fi, Zigbee,

LoRaWAN, andBluetooth.

Å Testinginteroperabilityacrosstheseprotocolsischallengingandtime-intensive.

Å Protocolmismatchmayleadto signalloss,reducedcoverage,or inconsistentdatatransmission.

3. ScalabilityConcernsin Testing

Å Telecomoperatorsoften dealwith thousandsor millionsof IoTdevices.

Å Testingat small scalemay not reflect real-world network congestion,latency,or bandwidth

limitations.

Å Simulatinglarge-scaleIoTdeploymentsto evaluateperformanceisresource-intensive.

4. PowerManagementandEnergyEfficiency

Å ManyIoTdevicesarebattery-operated,requiringlow-poweroptimization.

Å Testingbattery life underrealtelecomconditions(signalfluctuations,databursts)iscomplex.

Å Inefficientpowermanagementcanreducedevicelifespan,increasingmaintenancecosts.

5. CybersecurityandDataPrivacyRisks

Å IoTdevicesarehighlyvulnerableto hacking,malware,anddatabreaches.

Å Testingmustensurerobustencryption,authentication,andsecurefirmwareupdates.

Å Compliancewith telecom and data protection regulations(e.g., GDPR,ISOstandards)adds

complexity.

6. FirmwareandSoftwareIntegration

Å IoTdevicesrely onembeddedfirmwareandsoftwareupdates.

Å Bugs during firmware installation or over-the-air (OTA) updates can disrupt large-scale

deployments.

Å Compatibilitywith telecomnetworkmanagementsystems(NMS)needsrigorousvalidation.

7. EnvironmentalandReliabilityTesting

Å TelecomIoT devicesoften operate in harsh environments(outdoor basestations, industrial

zones).

Å Assemblingandtestingmustaccountfor temperatureextremes,dust,humidity,andvibration.

Å Reliabilitytestingrequiresextendedtest cycles,delayingtime-to-market.

8. LatencyandQuality of Service(QoS)Testing

Å TelecomIoT applications(e.g., smart grids,connectedvehicles)require ultra-low latencyand

highreliability.

Å Testinglatencyacrossmultiple network layers(device,edge,cloud,coretelecominfrastructure)

is technicallydemanding.

Å MaintainingQoSguaranteeswhilescalingisasignificantchallenge.



19

9. SupplyChainandStandardizationGaps

Å Lackof universalstandardsfor IoTdeviceassemblyandtestingcreatesfragmentation.

Å Dependenceon globalsupplychainsfor chips,sensors,andmodulesoften causesdelays.

Å Inconsistentstandardsleadto integrationandcertificationbottlenecksin telecomdeployments.

1.1.7 Introduction to Microprocessor and Microcontroller 
Microprocessor
Firstintroducedin the 1970s,a microprocessoris a standalonechipwhichactsasthe controllingbrain

of computer. A microprocessoris a computer processorwhich has all the functions of a central

processing unit incorporated on a single integrated circuit (IC). Intel created the first ever

microprocessor,4004, for personalcomputerswhichwasa low-costsolutionfor the masses.

Microprocessors these days are categorised into general purpose and high-end ones. The

microprocessorsused in computersand mobile devicesare generalpurpose microprocessors,also

knownasdigitalsignalprocessor(DSP).

Whereas,those used for graphicalprocessinglike real time renderingof 3D imagesare specialized

microprocessorscalledasgraphicsprocessingunit (GPU). Thefollowing imageshowsa microprocessor

placedonaprintedcircuitboard(PCB):

Fig. 1.1.11 Microprocessor

Microcontroller

A microcontroller(or VLSImicrocomputer)is a computingunit integratedon a singlechip,and it hasa

processorCPU,RAM,ROMand other requiredperipherals. In a way it is a mini computeron a circuit,

which enablesIoT-basedhardwareto communicateefficiently with other devices. All microcontrollers

are designedto perform certainspecifictasks. Microcontrollerscanbe of 4-bits, 8-bits, 64-bits or 128-

bitsconfiguration,dependingon the functionalityof the embeddedsystem.

Thefollowingimageshowsamicrocontroller:

Telecom Technician - IoT 
Devices/Systems 
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Applicationsof microcontrollers:

Thevariousapplicationsof amicrocontrollerareasfollows:

Å Temperaturesensingsystem

Å Lightsensingsystem

Å Firedetectionsystem

Å Processcontroldevices

Å Handheldmeteringsystems

Thefollowingtable liststhe differencebetweenamicroprocessorandamicrocontroller:

Fig. 1.1.12: Microcontroller

Microprocessor Microcontroller

External peripheral in microprocessorhas
externalcircuits.

Externalperipheralinmicrocontrollerhas RAM, 
EEPROM.

Processingspeedof microprocessors is above 

1 GHz.

Processingspeedof microcontrollersis from 8 MHz to 

50 MHz.

No power saving system with external

components,sopower consumption is high.

Power saving system, such as idle mode or power

savingmode,for low consumptionof power.

Bulkyandpreferredfor larger applications. Compact,favourableandefficientsystem for small 
products and applications.

Taskperformedaresoftware development. Tasksperformedarelimitedandgenerally lesscomplex.

Based on von Neumann model whereprogram

anddataarestored in same memory module.

Based on Harvard architecture where programmemory

anddatamemoryare separate.

Table 1.1.1 Difference between microprocessor and microcontroller
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1.1.8 Getting Acquainted with Various Boards Processor 
Boards
Theseare PCBswhich havea microprocessorand support logicto assistan engineerin programming.

Processorboardshavethe neededcircuit for controllingtaskssuchasI/O control,clock,RAMandsoon.

ThefollowingimageshowsaPCB:

Fig. 1.1.13: PCB

Themicroprocessorboardscanbeclassifiedasfollows:

Microcontroller

A microcontroller(or VLSImicrocomputer)is a computingunit integratedon a singlechip,and it hasa

processorCPU,RAM,ROMand other requiredperipherals. In a way it is a mini computeron a circuit,

which enablesIoT-basedhardwareto communicateefficiently with other devices. All microcontrollers

are designedto perform certainspecifictasks. Microcontrollerscanbe of 4-bits, 8-bits, 64-bits or 128-

bitsconfiguration,dependingon the functionalityof the embeddedsystem.

Thefollowingimageshowsamicrocontroller:

Fig. 1.1.14: Arduino

Telecom Technician - IoT 
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RaspberryPi

It is a small,single-boardcomputerdevelopedby RaspberryPiFoundationto promote basiccomputer

learningin developingcountries. More than 15million RaspberryPiunitshavebeensoldsofar sinceits

introduction in February2015. This microprocessorboard has a Broadcomsystemon a chip (SoC)

havingan AdvancedRISCMachine(ARM)compatibleCPUand an on-board GraphicsProcessingUnit

(GPU). Dependingon the RaspberryPimodel,it canhavesingleUSBor four USBports.

RaspberryPirunsbeston a Debian-basedLinuxoperatingsystemcalledRaspbian,but it canalsorun on

UbuntuMATE,SnappyUbuntuCoreandWindows10IoTCore. Otherthan this, the processorboardcan

run third party application software such as AstroPrint, C/C++,Minecraft, RealVNCand Wolfram

Language. ThefollowingimageshowsaRaspberryPi:

Fig. 1.1.15: Raspberry Pi

CustomizedSingleBoardPlatform

A singleboardcomputer(SBC)comeshandyfor aready-to-useembeddedplatform, whichreducesthe

time andthe cost. Moreover,SBCscanbecustomizedaccordingto the need. Theoff-shelfsolutionhasa

Computer on Module (CoM) and carrier board. A user can scale the platform to accommodate

hardwaremoduleslike processor,memory,RAMandsoon. Thefollowing imageshowsa singleboard

computer that includesmemory, power requirementsand real world multimedia and connectivity

interfaces:

Fig. 1.1.16: Single board computer module
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1.1.5  Framework for Internet of Things for Roadside 
Assistance Services
IoT has expandedits applicability in consumermarket with avenueslike Intelligent Transportation

System(ITS)and Smart Cities. It is an integral part of connectedroad infrastructure and roadside

assistanceservices. Thiscomprisesof technologicallyadvancedfeatureslike lanedetection,safetyand

emergencyalerts for roads, assistingdrivers and passengersin locating nearby fuel stations and

emergencyalert systems,courtesythe V2Xcommunicationand On-BoardUnit (OBU). Thiswill be the

step forward for high-end roadsideassistanceservicesaidedby Intelligent TransportationSystemand

Internetof Thingsfor buildingsmartcities. ThesystemcanhaveanopeninterfaceandAPIssothat third

partydeveloperscancreatetheir owncustomroadsideassistanceapplications.

Thefollowing imageshowsa traffic assistancesystemthat sensesif there is anyblockageon the road

andtells the carto moveto anotherdirectionin suchacase:

Fig. 1.1.17: Traffic assistance system

Advantagesof IoTfor roadsideassistanceareasfollows:

Å Improvedsafetyfor vehiclesand driverswith remotelycontrolledvehiclediagnosticsto prevent

roadmishapsoccurringdueto driver fatigue,drivingerror or naturaldisasters

Å Easyaccessfor towing,repairor gasolinesupply

Å Increasedreliabilityaidedbyperformancetrackingsystemwhichnotifiesmaintenanceissues

Å Relevantinformationpertainingto weather,gasolinestations,reststops,hotelsandrestaurants

Telecom Technician - IoT 
Devices/Systems 
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By the end of this unit, the participants will be able to:

1. Listvarioustypesof sensors
2. Identify the importanceof actuators
3. Explainthe basicprogrammingof a microcontrollerboard

1.2.1 Sensors and their Usage

UNIT 1.2: Functioning of Sensors and Actuators

Unit Objectives

With the adventof IoT,the importanceof sensor-baseddevicesandtheir usagehasincreasedby three

folds. Sensorsare small deviceswhich detect electricalor optical input, and then convert it into a

physicalvalue; for example,temperature,humidity and altitude. A sensorcanbe classifiedbasedon

accuracy,environmentalcondition,measurementrange,calibrationandcost.

Bycombiningthe data collectedthrough varioussensorsand their usage,smartautonomousor semi-

autonomousfunctionalityismadepossible. Sensorscanalsobecombinedandsyncedwith eachother to

provideuniquefunctionality,which wasearlier not possible. For IoTapplications,sensorshavea wide

rangeof usageright from the agriculturalsectorto the healthcareindustry.

DifferentTypesof Sensors

In the IoTarena,there aresomesensorswhichareextensivelyusedfor all typesof applications. Based

on their functionality,sensorscanbeclassifiedasfollows:

Å Temperature Sensors: Earlier temperature sensors were only used for sensing current

temperature in appliances. For example,they were usedin air conditionersand refrigeratorsto

detectaccuratetemperature. But with IoTcomingto the fore, temperaturesensorsarenow being

usedin virtuallyeveryindustryandapplication. Thesesensorsdynamicallymeasurethe slightestof

changesin temperaturefor accuratemeasurement.

Å Usage: The most basicexampleof a temperature sensoris a digital thermometer. The sensors

measurethe temperatureof anobject,detectanychangein the temperatureandgenerateasignal

in caseof any change. Thesesensorsare used in thermostats to maintain temperature in the

houses.

Å Connectivity Options: Thesesensorsmay have in build power supply through small cells or

throughapowersourcedependinguponits typeof build.

Thefollowingimageshowsrepairingof the temperaturesensorof aheatingandcoolingthermostat:

Fig. 1.2.1: Temperature sensor in a heating and cooling thermostat

Telecom Technician - IoT 
Devices/Systems 
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ProximitySensors: Thisisasensorwhichcandetectanobjectwithin its rangeby theƭŀǘǘŜǊΩǎmovement.

Thisis done by directingan electromagneticfield or electromagneticradiation,and then readingthe

changesin the return signal. Dueto the lackof anymechanicalparts,proximity sensorshavea longer

life. Suchsensorsare used in mobile devices,autonomousvehiclesor home monitoring gadgetsto

detectthe presenceof a targetedobject.

Usage: Proximitysensorsare usedin garagedoors to open and closethe door when a car is nearby.

Theyare alsousedfuture carswhichwill be able to detect nearbycarsin traffic. ConnectivityOptions:

Thesesensorsarebasicallyverysmallin built. So,they usuallyrequirebatteriesfor powersupply. They

can then be connectedto devicesto provide information about any movement or to motors and

actuatorsto performmechanicaloperation.

Forexample,proximity sensorsare usedin mobilephonessystemsto detect the presenceof a human

ear. Thishelps in disablingthe touch screento avoid the unintentional touchesby the cheek. These

sensorsaremountedon carbumpersto sensethe distanceof nearbycarswhile parking. Thefollowing

figureshowsthe sensorsin acardetectinga trucknearby:

Fig. 1.2.2: Proximity sensor in a car

PressureSensors: Theseareusedto detectthe pressurelevelof gasesor liquids; pressuresensorsmake

the measurementin force per unit area. Suchsensorsare usedfor monitoring applications,and they

canalsobeusedto measurematerialflow, speedandaltitude. Thedetectedpressurelevelisconverted

into analogelectricalsignal; therefore,pressuresensorsarealsoknownaspressuretransducers.

Suchsensorsareusedin manufacturing,aviation,automotiveandhydraulicmeasurementapplications.

A commonexampleis the touchscreenof smartphonewhich haspressuresensorsin the displaythat

respondsto the slightestof pressurewith a finger or stylus. Anotherexampleis the pressuresensors

used in car enginewhich regulatesthe amount of power needed,correspondingto the accelerator

input.

Usage: Pressuresensorsare usedin industrieswherepressureis involvedin warninga systemof non-

suitableconditions.

ConnectivityOptions: Pressuresensorsareconnectedto the part wherepressureneedsto be checked.

Thepower to thesesensorsis giveneither by smallbatteriesor by electricalpower sourcesdepending

uponthe typeof the sensorandits size.
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Forexample,the air pressureon the tyre of a carismeasuredwith a pressuregaugethat hasa pressure

sensorin it.

Thefollowingimageshowsmeasuringthe air pressureof a tyre usingasensor:

Fig. 1.2.3: Measuring the air pressure of tyre using pressure sensor

AccelerometerSensors: Thesearedynamicsensorswhichcanmeasurethe rate of changeof velocityof

an object using Micro-Electro-MechanicalSensors(MEMS). Such sensorsare used for measuring

vibrationsin machinesor sensingthe changeof speedin movingobjects. Accelerometermeasuresthe

changein velocityin one,two or three axes. Thecommunicationinterfaceof accelerometersensorscan

be in either analog, digitalor pulse-width modulated.

Usage: Theaccelerometersensorisusedin carsandmachinepartsto checkaccelerationandto warn in

caseof unsuitableaccelerationconditions. The sensorcan be installed in a systemwhich detects

velocity,vibration,positionor the accelerationof gravityto determinetheŘŜǾƛŎŜΩǎorientation.

ConnectivityOptions: Theaccelerometersareconnectedto the movingpartsandarepoweredeither by

smallbatteriesor directelectricsourcesbasedon the typeandthe sizeof the sensormodule.

AnalogInterfaceςMeasuresaccelerationbydetectingvaryingvoltagelevels

Å DigitalInterfaceςCommunicatesoverSPIor I2Cprotocolsandarelessproneto noise

Å PulseWidth ModulatedςTheoutput dataisoverpulse-width modulation

Forexample,the sensorsin the smartphoneshelp to rotate their displaydependingon how the phone

istilted. Thefollowingimageshowsthe changingof the displayorientationof asmartphone:

Fig. 1.2.4: Changing the display orientation of a smartphone

Telecom Technician - IoT 
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GyroscopeSensors: Working in combinationwith the accelerometersensors,the gyroscopesensors

additionallymeasurethe angularrotation velocity or twisting motion alongwith the velocity change

measuredby accelerometer. The sensor is used in robotics or autonomousnavigationsystemsto

measurethe deviationin balancedpositionmovementto correct the movement. Gyrosensorcanbe

either in digitalor analoginterface.

Usage: Thegyroscopicsensoris usedin virtual reality glassesand modern self-balancingscootersor

hoverboards.

ConnectivityOptions: Thesesensorsare connectedto the actuatorsand motors which work upon the

signalsgivenby thesesensors. Thesesensorsare poweredeither by smallbatteriesor by an electric

connectiondependinguponthe sizeof the sensormodule.

Forexample,gyroscopesensorsallowmobileapplicationsto triggeraneventbasedon a setof motions

by the usersuchasshakingthe phone to lock the screen,autorotation of the displayand so on. The

followingimageshowsgyroscopesensorimplementedin aself- balancingscooter:

Fig. 1.2.5: Gyroscope sensor and a self-balancing scooter

Humidity Sensors: A humidity sensor,alsoknown ashygrometer,measuresthe moisture level in the

environment. It measuresrelativehumidity which is the ratio of water content in air to the maximum

moisturecontent that canbe sustainedat a particularair temperature. Thisis doneby measuringthe

changesin temperatureor electricalcurrent.

Usage: Thesesensorsare used in refrigerators and air conditioner units basicallyto maintain the

humidity in the area.

ConnectivityOptions: Theseareconnectedto the thermostatsto changethe temperaturebasedon the

input obtainedandto maintainthe humiditycontent in the atmosphere. Theseareconnectedeither by

anelectricpowersupplyor with smallbatteriesasper the sizeanddesignof sensormodules.

Thefollowing imageshowsa devicewith a humidity sensorinstalledin it, andthe displayof the device

showingthe temperatureandthe ahumidityleveldetectedby the sensor:
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Fig. 1.2.6: Humidity sensor device

TouchSensors: A touch sensoris a sensitiveequipment that registersphysicaltouch on a deviceto

provide the relevant action. Suchsensorsare used in mobile devices,home appliancesand other

commercialequipment to initiate a particular action. A touch sensorworks with a controller and

softwareto providethe neededinput/action.

Usage: Thesesensorsare nowadaysusedbroadly in securitysystemsand lockssuchasthoseusedin

officepremisesandmobilephones.

ConnectivityOptions: The touch sensorsare very low energy based modules. Thus, they can be

poweredbyasmallbatteryanda low directcurrent (DC)voltagesupply.

Forexample,the employeesof a firm needto checkin on the biometricdeviceinstalledat the door to

enter into the office. Thetouch sensorinstalledin the devicesensesanytouch andgeneratesa signal.

Thefollowingfigureshowsworkingof a touchsensor:

Fig. 1.2.7: Touch sensor in a door lock and its working

Telecom Technician - IoT 
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Å Reed Sensor: This is an electromagneticswitch made from ferrous reeds which controls the

electricity flow in a circuit. Thereedsare placedin a smallglasstube and are magnetized,which

resultsin movementtowards the switch. When thesereedsare in contact,electricity flows in the

circuit. Thereisno mechanicalwearin suchsensorsasno physicalpressureisapplied.

Å Usage: Thesesensorsare used in smart voltagecontrolling stabilizersfor controlling the voltage

fluctuationin the powersupply.

Å ConnectivityOptions: Theseareconnectedto the actuatorswhichchangesthe voltagefluctuationin

the modules. Theyare directly connectedto power sourcesso they just require low DCsupplyfor

operation.

Å AnalogSensors: Sensorsthat producecontinuousanalogoutput signalareknownasanalogsensors.

Signalsproducedby thesesensorsare measuredproportionally. Thereare varioustypesof analog

sensors. Accelerometers,pressuresensors,light sensors,soundsensorsandtemperaturesensorsare

somegoodexamples.

Å Digital Sensors: Sensorsin which data conversionand transmissiontakesplacedigitally are called

digitalsensors. Thedigitalsensormajorlycomprisesthree components: senor,cableandtransmitter.

Thesignalmeasuredis convertedinto digital signaloutput insidethe digital sensoritself. Thecable

transmitsthis digital datadigitally. Therearedifferent typesof digital sensors. Digitalaccelerometer

anddigitaltemperaturesensorarea few goodexamples.

1.2.2 Actuators

ForIoTapplications,accuracyof dataisof utmost importance,andactuatorswith sensorsmakesureof

that.

Actuator: Asthe namesuggests,an actuator is a devicewhich actuatesthe movementby converting

energyinto motion. Typically,a sensorprovidesthe input for the actuator to perform the required

movement. There is a coupling mechanismwhich is the interface between the actuator and the

mechanicalsystemthat performs the movement. Actuatorscan be of four major typesςhydraulic,

pneumatic,electricandmechanical

Example: Actuatorsareattachedto sensorslike in adoor lockwith a fingerprint scanner. Asthe scanner

confirmsthe fingerprint, the actuatorreleasesthe magneticforceholdingthe door to allowthe door to

open. Thefollowing imageshowsPCBintegratedslidingswitchactuatorsthat are installedin door lock

systems; whenthe actuatorgetsasignalto openthe door, its switchisslidandthe doorgetsopened:.
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Fig. 1.2.8: PCB integrated sliding switch actuator

HowSensorsWork with Actuators?

Sensorsandactuatorswork in tandemto producethe intendedoutput to solvea functionality.

Forexample,in an appliancesuchasa beer dispenser,the sensorsdetect the amountof beer flowing

throughthe kegby detectingthe electricalimpulsesfrom the hardwareinstalled. Theelectricalsignals

arerelayedto a computerwhichthen translatesthosesignalsinto an input for the actuators. Then,the

actuatorperformsthe necessaryaction,that is, to determinethe amountof beer that shouldflow into

the glasswithout anyspillage.

Basically,sensorsaccumulateall the datawith the helpof the sensinghardware. Thereafter,it worksas

an input for the actuatorsto perform the mechanicalactionby movingor controllingthe mechanism. A

simpleexampleis closingor openingof a valveby the actuator which regulateswater flow/level in a

dammodel. Thedataprovidedby the sensorsmeasuresthe levelof water in the reservoirandthe time

interval when these valvesneed to be opened or closed. The following imageshowsa water flow

systemwith apressuresensorandanactuatorinstalledin it:

Fig. 1.2.9: A water flow system

Telecom Technician - IoT 
Devices/Systems 
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1.2.3 Importance of Accurate Sensors

Theaccuracyof sensorsis very important to get correct input for the actuatorsso that the intended

function is performedprecisely. Theaccuracyof anysensorisdefinedasthe maximumdeviationof the

intended value (under certain set of conditions)at the output of the sensor. To be precise,it is the

differencebetweenthe real-time valueandthe indicatedvalue,takinginto considerationall the errors

that canoccurin real-life situation. TherepresentationofŀŎǘǳŀǘƻǊΩǎaccuracycanbedefinedin either a

percentageor a full-scalerepresentation.

SensorCalibration

Themethod by which sensorerrorsare eliminatedby performingstructuralerror removal(difference

between expectedand measuredoutput) in the output is known as calibration. This improvesthe

overallefficiencyof the systemasaccuracyof the sensorsis optimizedto its maximum. No sensorcan

be100%accurate,but eliminatingall possibleerrorsto the maximumyieldsgoodoutput.

Calibrationprocesshasa routine of placingDeviceunder Test(DUT)in a configurationwhere inertial

input stimulusof the sensoris known. Thishelpsin understandingthe actualerror in measurementto

performthe offsetwhichwill actuatethe requiredoutput.

Thereare certainfactorswhichcanmar the accuracyof sensors,andfor this reasoncalibrationis very

important. It minimizeserrorsandtherebyensuresthat the sensorproducesthe intendedoutput.

Choosingthe right sensorsfor a specifiedtaskis important assomeof them comewith auto calibration

featuresfor certainvariables. Forexample,somesensorshavetemperatureactuationcapability.

Factorssuchastime andhardwaredegradationof the sensorsalsorequirecalibration. Thisis a part of

routine maintenancetaskswhich need to be performed accurately. Also, the installation phaseof

sensoris the most important. Improperinstallationcanaffect the sensoroutput, which in turn disturbs

the whole system. Forexample,if pressuresensorsare installedincorrectly,there canbe a shift in the

output calibrationof the sensor.

1.2.4 Programming a Microcontroller Board

To makethe PCBsensorswork accordingto the desiredfunction, they are programmedwith various

codinglanguagesby the board developers. Different boardsare supportedand codedwith different

languages. The following table shows the difference in IoT development boards under various

categories:



33

Participant Handbook

ProgrammingBasics

Thereare different languagesin whichthe programcanbe written for the microcontrollerboards. The

languagecanbeC,C++,Pythonandsoon. Thecodeiswritten on the relatededitor that comeswith the

board. Forexample,Arduinoprogrammingcanbe doneon ArduinoSketchor ArduinoIDE. Thecodeis

openedin the editor andtheά¦ǇƭƻŀŘέis clicked. If there are no errors in the program,there will be a

messageά.ǳƛƭŘ{ǳŎŎŜǎǎŦǳƭέat the bottom of the sketch. If there is anyerror, the sectionwill showthe

lineswith the error alongwith the linenumber.

ForrunningasimplePythonprogram,the followingstepscanbefollowed:

Å DownloadandinstallPythonIDEfrom the Pythonsiteanduseit for compilingacode.

Å TypeΨǇȅǘƘƻƴΩin commandprompt to callthe interpreter asshownin the followingimage:

Fig. 1.2.10: Python interpreter

Boardname GPIOpins Processor 
speed

Powersupply Programming Connectivity

Arduinouno 6analog,14 

digital

16KHZ 9-12VDC,

or5V500mA 
USBor 9 - 12

V onVINpin

Clanguage By default 
none.Canbe 
addedwith 
shields.

RaspberryPi 40 I/O pins,

including29 

digital

1.2GHZ 5V2.5Amicro 

USBport

JAVA,Python Wi-Fi, 

Ethernet, 

Bluetooth

Table 1.2.1 Difference in IoT development boards

Å Towrite apythonscript,ΨgeditΩcommandcanbeused.

Å After writing the code,saveit with the extensionyour_script_name.py

Å Torun this script,copyandpastethe codein a file andsavethe file with the extension.py andthe

opencommandline in the directoryof the script.

Å Then,type:

pythonyour_script_name.py.



34

Telecom Technician - IoT 
Devices/Systems 

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________



35

By the end of this unit, the participants will be able to:

1. Listvariousshort-rangewirelesscommunicationssystems
2. Identify the protocolsusedfor communicationin IoT
3. Comparedifferent communicationtechnologies
4. Describethe communicationtechnologiesused in IoT, including 5G, NB-IoT, LoRaWAN, Wi-Fi,

Bluetooth,andZigbee.

Short-range communication is a wireless communication 
system in which signals traverse from a short range of few 

millimetres to several meters. The term wireless is defined as 
the technology used in communication or transmission of 
information over a distance from one end to the other end 

between electronic devices without requiring wires, cables or 
any other electrical medium. Today, wireless communication is 

one of the most used, and hence is an important means of 
data/information transfer to other devices. The communication 

is established, and the information is sent through air, using 
electromagnetic waves; such as radio frequencies and infrared 

in a wireless communication network.
On the other hand, signals in long-range wireless 

communication travel from a few kilometres to several 
thousand kilometres. Some good examples of short-range 

wireless communications are Bluetooth, Infrared, Near Field 
Communication (NFC), ZigBee, Wi-Fi and so on.

The following figure shows various short-range communications 
technologies and their typical operating ranges:

1.3.1 Short-range Communications Systems and their Typical 
Operating Ranges

UNIT 1.3: Application of Communication Protocol in Internet of Things

Unit Objectives

Short-rangecommunicationis a wirelesscommunicationsystemin whichsignalstraversefrom a short

rangeof few millimetres to severalmeters. The term wirelessis defined as the technologyused in

communicationor transmissionof informationovera distancefrom oneendto the other endbetween

electronic deviceswithout requiring wires, cablesor any other electrical medium. Today,wireless

communicationisoneof the mostused,andhenceisan important meansof data/informationtransfer

to other devices. The communicationis established,and the information is sent through air, using

electromagneticwaves; suchasradiofrequenciesandinfraredin awirelesscommunicationnetwork.

On the other hand, signalsin long-range wirelesscommunicationtravel from a few kilometres to

several thousand kilometres. Some good examplesof short-range wireless communicationsare

Bluetooth,Infrared,NearFieldCommunication(NFC),ZigBee,Wi-Fiandsoon.

The following figure shows various short-range communicationstechnologies and their typical

operatingranges:

Fig. 1.3.1: Short-range communications technologies and their typical operating ranges

Telecom Technician - IoT 
Devices/Systems 
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VariousTypesof Short- rangeCommunications

As discussedbefore, short range communicationrefers to communicationbetween two wireless

channels/deviceslocated at a distance. Short-range communications are developed with the

advancementof technologyto facilitateeaseof useandsafety. Theseadvancementshaveopenednew

avenuesfor innovationsin electronicsindustry,allowingvariousdevicesto connectand interact with

eachother without requiringanycablesor wiresfor the purposeof easyaccessibility,datatransferand

much more. One of them is the IoT, which is defined as the conceptof connectingdevicesto the

Internet. Consumerelectronicdevicessuchasrefrigeratorsandtelevisionsaregettingconnectedto the

Internet. The mechanismsby virtue of which these devicescan get a wirelessconnectivity to the

internet areasfollows:

1. Direct: with the helpof built-in modem

2. Indirect: with built-in wirelessmoduleconnectedto anaccesspoint

Indirectmechanismhasbig relevanceto IoTasthis involvesshort-rangewirelesscommunications. The

types of short range wirelesstechnologiesthat are currently in use for connectingdevicesto the

Internetareasfollows:

ÅWi-Fi

Å Thread

Å ZigBee

Å Bluetooth

Å RFIDandNFC

For example,the NFCtechnologyused in mobile communicationallows a user to pay for goodsby

wavingthe mobilephoneon the paymentdeviceinsteadof swipinga card. Thefollowing imageshows

usingNFCtechnologyfor doingtransactionbetweendevices:

Fig. 1.3.2: NFC technology for transaction through a mobile phone
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Short-rangeCommunicationArchitecture

In the past five years,right from its infancystage,IoThasrapidlyemergedanddevelopedasa web of

Internet-connecteddevicesto such an extent that many desperatemeasureshave been taken to

establishstandards. Someof them arebeinggovernedby independentstandardbodieswhileothersare

developedby a singlecompany,andsomeare in wide useandacceptedworldwidewhile othersare in

their earlyadoptionstage.

Thepurposebehindtheir origin wasto addressspecificrequirementslike wirelessconnectivity,range,

power consumption,scalabilityand so on. Thesecomponentsconstitute one part of IoT wireless

communicationnetwork.

Firstly, it is important to understandthe communicationnetwork architecture needed for the IoT

applicationthat further definesits compatibilitywith existingtechnologystandards. Thecommunication

networkarchitecturein IoTarebasicallyof three typesasfollows:

Å Point-to-point

Å Star

Å Mesh

Point-to-Point

Point-to-point network in short range communicationsystem is defined as a direct connectionor

communicationbetween two network nodes or devices,that is, communicationtakes place only

between two devices. A cell phone connectedto an ear piece through a Bluetooth link is the best

exampleof point-to-point network. Thistype of networkingcomeswith its own highsand lows. For

instance,easeof useand setup as well as low cost are the biggestadvantages,while zero scopefor

scalabilitybeyondtwo devicesis the biggestdisadvantagebecausethe connectionexistsasone-to-one

relationshipbetweenthe two devices. Onedeviceactsasthe masterdevicewhile the other oneactsas

the slave.

StarNetwork

Asthe namesuggests,this network architecturemainlyconsistsof a centraldevicecalledhub to which

all other nodesor devicesare linked,forminga star-like shape. Thehub actslike a mother shipwhichis

home to all other nodes/devicesin the network. Thisway,communicationhappensbetweenthe hub

andthe nodesin the form of receptionat theƴƻŘŜǎΩendandtransmissionfrom the centralhub.

MeshNetwork

Thisnetworkcomprisesthree typesof nodeswhichareasfollows:

Å Ahubfor transmission

Å Sensornodes

Å Sensornodeswith repeater/routingability

Meshnetwork is quite similar to a combinationof point-to-point and star networkswhere nodesare

arrangedin a way that every node is within transmissionrangeof at least one other sensor/router

node. Transmissionhappensthrough multiple sensor/routersnodes to reach the hub. Thisarray is

generallyused for a long rangeand broad area coverageof applicationssuchas home automation,

energymanagement,industrialautomationandsoon.
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Thefollowingfigureshowsthe different typesof short-rangecommunicationarchitecture:

Fig. 1.3.3: Types of short-range communication architecture

1.3.2  Data Transfer Types and Protocols in Internet of Things
IoTis the newtrend in homeautomationthat enablesthe homeappliance,be it a refrigerator,anoven

or a dishwasher,to connectwith the Internet. Thisnew fad hasgivenriseto a complexnetwork of IoT

deviceswherea hugeamountof dataisbeingchurnedout everysecondby multiple devices. Thisleads

to challengeslike monitoringdata flow throughthe system,retrievingandcapturingthe datareal time

or in sets,and last but not least,analysingthe collecteddata for future use. Thedata is createdand

collectedin three steps. Thefirst step involvescreationof data on the deviceand transferalover the

Internet. Thesecondstep involvescollectionandcategorizationof the databy the centralsystem. The

third stepisaboutanalysingthe datafor future use.

The information/data collected by each connecteddevice and sensor is sent back to the central

applicationover the network. Fortransferringthis databack,the mostcommonstandardprotocolsare

used.

Technicianshavea rangeof connectivitytechnologiesto choosefrom for (IoT)applications. Thechoice

mayvaryaccordingto preferenceslike range,speed,datarequirements,security,battery life andsoon.

Thechoicesneedto be madewell in advancesothat the technologiesandthe toolsusedare right and

mostsuitedfor the application. Someof the mostpopularin the bunchareasfollows:

WI-FI: WI-FI is a short-rangecommunicationsystemthat usesradio wavesto enabletwo devicesto

communicateandtransferdatawith eachanother. It isusedto connectInternet routersto deviceslike

computers, tablets and phones. Wi-Fi is often an obvious choice for techniciansbecauseof its

widespreaduseand popularitywithin the home environmentand aswell asoutdoors. It enablesfast

datatransferrate aswell asthe ability to handlehighvolumes.

Presently,the most commonWi-Fi standardusedin homesand businessesis 802.11n that offers high

throughput. It is appropriate for file transfers but high power-consumingfor IoT applications. The

followingimageshowsfull strengthWi-Fiin amobilephone:

Telecom Technician - IoT 
Devices/Systems 
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Fig. 1.3.4: A mobile phone connected to full strength Wi-Fi

Thread: It is a new IP-basednetworkingsystemdevelopedfor the purposeof home automation. It is

based on various standards like IEEE802.15.4, IPv6 and 6LoWPAN,and is slightly different IoT

applicationsprotocolfrom Bluetooth. It isdesignedto complementWi-Fiasit is lesspowerconsuming.

Å ZigBee: ZigBeeis the latest wirelesstechnologyin the Low-Power Wide-Area Network (LPWAN)

segmentthat is specificallydesignedfor mobile to mobile (M2M) networks. Low runningcost and

low power requirementsare someof the biggestadvantagesthat makeit an ideal solution for IoT

applications. Thecommunicationsystemhasa low latencyand low duty cycle,allowingmaximum

battery life in devices. It offers data exchangesat low data-rateswithin a rangeof 100m, makingit

idealfor homeor buildinguse.

Å Bluetooth: Bluetoothisa short rangewirelesscommunicationsystemwhichisusedto transferdata

at highspeedsusingradiowaves. Thiscommunicationsystemrequiresproximityof 10metersor less

betweentwo devicesto achievea datatransferrate of about 2 Mbps. Thefrequencybandin which

Bluetoothsignalsoperateis2.45GHz.

Thefollowingimageshowsthat aheadphoneisconnectedto the mobilephoneviaBluetooth:

Fig. 1.3.5: Bluetooth headphone connected to mobile phone
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ωRFIDand NFC: RFIDrefers to a communicationtechnologyin which digital data encodedin the RFID

tag is identified by a devicevia radio waves. RFIDbearssimilarity with barcodingin which data is

collectedthrougha devicefrom a tag andstoredin a database. However,there aresomedistinctions

that differentiateRFIDfrom barcode,likeonecanreadRFIDtagdataoutsidethe line-of-sight,whichis

not possiblein caseof barcode. Forexample,RFIDtechnologyisusedin retail sector.

Thefollowing imageshowsa devicedetectingthe RFIDtagsafter the button isclicked:

NFC,asthe namesimplies,isa communicationtechnologythat enablestwo or moreelectronicdevices,

like smartphones,to interact with each other and perform simple, safe, contactlessdata transfers,

transactionsanddataaccess. Performingat datarangeof 100- 420kbps,the communicationtechnology

enablestwo or more devicesto shareinformation at a distanceof 10 cm or less. TheNFCtechnology

has automated gate check- ins. For example,within an NFC-enableddepartmentalstore, if the NFC

mode in the mobile phone is on, it will offer the user the default card for payment option after

verification. Theusershaveto authenticatethe purchaseby meansof a TouchID or a passcode,for

sendingthe paymentinformation.

ThefollowingimageshowsanNFCfield beingdetectedbyamobilephone:

Fig. 1.3.6: RFID technology in retail sector

Fig. 1.3.7: NFC technology with automated gate check-ins
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Technology Band Range 

(in m)

Standard Power Data 

Rate

IoTApplications

Wi-Fi

2.4/ 5

GHz

Medium 

50

802.11b/

g/n/ac High

High 

500Mbps

-1Gbps

Å IPcamera

Å devices

Bluetooth 2.4

GHz

Medium 

50-150

Bluetoot 

h 4.x 

specificat 

ion

Mediu 

m/ 

Low

Medium 

1Mbps

ÅWearable 
devices

Å{ŜƴǎƻǊǎΩ

Å nodes

Å connection

SubGHz

868

MHz / 

915MH

z

High 802.15.4

6LowPAN

Low Low 

500kbps

Å Smartstreet 
light

Å Energy 
meters

NFC

13.56

MHz

Low 

0.10

ISO/IEC 

18000-3 Low

Low

100ς

420kbps

Å Access 
management

Å Payment

Zigbee 2.4GHz 10-100 802.15.4 Low

Low 

250kbps

Å Smartstreet 

light

Å Smartbuilding

Table 1.3.1 Difference types of wireless technologies

1.3.3 Multiprotocol Readers and Sensors in Internet of Things

IoT,alsoknownasάǎƳŀǊǘŜǾŜǊȅǘƘƛƴƎΣέisall aboutwirelesscommunicationandembeddedsensors. The

wirelessprotocols,the IoT follows havemany commontraits. Multiprotocol sensorsthat are usedto

connectthe systemssimplifythe wirelessdesigns. Simplificationof the architectureor the circuit design

is important becausein the presenteraone will find multiple wirelessdevicesin a singlebuilding,be it

home,office,hotel or shoppingmall. A decadeago,the scenariowasverydifferent; it waslimited to a

singleprotocol,likeWi -Fi.

ThefollowingfigureshowsamultiprotocolIoTenvironment:

Fig. 1.3.8: Today's multiprotocol IoT environment
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Today,things have changed,and they are further changingvery fast. InǘƻŘŀȅΩǎworld, it is hard to

imaginea homewithout Wi-FiandBluetooth-enableddevicesin amultiprotocol IoTenvironment. More

the technicaladvancements,higherthe expectationsςthis is where latest technologicaladvancements

have landed the humanity. A user wants to control the lighting and home applianceswith a single

button, whichhasgivenbirth to smarthubs. Thetechnologyis desiredto keepa tab on burglary,theft,

smokeand fire when not at home. With the arrival of multiprotocol technology,deploymentof new

wirelesssensorsin IoT has made this possible. This is a combinationof hardware and software to

facilitate support for multiple wirelessprotocols(Bluetooth,ZigBeeand so on) on a singledevice. IoT

infrastructure is built on legacysystems; the devicesare made in a way that adding latest wireless

technologiesto the old architectureis not difficult. Thishasbeenmadepossiblewith the help of small

sensorsembeddedin the devices.
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By the end of this unit, the participants will be able to:

1. Identify the componentsof a microcontrollerboard
2. Describethe layoutof variousdevelopmentboard

UNIT 1.4: Micro-controller Boards, PIN Configurations and Their 
Interconnectivity

Unit Objectives

Microcontrollersare the heart of anyIoTdeviceasthey are small,require lesspower andperform the

required function just like any other high-end microprocessor. In current times, the lines between a

microcontrollerandamicroprocessorhavebecomeblurredasmoreprocessingpowerandthe ability to

integrateall the peripheralshasgivenmicrocontrollersmorepowerandversatilityin their function. For

IoTapplications,amicrocontrollerispreferredbecausemostof the on-boardpinsareprogrammableby

the user and the componentscan be integratedon a singleboard, which reducesthe sizeof whole

computingunit. Thefollowingimageshowsamicrocontroller:

1.4.1 Microcontroller

Fig. 1.4.1: Microcontroller

Thebasiccomponentsof microcontrollercanbeclassifiedasfollows:

PowerUSB

It isalsoknownasretail USB/USBPlusPower/USB+Power. ThepowerUSBport isusedfor highpower

devicesto derive power from the USBalone, eliminating the need for a separatepower unit. The

followingimageshowsapowerUSBattachedto adevice:

1.4.2 Components of Microcontroller

Telecom Technician - IoT 
Devices/Systems 
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VoltageRegulator

Toprovidea stableACor DCvoltageto a microcontroller,a voltageregulatorcomeshandy. Regardless

of the input voltage,the voltageregulatorprovidesa fixed output to prevent any short circuits. This

electroniccircuit useselectromechanicalmechanismor electroniccomponentsto do this. Everyvoltage

regulator has two types of goals, primary and secondary. The following image shows a voltage

regulator:

Fig. 1.4.2: A power USB attached to a device

Fig. 1.4.3: Voltage regulator

Pinconfigurationfor a7805-voltageregulatorICareasshownin the followingfigure:

Fig 1.4.4: 7805 Voltage regulator IC pin configuration
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LinearVoltageRegulators

For designinglow-cost and low-power applications,a linear voltage regulator is used to divide the

voltageon the circuit by togglingthe effectiveseriesresistance. Mostly 3-pin linear voltageregulators

like LM7805areusedfor this purposeasthey provide5 volt 1-ampoutput with a varyinginput of up to

36volts.

Theonly disadvantageof linear voltageregulatorsis the considerablevoltagedrop of 2.0 volts. This

makesthe regulatordissipatea lot of energywhichmakesit

SwitchingVoltageRegulator

Forhigh efficiencyIoTdevicesthat havea starkdifferencebetweenthe input and the output voltage,

switchingvoltageregulatorsare preferredasthey are highlyefficient. In fact, they are almost85%or

more efficient than linear voltageregulators. Suchvoltageregulatorsusea controlledswitchto toggle

the output voltageby storing and then feedingit to the circuit dependingon the input voltage. The

chargelevelsof switchingregulatorsare kept in checkwith the helpof transistorswhich turn on when

energyisrequired. Also,theyŘƻƴΩǘrequireanyheatsinkto dissipateenergy.

Onedisadvantageof switchingvoltageregulatorsis that they are noisydue to the constantswitching,

and this switchingalso makesthem changefrom conductiveto non-conductivestage,reducingthe

conversionefficiency. Also, they require more componentson-board, thereby increasingthe overall

costof the project.

CrystalOscillator

This is an electronic oscillator which creates electric voltage signals by utilizing the mechanical

resonance produced by the vibration of piezoelectric quartz crystals. For IoT devices using a

microcontroller,the crystaloscillatorcreatesan electricalsignalat a frequencywhich helpsin keeping

trackof time. Thisisvital for microcontrollerfunctionsthat aretriggeredafter a set intervalof time. The

followingfigureshowsacrystaloscillator:

Fig. 1.4.5: Crystal oscillator

ArduinoReset

Arduino reset is required to reset the valuesof Arduinoboard to their inherent values. Thisis useful

whencodinga new programfunction. AlthoughArduinocomeswith its own resetbutton, but the user

canalsohaveanexternalArduinoresetbutton, sothat it canberesetexternally.

Telecom Technician - IoT 
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ArduinoPinsGND,Vin

TheArduinomicrocontrollerhasseveralpinswhicharelabelledandusedfor variedfunctions. Theseare

asfollows:

Å GNDPinςThisis theάDǊƻǳƴŘǇƛƴέwhichisused

Å 5V& 3.3VPinςThisindicatesthe 5 volt or 3.3 volt pin presenton the Arduinoboard

Å VINPinςMostlya9 volt pin, it actsasaconductorof input voltagedirectlyviathe powerjack.

Thefollowing imageshowsArduinopins:

Fig. 1.4.6: Arduino pins

AnalogPins

Analogpinsare usedin a circuit to input the voltagewhichcanrangefrom 0Vς5V. TheAnalogpin on

the Arduinocanalsobeusedasadigitaloutput if needed.

Main Microcontroller

Themainmicrocontrolleron a microprocessorboardisusedto perform all the complexfunctionsof an

IoTdevice. Generally,it isembeddedalongwith the microprocessor

ICSPPin

In CircuitSerialProgramming(ICSP)pin alsoknown as SerialPeripheralInterface(SPI)is an AVRtiny

programmingheaderusedfor Arduino. It isanexpansionof output whereoutput deviceisslatedto the

masterof SPIbus.

PowerLEDIndicator

Thepower LEDindicator denotesthe power supplyin the microcontrollerdevice. Currentgeneration

powerLEDindicatorsusevariousmodesto indicatethe statuswhichareasfollows:

Å SlowflashinggreenςOnaircraftmodeusinglow power

Å FlashinggreenςUsingbatterypowerwith goodbatterypower

Å FastflashingamberςUsingbatterywith low power

Å RapidflashingredςPoweronwith verylow powerusingbattery

Å NoLEDςPoweroff or batteryempty
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TXandRXLEDs

The orange/yellow coloured TX and RXpins are used for USBconnection. They indicate the data

transmissionflow in a circuit. TXLEDrepresentsthe flow of data from the Arduino to the computer,

whileRXLEDshowsthe datatransmissionfrom the computerto the microcontroller.

Thefollowing imageshowsanArduinopower LEDindicator:

Fig. 1.4.7: Arduino power LED indicator

Digital I/O

Digital I/O interfaceboard is usedto input or output digital signalsin an electroniccircuit board. This

enablesthe microcontrollerto keepa tab on the current statusof measuringdevicesandthe relaysor

operationswitchesintegratedon acontrolcircuit.

AnalogueReference(AREF)

AREFfeedsthe referencevoltagefrom externalpowersupplyin the Arduino. Thevoltagesuppliedfrom

avoltageregulatorICof amaximumof 3.3Visdirectedto the AREFpin.

RaspberryPiDevelopmentBoard

It isasingleboardcomputerdevelopedby RaspberryPifoundationto promotebasiccomputerlearning

in developingcountriesand for studentsin primary schools. A RaspberryPi canhavea speedin the

rangeof 700MHzς1.2 GHz,RAMrangingfrom 256MBς1 GBandprocessorwhichhasevolvedfrom

BroadcomBCM2835SoCto the latestgenerationBroadcomBCM2837SoChaving1.2 GHz64-bit quad-

core ARMCortex-A53 processor. Thesingleboard computingunit canbe easilyoperatedwith a USB

keyboardandamouse.

ThefollowingimageshowsaRaspberryPiandBroadcomBCM2837SoC:

Fig. 1.4.8: Raspberry Pi
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BeagleBoneBlackDevelopmentBoard

Developedby TexasInstrumentsin collaborationwith Digi-Key,this is an open sourcesingle- board

computerwhichuseslow-power. Themainmotivebehindits developmentis to promotethe learningof

opensourcehardwareandsoftwarein educationalinstitutes. BeagleBoardhasdimensions75x75 mm,

makingit asuitabletiny computerfor variousapplicationsof IoT.

It runs on LinuxOS(suchas Debian,Gentoo,Fedora),WindowsEmbeddedCEand Android too. The

boardrunson 1GHzSitaraAM3358BZCZ100processoralongwith 512MB DDR3LRAM. It alsobehaves

as a standalonePC,sinceit has its own USBconnector,audio jacks,NANDflash memory and power

supply. ThefollowingimageshowsaBeagleBoneBlackdevelopmentboard:

Fig. 1.4.9: BeagleBoneBlack development board

Adafruit FLORADevelopmentBoard

FLORAisa compactArduinocompatiblemicrocontrollerdevelopmentboardby Adafruit for wearables.

It is designedto be sewedonto clothes and is circular in design,measuring1.75" in diameter and

weighing4.4 grams. Theboardhasbuilt-in USBsupportwhichmakesit easilyprogrammable.

Thefollowingtableshowsacomparisonbetweenmaintypesof microcontrollerboards:

Telecom Technician - IoT 
Devices/Systems 
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Table 1.4.1 Comparison between microcontroller boards

ArduinoYun BeagleBoneBlack Adafruit FLORA RaspberryPi

CPU MIPS3224Kand

ATmega32U4

ARMCortex-A8 ARM1176

Speed 400mhz (AR9331)

and

16mhz(ATmega)

1ghz 8mhz 700mhz

Memory 64MB(AR9331)

and2.5KB (ATmega)

512MB 30K 256MB (model A)

or 512MB (model

B)

GPU None PowerVR 

SGX530

Broadcom 

VideoCoreIV

Internal 
Storage

16MB(AR9331)

and32KB 
(ATmega)

2GB(revB)or 
4GB (rev C)

5.25bytes None

External 
Storage

MicroSD (AR9331) MicroSD USBsupport SDcard

Networking 10/100Mbit 
Ethernetand 
802.11b/g/n 
Wi-Fi

10/100Mbit 

Ethernet

USB None(modelA) 
or 10/100Mbit 
Ethernet (model
B)

Power 
Source

5V from USB 
microB 
connector,or 
headerpin.

5VfromUSB 
miniB 
connector,

2.1mmjack,or 

headerpin.

3.3V power 
regulator 
with 150mA 
output 
capability

5V from USB micro
B connector,or 
headerpin.

Dimensions 2.7inx2.1in 

(68.6mm x 53.3mm)

3.4inx2.1in 

(86.4mm x 

53.3mm)

1.8inchx0.3 

inch

3.4inx2.2in 

(85.6mm x 56mm)
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By the end of this unit, the participants will be able to:

1. Explainthe functionsof edgedevices
2. Identify the different typesof edgedevices

UNIT 1.5: Understanding Edge Devices

Unit Objectives

Theedgedevicein a network iswherethe realactiontakesplace. It mainlyconstitutesa wide rangeof

sensors,actuators,and devicesfor automationin waysthat ensureinteroperability,extendibility,and

scalability. In IoT network, controlling edge devicesfor creating a two-way tunnel for data sharing

meansthe ability to configureand control anydevicefrom anywhere. Thechallengeis to simplify the

complexsystemso that they behaveas a single unit while interacting with each other and while

communicatingreal-time data.

For example,different deviceslike smart pill boxes,heartbeat sensors,blood pressuresensorsand

weightscalesareconnectedto a networkviaa router. Theedgedeviceactsasanentry or anexit point

for the framework. Thefollowingfigureshowsthe conceptof anIoTedgedevice:

1.5.1 Introduction to Edge Devices

Fig. 1.5.1: IoT edge device

Beforedelvinginto the method of bypassingthe hub, it is important to understandthe definition and

workingof an edgedevice. Thesedeviceswork on the edge(entry point or boundary)of a network to

allow accessinto a network. Furthermore,an edgedeviceis a devicethat providesan entry point into

an ŜƴǘŜǊǇǊƛǎŜΩǎor a serviceǇǊƻǾƛŘŜǊΩǎcore networks. Routers, routing switches, multiplexers,

metropolitan area network (MAN) and wide area network (WAN)are somegood examplesof edge

devicesthat a communicationtechniciancan notice around him/her. Providingconnectionsto the

ŎŀǊǊƛŜǊΩǎandthe serviceǇǊƻǾƛŘŜǊΩǎnetworksisanotherrole of edgedevice.

Telecom Technician - IoT 
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Functionof EdgeDevices

Edgedevicesin mostcasesare routers for providing(authenticated)accessto a corenetwork. Anedge

router is a devicelocatedat the boundaryof a network to enablean internal network to connectto

external networks. They are mainly used at two pointsτ the wide area network (WAN) and the

Internet. Theygenerallysend or receivedata directly to or from external networks, using static or

dynamicrouting capabilitiesby utilizingEthernetover singleor multimode fibre optics. In somecases,

multiple isolatednetworkscanbeusedwith the helpof edgeroutersto link them

together rather than usinga core router. Edgerouters are hardwaredevices,but in somecases,their

functionscanbeperformedbyasoftware.

Thefollowingfigureshowsthe typesof edgerouters:

Fig. 1.5.2: Types of edge routers

Multiplexer: Multiplexer,alsoknownasMUXor MPX,is a devicethat hasmultiple inputs and a single

line output by the applicationof a control signal. Theselectlinesdeterminewhichinput isconnectedto

the output, andalsoto increasethe amountof datathat canbesentoveranetworkwithin certaintime.

Multiplexers operate as a very fast acting multiple position rotary switches,which connectingor

controllingmultiple input linescalledάŎƘŀƴƴŜƭǎέΣone at a time to the output. Edgedevicesact asan

authenticationlink betweendevicesandcorenetworks.

Thetrend is to makethem more and more intelligent, renderingcore deviceslike modemsand hubs

fast. So edge routers often include Quality of Service(QoS)and multi-servicefunctions to manage

different typesof traffic. Theyprovidenetwork translationbetweennetworksusingdifferent protocols.

Forexample,an edgedevicewill translateand transferpacketsand cellsin betweenan Ethernetand

ATMnetwork. Thefollowingimageshowsamultiplexer:

Fig. 1.5.3: Multiplexer
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RoutingSwitch: In a network,a routing switch is a combinationof a switchanda router. It is a device

that combinesthe functionsof a switchthat forwardsdataby lookingat a deviceaddress,anda router

that forwardspacketsby locatingthe next hop address. Thefollowing imageshowsa network routing

switch:

Fig. 1.5.4: Routing switch

Typesof EdgeDevices

In IoT, edgedevicesinclude a wide array of sensors,actuatorsand devicesthat interact with smart

productsand networks and communicatereal-time data from one end to the other. Theprocessof

gatheringdataandcommunicatingit in real time in a securemannerfrom one end to the other in the

edgearchitectureinvolveskeyelementslike sensorsandactuatorswithΨǊŜŀŘandǿǊƛǘŜΩcapabilities. In

most cases,thesecomponentsare built into the smartproductor environment. However,they canbe

addedlater asandwhenthe needarises.

Sensors

Asdefined,the sensorsare usedto monitor anychangein parametersto stimulatean action through

the actuators.

Example: Awater flow sensorisagoodexampleof asensorthat measuresliquid flow rate usingawater

rotor, whosespeedchangesdependingon how fast the water is flowing. Thesignaloutput comesfrom

aHallEffectsensor,whichpulsesasthe rotor turns.

Actuators

As alreadydiscussed,actuatorsare the oneswhich perform the action or any physicalmovement in

responseto the ǎŜƴǎƻǊǎΩinformation. A valve that can be openedand closedor a light that can be

turnedonandoff aresomegoodexamplesof actuators. Thefollowingimageshowsanactuatormotor:

Fig 1.5.5: An actuator motor
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Thefollowingimageshowssomeexamplesof anactuator:

Fig. 1.5.6: Examples of actuator

Example: 6000 seriesindexingvalve from K-Rainisa distribution valve that is used in high- flow city

water andwastewaterapplications. Thevalvecanbecoupledin anIoTnetworkwith anintelligentvalve

monitor to ensureevenwater distributionandto alert operatorsaboutpotentialerrors. Also,in access-

controlledsecuritysystem,the doorsautomaticallyopenasthe actuatorsget informationof authorised

accessthroughsensors. In a securitysurveillancesystem,the motors in the cameraskeeprotating the

cameraaroundits axisto coverthe entire area.

LocalArea Network (LAN)Edge: In the LAN,the first-hop security is enabled on the accesslayer

switches,knownasthe edgedevicesof the LAN. TheQoSis alsorecommendedascloseaspossibleto

the source. However,QoSmight be implementedin different network segmentsfor different reasons,

but the placewherea technicianenablesit remainsunchanged. In the LAN,QoSmight be implemented

to protectvoicetraffic at the networkedge.

ServiceProviderEdge: When it comesto serviceproviders,such as those supplyingvirtual private

network (VPN)services,the provideredge(PE)devicesalwaysoffer more in the way of configuration,

policy and control plane state. PEedgeor network element playsa key role in Multiprotocol Label

Switching(MPLS)infrastructure.

ThePErouter isaninterfacebetweenthe customer-endnetworkandthe MPLScoreaswell asthe point

where customerdata is givenan MPLSlabel. Dataenters the MPLSnetwork through the PErouter,

navigatesthe networkandexitsthroughanotherPErouter.

DatacentreEdge: In the datacentrenetwork, the edge may not be defined clearly, especiallyafter

virtualization. However,the edgecanbethoughtof asthe virtual accessswitch.

Considerthe use caseof an IoT-connectedoffice building environment. Theremay be hundredsor

thousandsof sensorswith dozensof different functionsincludingmeasuringtemperature,light, noise,

movement,securityand more. But IoT is not just about sensing; it is alsoabout controllingsystems.

Turningthe lights on and off, heating,ventilation, air conditioning(HVAC),establishingnetworksand

more can be done through connected systems. In this connected environment, an IoT gateway

performsseveralcritical functionssuchasdeviceconnectivity,data filtering and processing,updating,

and managingdevices. Newer IoT gatewaysalso operate as platforms for application code that

processesdataandbecomesan intelligentpart of a device-enabledsystem. Thefollowingimageshows

ahousewith smartappliances:

Lights Valves Motors

Telecom Technician - IoT 
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Fig. 1.5.7: A house with smart appliances
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By the end of this unit, the participants will be able to:

1. Explainnodes
2. Describegatewayarchitecture
3. Listthe stepsin settingup anIoTframework

UNIT 1.6: Nodes and Gateways

Unit Objectives

Gateways

For IoTapplicationsin telecommunicationsector,a gatewayis a stopper for data on the networks. It

makestransmissionof datapossiblebackandforth. In a way,it isanaccesswindow whichprovidesan

addedlayer of securityfor data transfer in the network to prevent any hackattacks. Forexample,in

homenetworks,the Internetserviceprovideris the gatewayto accessthe Internet.

IoTGateway

An IoTgateway,alsoknownascontrol tier, canbe a hardwareapplianceor a codedapplicationwhich

actsasa bridgebetweenthe cloud,the sensorsandthe smartdevices. It providessecurityto the data

that isbeingtransportedon the networkasit preventsleaksor phishingattackswith the helpof tamper

detectionor encryptiontools.

ThefollowingfigureshowsanIoTgatewayarchitecture:

1.6.1 Nodes and Gateways in Internet of Things

Fig. 1.6.1: IoT gateway architecture

Telecom Technician - IoT 
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In the current scenario,IoTgatewaysare very important asprotocols,connectivitymodelsand energy

profiles. Theyplayavital role in controllingacomplexnetworkingenvironment.

They are also useful for device connectivity,protocol translation, data filtering and processing. For

example,smart IoTgatewaysdeliveredby companiessuchasDell and Wind Riverare developedfor

computingplatformsthat run up to dateoperatingsystemslikeLinuxor Window.

Nodes

Anodeisa communicationpoint (activeelectronicdevice)whichcancreate,receiveor transmitdatain

acommunicationchannelfor a telecommunicationnetwork.

Fordatacommunicationnetworks,the hardwarenodecanbe a datacommunicationequipmentlike a

switch, a modem,a hub, a bridge or a data terminal equipment like a telephonehandset. In caseof

fixed telephone networks, the node can be a telephone exchangeor a host computer providing

intelligent network service. In caseof a cellular communicationnetwork, a node is a GatewayGPRS

SupportNodeor ServicingGPRSNode(SGSN).

ThefollowingfigureshowshowanIoTgatewayisconnectedto nodes:

Fig. 1.6.2: IoT gateway and 
nodes

IoTEdgeDevice/Node

In an IoTapplication,an edgedeviceis generallythe networkingdevicewhich connectsLANwith the

WAN (or Internet). Edgedevicescommonly used in telecommunicationsector are edge switches,

routersor multiplexers; for example,anIoTedgegatewayon a RaspberryPi3 that runsRaspbianLinux.

Thegatewayis constructedusingIoT edge,and the sampleusesa SensorTagBluetooth Low Energy

(BLE)deviceto gathertemperaturedata.

A node providesconnectivityand traffic translationbetweenthe boundariesof the varyingnetworks

usingdifferent networkingprotocols. A goodexamplewould be the transmissionof packetsbetween

EthernetandbankATMnetwork.
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BasicStepsin Settingup anIoTFramework

Thestepsthat aretakento setup anIoTframeworkareasfollows:

Å IoTDeviceandGatewayInstallationPoint

TheIoTdevicesandtheir respectivegatewayinstallationpointsneedto be figuredout basedon the

network they aregoingto be operatedon. Thisensuressmoothflow of informationandsecurityon

the localareanetworkaswell asthe wide areanetwork to whichit isconnected. Sincegatewaysare

vital for a successfulIoT ecosystem,therefore installationpoints are important for the overall IoT

architecture. Theselectionof the installationpoint andthe installationprocessareimportant andare

discussedlater.

Å ConfiguringInstallationPoints

Properlyconfiguringthe installation points is the vital step in ensuringoverall successof the IoT

implementationin any kind of environment. Oncethe configurationis done, it becomeseasyto

managethe system,addmodulesor changethe IoTdevicearchitecturein casethe IoTecosystemis

big. Theconfigurationof the installedIoTframeworkwill bediscussedlater.

Å PositioningIoTDevicesto SuitableLocations

A new dynamiccategoryof positioningdevicesin an IoTecosystemis the Locationof Things. Thisis

the correct positioning of IoT devices for optimized performance. With so much data being

transferredon localaswell asglobalnetworks,Locationof Thingsplaysa pivotal role in filtering the

relevant information. LocationbasedservicessuchasGoogleMaps,Uber or Foursquareare good

examplesof this.

Indoorpositioningsystems(IPS)comein handyfor implementingIoTinsidebuildingsor homes. The

correctpositioningof IoTdevicesis an important part of the positioningconcept. With the help of

IPS,the data gatheredcomeshandyfor taskssuchasfinding devicesand equipmentor navigating

insideindoorspaceslike in shoppingmallsor in geo- fencingsensitivedata. Thepositioningof the IoT

devicesat a locationwill bediscussedlater.

Å Installationof Devicesto the AppropriatePoints/Locations

Installingthe IoTdevicesat their optimum locationis the veryfirst stepin havinga smoothnetwork.

Eachdevice should be installed to the location by carefully mapping the network details. For

example,in caseof GoogleWi-Fi,the Wi-Fiunits includeasoftwarecalledNetworkAssistthat ensure

a strongsignalby constantlyselectingthe clearestwirelesschannel. Whenusingmultiple "points,"

NetworkAssistseamlesslytransitionsa coupleddeviceto the closestWi-Fipoint to ensurethe best

connectivity. Thecompleteprocessof installationof IoTdeviceswill bediscussedlater.

Å Reinstallationof Devices

Reinstallationof IoTdevicesis required in casethere is somehardwaremalfunctionor a software

glitchwhichis resultingin jammingof the networkor causingencumbrancein oneor morethanone

nodesin the network. Reinstallationmayalsobe requiredin casethere areunnecessaryhang-upsin

the datatransferequipment.

Telecom Technician - IoT 
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By the end of this unit, the participants will be able to:

1. Explainthe conceptof cloudcomputing
2. Listthe characteristicsof cloudcomputing
3. Explainhow cloudcomputingis relatedto businessanalytics
4. Explainthe advantagesof cloudutilization

UNIT 1.7: Cloud Computing

Unit Objectives

IoT includesdeviceswhich are connectedvia the Internet to perform the servicesfor which they are

made. Thisinvolvesstorageand processingof data for which storageis required. Thecloud storage

helpsin storingthe dataoverthe Internet. Thereareseveraladvantagesof providingthe servicesto the

userbasedentirelyon the Internet.

Forexample,consideranemployeewho needsto submita few reportsto his/hermanagerbut they are

on different locations. Thecloudcomputingcanresolvethis issueby usingan app which is hostedon

the Internet. Thedataon the appismanagedremotelyover the Internet. Fortemporaryor permanent

storage,acloudplatform canbeused.

Conceptof CloudComputing

Asin IoTa largeamount of data is stored,processedand accessed,it requirescloud computing. This

alsohelpsin developingthe IoT. Thecollaborationof IoTandcloudcomputinghelpsin developingthe

monitoringdevicesandprocessingthe sensordata.

Forexample,datafrom the sensorscanbe uploadedanddownloadedfrom the cloudstorageplatform.

Thisdatacanbe accessedfor monitoringandactuatingother smartthings. Themainmotive is to get a

more productivesolution, which is cost effective also. A cloud platform alsohelps in analysingdata,

takingdecisionsandoptimisinginteractions.

The integration of IoT and cloud involvesvariousaspectssuchas QoS,quality of experience(QoE),

securityof data, privacyand reliability over the data. Cloudcomputingoffers a model which is utility

basedandallowsabusinessto accessthe dataandinformationanytimefrom anywhere.

Thefollowing figureshowsthe conceptof a cloudplatform:

1.7.1 Introduction

Fig. 1.7.1: Concept of cloud computing

Telecom Technician - IoT 
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Characteristicsof CloudComputing

Thereare a few characteristicsof cloud computingwhich determine its working. Thefollowing figure

showsthesecharacteristics:

Fig. 1.7.2: Characteristics of cloud computing

DeploymentModels

Deployment in cloud computing comprisesfour deployment models: private cloud, public cloud,

communitycloudandhybridcloud.

A private cloud has an infrastructure that is provisionedfor exclusiveuse by a singleorganisation

comprisingmultiple consumers,suchasbusinessunits. It maybeowned,managedandoperatedby the

organisation,a third partyor somecombinationof them,andit mayexistonor off premises.

A publiccloudis createdfor openuseby the generalpublic. It sellsservicesto anyoneon the Internet.

(AmazonWeb Servicesis an exampleof a large public cloud provider.) This model is suitable for

businessrequirementsthat require managementof load spikesand of the applicationsusedby the

business; activitiesthat would otherwiserequire greater investmentin infrastructurefor the business.

Assuch,publiccloudalsohelpsto reducecapitalexpenditureandto bringdownoperationalITcosts.

A community cloud is managedand used by a particular group or organisationsthat have shared

interests,suchasspecificsecurityrequirementsor acommonmission.

Finally,a hybridcloudcombinestwo or moredistinctprivate,communityor publiccloudinfrastructures

suchthat they remainuniqueentitiesbut areboundtogetherbystandardizedor proprietarytechnology

that enablesdataandapplicationportability. Normally,information that is not critical is outsourcedto

the publiccloud,whilebusiness-criticalservicesanddataarekeptwithin the controlof the organisation.
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It is mandatoryfor all organisationsto keeptrack of their analytics. Everyorganisationhasdata which

they should gather, analyseand interpret. But this is not an ordinary task. With the evolution of

technology,the amount of data and sourcesof data are growing exponentially. Assessingnew data

sourcesandbeingableto distinguishvaluabledatafrom the sourcesisnot possiblewithout a means(a

technology)that is flexibleenoughto growwith the businessandthe changingdata.

Businesseshavefound refugein cloudςthe flexible technologycapableof growingwith the changing

requirementsof the former. Most businessestoday havebegunto re-evaluatetheir infrastructureto

movefasterandbeflexiblein understandingthe datathey produce. Businessesaremovingto the cloud

for analysingand interpreting their HR,sales,marketingandevenfinancialdata. So,there is a needto

understandwhycloudisthe idealchoicefor businessanalytics.

Thefollowingfigureshowsthe characteristicsthat makecloudanidealchoicefor businessanalytics:

1.7.2 Cloud Optimization and Business Analytics

Fig. 1.7.3: Characteristics of cloud

Å Fast,FlexibleDeployment

Easeof deployingis consideredone of the primary reasonsfor the shift to cloud services; it is an

even more convincingfactor than cost. Cloud enablesa quick start without the need for any

additionalhardware,configurationor installation. Simplyhost, then sharethe dashboardandone is

goodto go.

Å HighlySecure

Securityisanotherimportant reasonthat peopleareshiftingto cloud. Thisisprimarilybecausecloud

vendorskeeproundthe clockvigil,perform regularchecksandthreat assessments,andhavea team

in placethat candeploya newpatchasandwhenrequired. All thesethingswouldotherwiserequire

additionalcostin anofficesetupof the business.

Å EasyMobile Access

Cloudsolution can be accessedfrom anywherewithout getting into the firewall; which means,

businessowners and their IT team can accessand take advantage of secure system and

authenticationcontrolon the go.

Å Easeof Sharingwith CustomersandOthersOutsidethe Organisation

Sincethere is no real requirementto get into the firewall everytime, a businesscangiveaccessto

their cloud systemto the outsidersςincludingcustomersand have them accessthe dashboard

easily.

Telecom Technician - IoT 
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Å EasyMobile Access

Cloudsolution can be accessedfrom anywherewithout getting into the firewall; which means,

businessowners and their IT team can accessand take advantage of secure system and

authenticationcontrolon the go.

Å Easeof Sharingwith CustomersandOthersOutsidethe Organisation

Sincethere is no real requirementto get into the firewall everytime, a businesscangiveaccessto

their cloud systemto the outsidersςincludingcustomersand have them accessthe dashboard

easily.

For example, marketing companiesuse analytics to analyse campaignresults and Return on

Investment. Thisdata interpretation is then usedto makeright offers for customersandensurethe

offers are deliveredto customersat the right time. Thedata analyticsalso helps to predict what

customerswill respondto next,or in the nearfuture.

Roleof Cloudin IoT

IoTis usedin everydayobjects,suchasconsumerdevices,vehicles,buildingsandso on. It includes

embeddedsoftware, sensors,electronicsand network connectivity,allowing the objects to send,

receiveandcollectdata.

Giventhe utility, IoTis transformingthe waythe dailytasksarebeingcompletedtoday. But there isa

catch; IoT generatesa large amount of Big Data, which puts a lot of strain on the Internet

infrastructure of an organisation. To meet the requirement of large amount of data analysis,

organisationsare using cloud computing, which provides scalability in deliveranceof enterprise

applicationsandSoftwareasaService(SaaS).

Cloudcomputingis about accessingdata and programsfrom a centralizedcomputedresourceasand

whenrequired. IoTor Internetof Thingson the other handisconnectionof devices(besidescomputers)

through software, sensorsand so on. IoT allows devicesto be connectedand automated in a cost

effectiveandintelligentmannerto ensurereal-time monitoringandcontrol. Thefollowingfigureshows

howcloudcomputingis integratedwith the devicesandallowsthe datato bemanagedwith efficiency:

1.7.3 Advantages of Cloud in Internet of Things

Fig. 1.7.3: Characteristics of cloud
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Thetwo may seemdifferent but both IoTand cloud computingincreaseefficiencyin everydaytasks.

Both the conceptshavea verycomplementaryrelationshipςwhere IoTgenerateshugeamountof Big

Data,the cloudoffersa pathwayfor that data to travel. It makesit easierfor the developersto access

the massivequantitiesof BigDataviathe cloud.

Cloudcomputingserviceisgenerallychargeableat payper usemodel. So,the businessonlypaysfor the

resourcesthat it usesandnothingmore. ThisallowsIoTcompaniesto meet their economiesof scale,as

the overallinfrastructuralcostisminimized.

CloudcomputingalsobenefitsIoTwith better collaborationof data,andeaseof use. Cloudallowsthe

developersin IoTto accessandstoredataremotely,or on the move. Thissavestime andlabour.

TheInternet (or internet) is the worldwide systemof interconnectedcomputernetworks. It usesthe

Internetprotocolsuite(TCP/IP)to communicatebetweenthe connecteddevicesin the networks.

It is a network of networks that consistsof networks which may be a private or public domains

academicor businessdomain, or government networks, linked by a wireless optical networking

technology.

TheInternet is centralrepositoryof informationandservices,hypertextdocumentsthat are linkedand

applicationsof the WorldWideWeb(WWW),electronicmail,internet telephony,andsharingof files.

Theprotocol playsa major role in encodingand decodinginformation that is transferredthrough the

network. Themostwidelyusedprotocol isTCP/IP.LǘΩǎacollectionof two protocolnamely,Transmission

ControlProtocolandInternetProtocol. It isusedto connectnetworkeddevicesin the world wideweb.

TCP/IPdefineshow the dataisexchangedoverthe internet. It providesendto endcommunication,that

identify how the data shouldbe broken into packets,addressed,transmitted and routed. And at the

destination it is received and unpacked. TCP/IPis a reliable protocol becauseit ensuresdata is

recoveredautomaticallyfrom networkfailureor devicefailure.

Thetwo protocolsservespecificpurposes. TCPdefinesthe standardfor applicationsas to how they

haveto createcommunicationchannelacrossthe network. It alsodefineshow a messagein broken

into different packets,definesthe headerandfooter for the packetsandthe order in whichit hasto be

transmitted. And at the destination it is receivedand reassembledas per the header and footer

information

Internet Protocolis responsiblefor definingthe addressandroute eachpacketandensuresit reaches

the right destination. Eachcomputerin the network checksthis IPaddressto determinethe addressof

the destination.

Subnetmask,helpsin identifyingthe networkaddressandthe IDof the devicein the network. EveryIP

addresshas two componentsthe network ID and the host ID. The host ID and the network ID is

determinedby the networkclass.

TCP/IPfirst establishesa connectionwith the destinationhost before transmitting the packets. Thisis

calledhandshake. Onlyafter the connectionis establishedit startssendingthe data. this ensuresthat

the dataisnot lost,andreachesthe intendedreceiver

1.7.4  Networking Essentials
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TCP/IPprotocolsuiteincludethe following:

Å HypertextTransferProtocol(HTTP)handlesthe communicationbetweena webserveranda web

browser.

Å HTTPSecurehandlessecurecommunicationbetweenawebserverandawebbrowser.

Å FileTransferProtocolhandlestransmissionof filesbetweencomputers.

Why isTCP/IPimportant?

TCP/IPis non-proprietary and, as a result, is not controlled by any singlecompany. Therefore,the IP

suite canbe modified easily. It is compatiblewith all operatingsystems(OSes),so it cancommunicate

with any other system. The IP suite is also compatible with all types of computer hardware and

networks.

TCP/IPis a reliable, scalableand a routable protocol, it can determine the correct and short path

throughthe network. It iswidelyusedin current internet architecture.

UserDatagramProtocol

UserDatagramProtocolisoneof the importantprotocolsof the Internetprotocol

suite. with the help of UDP,applicationscan sendmessages,which are calledas datagrams,to the

destinationhostson an Internet Protocol (IP)network. Unlike the TCP/IP,UDPdoesnot inform the

destinationhost about the packetsbeing sent. Due to this reason,it is callednon reliable protocol.

Duringthe transmissionif a datagramis lost, it doesnot resendthe data. It is lost oncefor all. Because

of this thisprotocolisnot in use.

Priorcommunicationsarenot requiredin order to setup communicationchannelsor datapaths.

UDPis a connectionlesscommunicationprotocol. UDPprovideschecksumsfor data integrity, andport

numbers for addressing different functions at the source and destination of the datagram.

Connectionlessalsomeansthat it doesnot handshake,and thus exposesthe user'sprogramto any

unreliabilityof the underlyingnetwork; it doesnot guaranteedeliverof the packets.

SecuredSocketLayer

SecuredSocketLayerprotocol is developedby Netscapefor transmittingdata through encryptedlink

betweena web serverand web browser. It is an industrystandardwhich ensuresthat private data is

sent securelyover the internet by encryptingit. Most of the websitesuse this to protect the online

transactionsof their customers.

TheSecuredsocketlayer existedfrom 1995 till 2011, when the SSL2.0 got deprecated. It hasbeen

replacedby a much more complexprotocol calledTransportLayerSecurityprotocol is being widely

usedfor securingthe privatedata.
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ShortQuestions:

1. Explainthe role of the telecom sector in supporting the manufacturingand assemblyof IoT

devicesandsystems.

2. Describethe keytechnicalskillsrequiredfor aTelecomTechnicianworkingwith IoTsystems.

3. Discussthe main challengesencounteredduring the assemblyand testing of IoT devicesin the

telecomindustry.

4. Explainthe importanceof precisionandquality control in the productionof IoT-enabledtelecom

devices.

5. Describethe responsibilitiesof a TelecomTechnicianin maintainingproduction efficiencyand

productreliability.

Multiple ChoiceQuestions(MCQs):

1. Whichof the followingbestdefinesanIoTdevice?

a. Astandaloneelectronicgadget

b. Adeviceconnectedto the internet for dataexchangeandremotecontrol

c. Acommunicationtower usedfor signaltransmission

d. Anon-networkedsensorsystem

2. ATelecomTechnicianworkingwith IoTdevicesshouldhaveexpertisein:

a. Dataentryandrecordkeeping

b. Sensorintegration,circuit testing,anddeviceconfiguration

c. Civilstructuremaintenance

d. Cablepaintingandmarking

3. Thebiggestchallengein assemblingIoTsystemsisensuring:

a. Colorcodingof parts

b. Reliableconnectivity,compatibility,andprecision

c. Fastshipmentof equipment

d. Reductionin workforcerequirements

4. Qualitycontrol in IoTdevicemanufacturingensures:

a. Increasedproductionwithout testing

b. Compliancewith standardsanddevicereliability

c. Eliminationof assemblyprocesses

d. Decreasein equipmentlifespan

Telecom Technician - IoT 
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5. Theprimaryresponsibilityof aTelecomTechnicianin IoTmanufacturingis to:

a. Superviseofficedocumentation

b. Assemble,test,andverify the performanceof connecteddevices

c. Handlecustomercomplaints

d. Planmarketingcampaigns

Fill in the Blanks

1. The __________sector providesthe communicationbackbonefor IoT devicesto operate

efficiently.

2. A TelecomTechnicianmust possessstrongskillsin __________,testing,andtroubleshooting

IoTsystems.

3. Ensuring__________during assemblyhelps in achieving consistent performance and

reliability in IoTdevices.

4. Commonchallengesin IoT system manufacturinginclude device __________and signal

integrity.

5. Maintainingdetailed __________of assemblyand testing processesis essentialfor quality

assurancein telecomIoTsystems.
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2. Lay Install and 
Configure IoT Devices 
at Customer Premises 

TEL/N6234

Unit 2.1 - Establishing Framework for Internet of Things
Unit 2.2 - Installing Gateway as per the Power Supply 

Requirements
Unit 2.3 - Establishing Communication between Nodes, 

Gateway and Servers
Unit 2.4 - Establishing Ethernet Connectivity
Unit 2.5 - Authentication and Access Control Mechanism
Unit 2.6 - Mounting the Devices at Desired Locations

Unit 2.7 - Performing Checks and Connections
Unit 2.8 - Connecting Microcontroller Boards for Data 

Transfer and Connecting the Boards
Unit 2.9 - Installing Suitable Framework
Unit 2.10 - Transferring Software Code to On-board 

Microprocessor and Compiling Code to On-Board 
Microprocessor

Unit 2.11 - Understanding Error Codes and Debug Software
Unit 2.12 - Functioning of Micro-controller and Attached 

Devices
Unit 2.13 - Initializing Nodes and Gateways
Unit 2.14 - Launching the Software on Nodes and Gateways
Unit 2.15 - Confirming Communication and Establishing 

Connectivity
Unit 2.16 - Controlling Edge Appliances and Hubs and 

Checking for Data Transfer and Confirming from 
the Server End
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1. Explain the principles of IoT architecture, including the roles of microcontrollers, sensors,

actuators,gateways,andcloudplatforms.

2. Discussthe applicationsof IoTin smartcities,healthcare,Industry4.0, andagriculture.

3. Describethe communicationtechnologiesused in IoT, including 5G, NB-IoT, LoRaWAN, Wi-Fi,

Bluetooth,andZigbee.

4. ExplainIoTdatatransferprotocolsandtheir role in machine-to-machinecommunication.

5. Elucidatethe workingsof Ethernet,TCP/IP,andVPNin IoTinstallations.

6. Explainthe cellularIoTtechnologies,includingLTE-M and5Gvariants.

7. DescribewirelessIoTtechnologiessuchasWi-Fi6, Zigbee,andLoRaWAN.

8. Explainthe processof installingandconfiguringsmartmeters,connectedcameras,and industrial

IoTdevices.

9. Discuss the impact of signal interference, data packet loss, and power failures on IoT

performance.

10. Explainproperhandling,grounding,andsafetymeasuresduringIoTdeviceinstallations.

By the end of this module, the participants will  be able to:
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By the end of this unit, the participants will be able to:

1. Listthe stepsof installationof IoTframework

2. Explainhow to collectdata

3. Listthe input parametersfor a sensor

4. Explain the principles of IoT architecture, including the roles of microcontrollers, sensors,

actuators,gateways,andcloudplatforms.

5. ExplainIoTdatatransferprotocolsandtheir role in machine-to-machinecommunication.

6. Discussthe integration of edge computing and AI in IoT installations and real-time data

processing.

7. Describethe useof fogcomputingto reducelatencyin telecomapplications

UNIT 2.1: Establishing Framework for Internet of Things

Unit Objectives

2.1.1 Installing the IoT Framework

For establishing a functional IoT framework, the technician needs to understand 
the requirements of the site by analysing the framework. The IoT framework 
includes the type of IoT device, the type of connectivity between IoT devices, the 
communication channel and database management.

One of the most practical examples of IoT devices is the motion sensor used in an 
alarm system. The sensor works by getting activated when it senses an object or 
any person close to it. The following image shows a motion sensor:

Fig.2.1.1:Motion sensor

Thefollowing figure lists the stepsfor installinga frameworkfor a sensor:

Identify the suitable points or locations.

Mount the sensor.

Connect the sensor to the power source.

Connect the sensor to the system.

Fig. 2.1.2: Steps for installing a motion sensor

Configure and install the sensor.

Telecom Technician - IoT 
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Identification of Suitable Points or Locations

It is very much important to find a suitable location for the access points of the sensors. The 
access points should be in such places where they cannot be reached easily, so that they are 
not easily tampered. In general, to keep an loT system secure, the criteria to be taken into 
consideration are as shown in the following figure:
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Proper protection to the sensor devices from weather elements, incidental 
damage and theft must be considered.

The process to be monitored must be considered and compatibility of the 
sensor material with the environment must be verified.

Fig. 2.1.3: Criteria for securing IoT devices

The following figure shows some suitable locations for outdoor sensors:

Fig. 2.1.4: Suitable location for outdoor sensors

A sensible area for the scope of the motion sensor must be considered for mounting a sensor 
on a wall and a ceiling. The following image shows the scope of a motion sensor:

Fig. 2.1.5: Scope of a motion sensor

The sensor devices should be installed in such locations that their 
operational requirements such as temperature fluctuations, humidity or

static electricity are met.
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Mount the Sensor

A motion sensor can be mounted either on a wall or on a ceiling. The mounting can be done 
using an adhesive or using the knockout holes on the ǳƴƛǘΩǎ base. The following figure shows 
the steps for mounting the sensor using knockout holes:
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Remove the 
coverby 

unscrewing the  
cover.

Open any 
recessed 

knockout hole.

Fix the base on 
the wall.

Place the cover 
and tighten 
with screw.

Fig. 2.1.6: Steps for mounting a sensor

There are some key points that should be kept in mind. These are as follows:

¶ The sensor must be attached to a stable surface which can support weight.

¶ The sensor should not be attached to soft material as it may fall, break and cause injury.

¶ The motion sensor should not be attached to any of the surfaces as shown in the

Fig. 2.1.7: Surfaces to be avoided for mounting

The following figure shows some examples of suitable and unsuitable surfaces for mounting:

Fig. 2.1.8: Suitable and unsuitable surfaces for mounting

Connect Sensor to the Power Source

The adapter that is already attached to the motion sensor should be plugged into a power 
source.

Concrete block
Plywood board  

with thickness less 
than 1 inch

Light autoclave  
concrete board

following figure:
Plasterboard
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If the sensor is battery controlled, then the steps to be adhered are as follows:

¶ Open the battery cover by using a flathead screwdriver as shown in the following figure:

77

Fig. 2.1.9: Opening the battery cover

¶ Install the battery according to the indicated polarity as shown in the following figure:

Fig. 2.1.10: Installing the battery

The sensors can be connected to the mains or to the utility using cables also. The following 
diagram shows connection of multiple sensors to the power supply:

Fig. 2.1.11: Schematic diagram of sensor connectivity to the power supply

Connect the Sensor to the System

Motion sensors come with an attached speaker cable. The other end of the cable needs to be 
attached to a switch port on the alarm system. The sensors can be connected to the alarm 
system wirelessly via Wi-Fi or Bluetooth network. For example, the current transformer (CT) 
sensors are used to measure alternating current (AC). These are useful for measuring the 
electricity consumption of a building.
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The following image shows a schematic diagram for connecting a CT sensor to a display 
monitor:
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Fig. 2.1.12: Schematic diagram for connecting a sensor to a display monitor

The steps are as follows:

¶ Connect the jack from a CT sensor, into either sensor1 or sensor2 socket on the monitor 
system.

¶ Plug the AC 9V adapter from the VAC, into a power outlet.

¶ Plug the DC 5V adapter into another power outlet, for a backup power.

¶ Temperature sensors can be connected to the display via an RJ45 connector.

Configure and Install the Sensor

The motion sensor needs to be joined to the network. This can be done by configuring the 
sensor by referring to the instructions given on the computer software of the system, the web 
portal or a smart phone application. The following image shows configuring the sensor:

Fig. 2.1.13: Configuring the sensor

The technician needs to ensure that all the sensors are connected before the power is on. 
Then, he/she should:

¶ Switch on the power supply

¶ Check that the power is detected as shown in the following image:

Fig. 2.1.14: Power detected by the sensor
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¶ Check the network status shown on the display as shown in the following image:

Fig. 2.1.15: Networkdetected and displayed

2.1.2 Collating Installation Points and Collecting Data

An IoT system requires several devices installed at various places. These installation points 
must be collated to one point, so that the data they receive can be analysed. Hence, all the 
devices are connected to a master device, which is used as a central point as shown in the 
following figure:

79

Sensor2

Sensor4

Fig. 2.1.16: Collating installation points

Data is created by a device in three stages as shown in the following figure:

Data is used and  
stored for the 
future.

Initial creation 
takes place on 
particular device,  
which is then 
sent through 
Internet.

Central system  
collects data and  
organizes it.

Fig. 2.1.17: Data creation stages

There are several ways in which data can be collected. Several systems that may be involved 
in the data collection scenario are as follows:

¶ Smartphones: Cloud or internal memory or memory cards

¶ Wearables: Cloud or internal memory or memory cards

¶ Computers: Cloud or hard disk or flash drives

Sensor3

Master Device

Sensor1
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2.1.3 Input Parameters Captured by Sensors

A sensor detects and responds to the inputs from the physical environment. The inputs may 
be heat, light, pressure, motion, moisture or any other environmental phenomena.

Parameter is a property of a sensor. Most of the sensors are based on a parameter that come 
in form of messages. Parameters can be of any names which are predefined in device 
configuration. Some of the examples are TEMP, param199 and param240. The device 
specification should be checked to know the available parameters and what they measure.

While editing a sensor configuration, the parameters from the last message appear in the 
dropdown list of available parameters. If there is any required parameter missing, it can be 
added manually. The same parameter may be used for any number of sensors.

To configure the sensor, combination of the fields as shown in the following table must be 
added:
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Name Name of the Sensor

Sensor ID This includes the ID number of the sensor node. When a sensor is 
connected to the unit, the ID is automatically detected.

The colour of the sensor ID indicates the status of the sensor.

¶ Green: Properly connected and configured

¶ Yellow: Connected but not configured

¶ Red: Not detected

Sensor Description Description of the sensor can be used to define the quality to be 
monitored and the location of the node. It helps to resolve any 
problem regarding the sensor easily.

Alarm Notification It helps to define the notifications for which alarms will be raised.

Worker ID This includes the ID of the worker to which the sensor is attached.

Table 2.1.1 Sensor configuration fields

Most of the sensors require some additional input. The parameters may have a key, value and 
description which needs to be added by accessing the sensor control panel or adding the 
information in the sensor through a computer. These descriptions are as shown in the 
following screenshot of a sensor control system figure:

Fig. 2.1.18: Input parameters of sensors
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To make a meaningful measurement,it is always required to measure the ǎŜƴǎƻǊΩǎoutput in
responseto the known input. A devicecanbe calibratedby applyingseveralknown physical inputs
and recordingthe responseof the system. Theoutputs of the sensorsare tested and matchedwith
the previousrecordsto knowwhether the outputsareasper theǳǎŜǊΩǎrequirements.

2.1.5 Principles of IoT Architecture

Thecoreprinciplesof IoTarchitecturefocuson creatingsystemsthat areeffective,reliable,andsecure

acrossa multi-layeredstructure. Theseprinciplesguide the design,deployment,and managementof

connecteddevices,dataflow, andapplications.

CoreDesignPrinciples

Keyprinciplesfor successfulIoTarchitectureanddesigninclude:

Å Scalability: Thearchitecturemust support the addition of a growingnumber of devices,users,

and applicationswithout performancedegradation. Cloud-basedand distributedsolutionsoften

facilitatethis.

Å Interoperability: Giventhe wide variety of vendorsand communicationprotocols, the system

shoulduseopenstandards(e.g., MQTT,CoAP, Zigbee)to allowdifferent devicesandplatformsto

communicateandwork togetherseamlessly.

Å Security and Privacy: Security must be a foundational "security by design" principle,

implemented from the initial stagesof development. Measures include strong encryption,

authentication,accesscontrols,andtransparentdatahandlingto protect sensitiveinformation.

Å ReliabilityandFaultTolerance: Systemsshouldcontinueto operateeffectivelyevenif individual

components or network connections fail. This often involves redundancy and failover

mechanismsto ensurecontinuousoperation,especiallyin criticalapplications.

Å EnergyEfficiency: Many IoT devicesare battery-powered or in remote locations, requiring

energy-efficient designs,low-power communicationprotocols, and sleep modes to extend

operationallife.

Å Modularity and Flexibility: A modulardesignallowsfor componentsto be updated,replaced,or

extendedwithout disruptingthe entire system,enablingfasterinnovationandadaptationto new

technologies.

2.1.4 Calibrating User Data
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Å Data Managementand Analytics: The architectureneedsa robust systemfor handling the vast

amountsof generateddata efficiently, from collectionand filtering to processingand analysis,to

deriveactionableinsights.

Å Real-Time Capability(Low Latency): For manyapplications(like autonomousvehiclesor industrial

automation),data must be processedand actedupon with minimal delay. Edgecomputing,which

processesdatacloserto the source,isoften usedto minimizelatency.

Å User-Centricity/Experience: Theend-userexperience(UX)is crucial. Interfacesshouldbe intuitive,

provide meaningful information, and allow users to control devicesseamlesslythrough apps,

dashboards,or voice.

ArchitecturalLayers

Å Theseprinciplesareappliedacrossa layeredarchitecture,commonlydescribedin a four-layeror

five-layermodel:

Å Perception(Sensing)Layer: Thephysicallayer consistingof sensors,actuators,and devicesthat

collectdatafrom the environmentandinteractwith the physicalworld.

Å Network Layer: Responsiblefor connectivityand data transmissionbetween devicesand cloud

systemsusingvarioustechnologieslikeWi-Fi,Bluetooth,cellularnetworks,etc..

Å Processing(Middleware/Edge)Layer: This layer handlesdata aggregation,pre-processing,and

initial analysis,often at the edgeto reducelatencyandbandwidthusage.

Å Application Layer: Providesthe servicesand user interfaces, such as mobile apps and web

dashboards,throughwhichusersmonitor andcontrolthe system.

Å BusinessLayer: Focuseson managingthe overall system, integrating insights into business

operations,strategies,andoptimizationfor businessvalue.

2.1.6 IoT Data Transfer Protocols 

IoT data transfer protocols are the "language" that machinesuse to communicateautonomously

without human intervention, which is the core of machine-to-machine(M2M) communication. Their

role is to providethe rulesandstandardsfor efficient,reliable,andsecuredataexchangetailoredto the

specificneedsof resource-constrainedIoTdevices.

Rolein Machine-to-Machine(M2M) Communication

In M2M communication, these protocols enable devices to exchangedata and perform actions

independently,often in closed,point-to-point networks. Theyensure:

Å Automation and Efficiency: Byenablingautonomousdata transfer (e.g., a smart meter sending

usagedatato autility provider),theyautomateprocessesandreducethe needfor manuallabor.

Å Interoperability: Protocolsensurethat diversedevices,potentially from different manufacturers,

canunderstandandworkwith eachother seamlesslywithin anecosystem.
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Å Optimizationfor Constraints: Unliketraditional internet protocols(likeHTTP,whichis"heavy"for

simple sensors),M2M protocols are designedto be lightweight, using minimal bandwidth,

memory,andpower,whichiscriticalfor battery-operateddevicesin remotelocations.

Å Scalability: They facilitate the addition or removal of thousandsof devicesfrom a network

without disruption,allowingfor large-scaledeploymentslikesmartcitiesor industrialautomation.

Å ReliabilityandSecurity: Protocolsincorporatemechanismsfor error detection,dataintegrity,and

encryption (like TLS/DTLS)to ensuredata is delivered securelyand reliably, even in unstable

networks.

CommonIoTDataTransferProtocols

The choice of protocol dependson the specific application'srequirements,such as range, power

consumption,anddatarate.

Å MQTT (MessageQueuing Telemetry Transport): A lightweight, publish/subscribemessaging

protocol operatingover TCP/IP. It is highly efficient for remote monitoring and real-time data

updates,idealfor deviceswith limited bandwidthandpower(e.g., smarthomesensors,industrial

monitoring).

Å CoAP(Constrained Application Protocol): A web transfer protocol designed for resource-

constraineddevicesand networks that uses a request/responsemodel similar to HTTPbut

operatesover UDPfor lower overhead. It is suitable for smart city and building automation

applications.

Å AMQP (Advanced MessageQueuing Protocol): An open standard for reliable and secure

messagequeuing and routing. It provides robust delivery guarantees,making it suitable for

enterprise-levelandfinancialapplicationswheredataintegrity iscritical.

Å HTTP/HTTPS(HypertextTransferProtocolSecure): Thestandardprotocol of the internet, often

used for data transfer to cloud platforms and web-basedapplications. HTTPSadds a layer of

security (SSL/TLS)for encryptedcommunication. While robust, it can be resource-intensivefor

simpleIoTdevices.

Å DDS (Data Distribution Service): A high-performance, real-time, publish/subscribeprotocol

primarily used in demanding, mission-critical M2M applications like autonomous vehicles,

robotics,andindustrialcontrolsystems.

Å Zigbeeand Z-Wave: Low-power, short-range wirelessprotocols used predominantly in home

automation and sensornetworks. Theyform meshnetworks,allowingdevicesto relay data to

extendcoverageandreliability.

Å Bluetooth Low Energy(BLE): A short-rangewirelesscommunicationprotocol optimizedfor very

low power consumption,commonlyusedin wearabledevicesand health monitors that connect

to smartphones.

Å LoRaWAN(LongRangeWide Area Network): A protocol for low-power, wide-area networks,

enablingcommunicationover severalkilometerswith minimal power use. It is widely usedfor

applicationslikesmartagriculture,assettracking,andenvironmentalmonitoring.
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2.1.7 Integration of Edge Computing and AI in Iot Installations 
and Real-Time Data Processing

Theintegration of edgecomputingand Artificial Intelligence(AI) in IoT installationsenablesreal-time

data processing,transforming reactive systemsinto autonomous,efficient, and highly responsive

environments. This synergyinvolvesdeployingAI models directly on local devicesor nearby edge

servers,allowingfor immediateanalysisanddecision-makingat the sourceof datageneration.

TheRoleof EdgeComputing

Edgecomputingshiftsdataprocessingawayfrom centralizedclouddatacenters, bringingcomputational

resourcesphysicallycloser to IoT devices. This fundamental architectural changeprovides several

benefitsessentialfor real-time operations:

Å Ultra-Low Latency: Processingdata locally eliminatesthe time delay (latency)associatedwith

sendingdatato the cloudandwaitingfor a response. Thisiscriticalfor time-sensitiveapplications

likeautonomousvehicles,wheresplit-seconddecisionscanbe life-saving.

Å Bandwidth Optimization: Insteadof transmitting vast amounts of raw data (e.g., continuous

video feeds)to the cloud,edgecomputingpre-processesand filters data locally. Only essential

insightsor summariesaresentto the cloudfor long-term storageor deeperanalytics,significantly

reducingnetworktraffic andassociatedcosts.

Å EnhancedReliability: Edgedevicescan operate and make decisionsindependently,even with

intermittent or lost cloudconnectivity. Thisensuresthe continuousoperationof mission-critical

systemsin remoteor unstablenetworkenvironments.

TheRoleof AI in EdgeInstallations

Å AI providesthe "intelligence"at the edge,enablingdevicesto analyzedata, learn patterns,and

makeintelligentdecisionsautonomously.

Å Real-Time Analytics and Decision-Making: AI models running on edge devicescan perform

complextaskslike imagerecognition,anomalydetection,and predictivemodelinginstantly. For

example, AI-powered cameras can detect security threats in real-time on-site, triggering

immediatealertswithout cloudreliance.

Å Predictive Maintenance: In industrial IoT (IIoT), AI algorithms analyze sensor data from

machineryto predictequipmentfailuresbeforetheyoccur. Thisallowsfor proactivemaintenance

scheduling,minimizingcostlyunplanneddowntime.

ÅAdaptiveLearning: Throughtechniqueslike federated learning,AI modelscan be continuously

updated and improved collaborativelyacrossmultiple edge deviceswithout the need to send

sensitiveraw data to a central server,ensuringthe systemremainsrelevantand accurateover

time.

SynergisticApplications

ÅThecombinedpowerof edgecomputingandAI isdrivinginnovationacrossvariousindustries:

ÅAutonomousVehicles: OnboardAIsystemsprocessdatafrom cameras,LiDAR,andsensorsin real-

time to navigateandreactinstantlyto roadconditions,ensuringsafetyandefficiency.

ÅSmartCities: EdgeAI optimizestraffic flow by analyzingdata from interconnectedcamerasand

sensorsto adjust signal timings dynamically,reducing congestionand improving emergency

responsetimes.
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ÅHealthcare: Wearablemonitors use edge AI to track vital signsand detect abnormalities

instantly,alertingmedicalprofessionalsto criticalissuesfasterthancloud-basedsystems.

ÅSmartManufacturing: AI visionsystemson the factory floor detect product defectsin real-

time, allowing immediate correction and ensuringhigh quality control without operational

delays.

In essence,the integrationof edgecomputingandAI transformsIoTfrom simpledatacollectionto a

decentralized,intelligentecosystemcapableof immediate,impactfulaction.
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By the end of this unit, the participants will be able to:

1. Listthe characteristicsof powersourcesavailablefor the nodesandgateways
2. Identify the characteristicsof batteryusedfor IoTframework
3. Demonstratehow to differentiate betweenIoTnodesand gateways,assessingtheir roles in data

transmissionandnetworkmanagement.
4. Explainthe importanceof robustbatterybackupsandenergy-efficientIoTdeployments.
5. Demonstratehow to determine optimal installation points consideringenvironmental factors,

powersupplyavailability,andnetworksignalstrength.
6. Demonstratehow to connectand securepower supplysourceswhile ensuringproper grounding

andcompliancewith safetystandards.

2.2.1 Power Supply of the Edge Nodes and Gateways

UNIT 2.2:Installing Gateway as per the Power Supply 
Requirements

Unit Objectives

A largeamount of data is generatedper secondby the sensors. Thedata is pre-processedlocallyat
the edge,beforebeingsentto the cloud. Agatewayis the placewherethe local processinghappens.

IoT is a proliferation of severalinterconnectedsensors,actuatorsand processors. The brains of the
embeddedchips have reliable communicationscapabilitiesand are becomingcheaper and more
sophisticated. Thepower is requiredto managethe gatewayfunctionalities, includingthe embedded
processing,multiple sensorinterfacesand Internet connection. Hence,the devicesrequire to be
pluggedinto a mainspowersourceor needto berechargedfrequently.

Thecorrectpowersupplyshouldbe selectedon variousaspectssuchasfollows:

¶ Availabilityof powerpoints at the site

¶ Typeof sensor

¶ Numberof sensorsandother modulesconnectedwithin the IoTframework

¶ Typeof power,DCor AC,supportedby the device

¶ Suitablepowersupplyfor the IoTframeworkset up

¶ Usageof sensorandother modules

After consideringthesefactors,the technicianshouldchoosethe powersource/supplyfor the sensors
andother modules. Forreference,a techniciancanconsiderthe installation documentsto checkthe
powersourcesuitablefor anymodule.

Most of the edgenodesrequire rechargeablebatteries. Usually,a LiPoor a Li -Ion battery is used.
CommonIoTgatewaysareunlikelyto requirea multi-output adapteror a 250W adapter. But, it may
be designedfor usewith a single-voltageAC/DCsupplyof above6Vor a sub-6V low-voltagesupplyin
the under-1Wor 1W-49Wcategory.
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The characteristics of a battery that must be considered while choosing the power supply are 
as shown in the following figure:

Rating of the
Battery

Form Factor  

Usage Type 

Energy Density

Battery Lifecycle

Fig. 2.2.1: Characteristics of a battery

ÅIt is the number of times a rechareable battery can be used 
after recharge .

ÅIt is also the total of one complete discharge and charge 
operation of a battery.

ÅIt is the amount of electric charge per unit volume or mass.

ÅType of usage such as single use or a rechargeable battery 
must be decided.

ÅIt is the physical size and dimension of the device.

ÅIt plays an important role for wearable products.

ÅIt is the total electric charge in milliampere hours (mAh) 
required by the device.

ÅThe requirement can be estimated by calculating the 
device's current consumption within a period.

2.2.2 Setting up the Installation Points

To set up an IoT framework, the installation points must be established first. Then, the 
installation points must be calibrated for the power supply requirement. The following figure 
shows the steps in connecting power supply with gateway and nodes setup:

Install the gateway Install the nodes Test the installation

Fig. 2.2.2: Steps for connecting power supply with gateway and nodes setup

Install the Gateway

The first important task for installing the gateway is selecting a proper location for it. 

The following figure shows the installation steps of a gateway:
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Connect to 
Internet

Choose location

Connect power  
source

Fig. 2.2.3: Installation steps of IoT gateway
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Choose Location

IoT gateways need to be placed at the intersection of the edge nodes, which are devices, 
controllers, sensors and the cloud. The gateway should be installed at a location elevated at 
certain height, which is not easily reachable, to make sure that the position is not disturbed. 
The gateway should be in clear line of sight of all the nodes. For example, a gateway installed 
for a Wi Fi network over a building or house should be installed approximately 6 feet above 
the maximum height of the surrounding buildings for clear line of sight.

The following figure shows the position of an IoT gateway as discussed in the example:
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Fig. 2.2.4: Position of IoT gateway

When choosing the location of the gateway, the practices that should be kept in mind are as 
shown in the following figure:

Ensure the gateway is within the range of the nodes. Typically, it needs to

be located within the perimeter of the node perimeter.

Ensure it is at least three feet away from the wireless devices such as

cellular transmitters, Wifi access points and cordless phones.

Ensure it is installed in a discrete and locked location to restrict physical

access to the device.

Ensure that the gateway is installed at least 4 feet off the ground. It helps

in maximizing reception distance.

Make sure that the gateway is not placed inside any metal or behind large

metal objects.

The gateway must be near an Ethernet port or a Wi -fi interface, so that

connectivity is not an issue.

Fig. 2.2.5: Best practices for the gateway location
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The following image shows a metal enclosure for the gateway:

90

Fig. 2.2.6: A metal enclosure for the gateway

Connect Power Source

The power source has to be determined. A gateway can be powered by a 5 VDC wall adapter. 
It can also be connected via a wired connector. If the power supply is the mains, the gateway 
device must be installed near any plug point, so that minimum cable can be used.

Adoption of wireless charging requires compliance to standards across specific areas, such as 
frequency, induced current density, electric field and absorption rate.

Connecting the Power Adapter

To use the wall adapter, the adapter has to be plugged into the connector that is fixed on the 
back of the enclosure of the gateway. The technician should perform the following steps:

¶ Open the enclosure by removing the screws. The important task is to ensure that there is 
no static electric charge present in the internal electronics.

¶ Connect the right end of the power adapter cable to the gateway power port.

¶ Push the stripped wires into the appropriate connection terminals on the circuit board.

¶ Fit the enclosure around the circuit board and wire, then fasten the enclosure together 
using the screws.

¶ Connect the power plug to the power outlet.

¶ Check that the power light blinks green and then steadily remains green.

The following figure shows a gateway connected to a power outlet:

Fig. 2.2.7: A gateway connected to a power outlet
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Connect to Internet

Typically, gateways are connected to Internet through Wi-Fi, Ethernet or GPS. Gateways, 
mounted in moving vehicles, can work in Wi-Fi and GPS modes. Some gateways are 
connected to the local networks (LAN). Business logic needs to be applied against the data 
collected by the gateway to understand which messages need to be sent over GPS networks 
and which can be stored on the device for offline processing. The gateway software is 
responsible for collecting messages from the sensors and storing them appropriately until 
they can be pre- processed and sent to the data centre.

Among the wireless technologies, such as Bluetooth, Wi-Fi, and ZigBee, ZigBee is the most 
preferred protocol in terms of cost and efficiency for the IoT devices. The technician should 
perform the following steps:

¶ Connect one end of the digital subscriber line (DSL) cable to the DSL port on the gateway.

¶ Connect the other end to the power outlet.

The connection can also be made through WAN Ethernet port by performing the following 
steps:

¶ Connect the Ethernet cable to the WAN Ethernet port on the gateway.

¶ Connect the other end to the WAN Ethernet jack.

The following figure shows the overview of cabling a gateway:
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Fig. 2.2.8: Overview of cabling a gateway

Connecting the Gateway Relays

The gateway may contain normally closed relay contacts for connecting the system to 
automation panel inputs. The working of the relays can be configured using a software user 
interface. For example, a relay is opened when there is a motion detected and another relay 
is opened if there is a loss of node power.
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The following image shows a relay module:

Fig. 2.2.9: A relay module to be connected to the gateway

Install the Nodes

The following figure shows the installation steps of a node:

Test, using batteries
Install nodes

Choose node location

Fig. 2.2.10: Installation steps of IoT nodes

Choose Node Location

The nodes should be installed in the locations after considering all the aspects such as 
reachability, power requirements, Internet connectivity and so on. The best practices are:

¶ The nodes should be installed within the range of each other. The user interface settings 
must be checked to verify that all nodes are well connected.

¶ The nodes should be installed within the range of the gateway so that the gateway can 
communicate with all nodes.

¶ The nodes should be installed at 0.5-1.0 meters off the ground.

¶ When the area to be sensed is surrounded by walls, the nodes should be installed on the 
interior side of the walls.

For example, to detect any movement in a room, the sensors should be installed at a place 
from where it can cover most of the area. The best place is to install it on a roof.
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The following figure shows sensor locations in a room to detect movement in a surrounded 
area:
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Fig. 2.2.11: Sensor locations in a surrounded area

¶ It is important to test the node locations when hardwiring and installing DC nodes.

¶ The nodes should not be installed near windows as the alarm systems are sensitive to 
outside motion.

¶ The nodes should not be placed near microwave ovens.

Connection of the Nodes

After completing the installation of IoT nodes and gateways, the IoT devices are connected to 
the power supply, as well as the gateway.

For example, for an IoT framework for motion detection with IR illuminated sensors, the 
nodes need to be connected with a power supply unit. The following figure shows a sample 
schematic diagram for the connection among the nodes for the same case:

Fig. 2.2.12: Connection of IoT nodes

Telecom Technician - IoT 
Devices/Systems 



The power from the main power supply goes to the relay, then to the sensor, and then to the 
lamp. The technician should understand the schematic diagram and connect the wires 
accordingly.

Relay modules supports the microcontrollers such as Arduino and PIC which have digital 
outputs, control devices with large loads such as AC/DC motors, solenoids and bulbs.

Installing Plug-In Nodes

Plug in nodes are type of nodes which can be directly plugged in to a power supply and can be 
used. This node is configured by the plug in driver for the node from a computer system. It is 
useful as it reduces the effort in managing the wiring but there is signal loss in the node as it 
works without wires. Thus, it can be only used in a small area.

The following image shows a plug-in node on a wall:
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Fig. 2.2.13: A plug-in node on a wall

Installing Wired (DC) Nodes

The following figure shows the connection of DC nodes:

Fig. 2.2.14: Connection of DC nodes
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The technician should perform the following steps:

¶ Remove the circuit board from the enclosure. The following image shows the parts of a 
node or a hub:
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Fig. 2.2.15: Parts of a node or hub

¶ Choose a punch-out location to feed the wire. Install the rubber grommet and cable in the 
punch-out as shown in the following image:

Fig. 2.2.16: Inserting the grommet and cable of a node/hub

¶ Connect the cable to the wire terminals.

¶ Replace the enclosure and fix the screws.

The nodes have to be connected to the gateway also. The following figure shows the 
connection diagram of the gateway:

Fig. 2.2.17: Connection diagram of the gateway
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Connecting Devices Using Wired Ethernet

The gateway has Ethernet ports that are used to connect wired devices. The technician 
should perform the following steps:

¶ Connect one end of the Ethernet cable to Ethernet port.

¶ Connect the other end to the port on the device.

Connecting Devices Using Wi-Fi

The gateway may have an integrated Wi-Fi access point to which wireless devices can be 
connected. To connect a Wi-Fi device, the steps that should be performed are as shown in 
the following figure:
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View the available 
Wi-Fi networks.

Select the Wi-Fi 
network name and 

connect.

Enter the Wi-Fi 
password.

Fig. 2.2.18: Connecting a Wi-Fi device

Test the Installation

The nodes need to be tested by switching them on and off continuously to check whether 
they are working. The devices, for example a lamp, can be plugged in and the switch is 
connected to an electrical socket to check whether all the connections are made correctly. The 
technician should ensure the following points:

1. All wireless connectivity and power metrics are fully functional.

2. The nodes are correctly placed according to the plan.

3. Any outside motion will not cause a false trigger.
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2.2.3 Importance of Robust Battery Backups and Energy-
Efficient Iot Deployments

Robustbattery backupsand energy-efficient designsare paramount in IoT deploymentsto ensure

operationalreliability, reducecosts,and promote environmentalsustainability. Thesefactorsdirectly

influencethe long-term viability and successof IoTsolutions,particularlythose in remote, critical, or

hard-to-reachlocations.

Importanceof RobustBatteryBackups

Robust battery backup systems (often Uninterruptible Power Suppliesor UPS)are crucial for

maintainingthe continuityandintegrityof IoToperationsduringmainpoweroutages.

Å Operational Continuity: For critical applications like medical devices (e.g., pacemakers,

monitors), industrial control systems,or smart city infrastructure (e.g., traffic management,

emergencysystems),uninterruptedpower isessentialto preventpotentiallycatastrophicfailures

or servicedisruptions.

Å Data Integrity and Security: Suddenpower lossescan corrupt data, disrupt ongoingsystem

updates,or compromisethe security of data in transit. Backupsensure safe shutdownsor

continuousoperation,protectingvaluabledataandmaintainingsystemsecurity.

Å EnhancedReliabilityandTrust: Dependablebackuppower increasesthe overallreliabilityof the

IoTsystem,whichbuildscustomertrust andensuresthe solutionperformsasintended,evenin

challengingenvironments.

Å RemoteManagement: Many IoTgatewaysand devicesare in remote or inaccessiblelocations.

Battery backupsensure that these devicesremain online, allowing for continuous remote

monitoring,diagnostics,andmanagementwithout requiringcostlyon-sitevisits.

Importanceof Energy-EfficientDeployments

Energyefficiencyin IoTgoesbeyondmerelysavingpower; it is a coredesignprinciplethat impactsthe

entire systemlifecycle.

Å ExtendedDeviceLifespan: Byoptimizingpowerconsumption,devicescanrun for years,or even

a decade, on a single battery, reducing the frequency and cost of maintenance and

replacements.

Å ReducedTotal Cost of Ownership (TCO): While hardware is an initial cost, operational and

maintenancecostsquicklybecomedominant. Energyefficiencysignificantlylowersoperational

expenses(OpEx) related to electricity consumption and labor costs for battery servicing,

contributingto a loweroverallTCO.

Å Scalability: For large-scaledeployments,suchassmartagricultureor massivesensornetworks,

managingbillions of power-hungry devicesis logistically and financially unfeasible. Energy-

efficientdesignsmakesuchvastnetworksviableandmanageable.

Å Environmental Sustainability: The widespreaddeployment of billions of IoT devicesraises

significantenvironmentalconcernsregardingenergyconsumptionandelectronicwaste. Energy-

efficient designs,the use of low-power components,and integration with energyharvesting

technologies(solar, kinetic, thermal) reduce the carbon footprint and promote sustainable

practices.
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Å Optimized Performance: Energy-efficient practices,suchas putting devicesinto "deep sleep"

modes (e.g., Power SavingMode, PSM)or using low-power communicationprotocols (e.g.,

LoRaWAN, BLE),balancepower savingswith connectivityneeds,optimizing performancefor

specificapplicationrequirements.
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2.3.1 Communication Channel at a Glance

Channels,alsoknownaslinks,linesor path,areusedto interconnectthe nodesin a network. Theymay

becomprisedof oneor moretransmissionmedia. Thetransmissionmediacanbe of two types:

ÅPhysicalMedia: Consistsof wiresandcables

ÅWirelessMedia: Consistsof air andwirelesstechnologiessuchaswirelessLAN(WLAN),Bluetooth

andZigbee

Signalsfrom one type of network may be routed to another network that hascompletely different

characteristics. The quantityof data that can be passedthrough the channelat a time is known as

channelcapacity. It isalsodenotedby the channelbandwidth.

PhysicalTransmissionMedia

Cableform the physicaltransmissionmediafor anetwork. Transmissionchannelsaremadeof different

types of communicationwires and cablessuchas twisted-pair cable,coaxialcable and optical fibre

cable. Thefollowingtablelistsdifferent typesof cablesusedin networking:

By the end of this unit, the participants will be able to:

1. Demonstratehow to establishcommunicationline connectivityusingsuitablenodes,gateways,
andnetworks.

2. Showhow to establisheffectiveconnectivitybetweenIoTgatewaysandbackendcloudplatforms
or localnetworks.

UNIT 2.3:Establishing Communication between Nodes, 
Gateway and Servers

Unit Objectives

Type of Cable Image Description

Twisted pair These have two conductors that are 
twisted together to cancel out the 
electromagnetic interference that may 
come from external sources. This type of 
cable is almost the same as a paired cable. 
The difference is in the two twined inner 
wires which are insulated, unlike in the 
paired cable.

These are used for transmission of data 
over networks such as LAN.
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Coaxial/Helix  
cable

This has a thin conducting wire inside a 
tubular conducting shield, which is 
protected by a tubular insulating jacket.

It is used to connect video equipment 
and carry television signals.

Optical fibre  
cable

This contains one or more optical fibres 
for carrying light. The optical fibres are 
coated with plastic layers and secured 
in a protective tube.

This is used for long distance 
communication.

Optical fibre 
cable (single 
mode)

This has small sized dimetral core and 
permits a single mode of light to 
propagate through it. As a result, it 
reduces the number of light reflections 
when the light passes through the 
centre. This decreases the attenuation 
and enables the signal to travel further.

This is used for a long-distance 
coverage with a very high bandwidth 
requirement.

Optical fibre 
cable (multi- 
mode)

This has big diametrical core and 
permits several modes of light to 
propagate through it. The number of 
light reflections formed when the light 
passes through the centre are more. 
This enables larger quantity of data to 
pass through at a given time. The 
strength of the signal decreases over 
long distances because of the increased 
dispersion and attenuation.

This is used for backbone applications 
in buildings because of the reliability 
and high capacity.

Cross over  
cable

This connects computing devices, often 
of the same type such as two switches.
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Table 2.3.1 Types of cables in networking
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Wireless Transmission Media

A wireless network uses wireless connections between two network nodes. Wireless 
networking helps to avoid the costly process of setting up cable connections in a building. 
Examples of wireless network are WLAN, Bluetooth, cellular network and so on.

Types of Channels

In networks, the communication media is shared among the nodes. The following figure lists 
the different types of communication channels:

Point-to-Point

Point-to-Multipoint 

Multiple Access

Relay

Interference

Unicast  

Broadcast  

Multicast

Fig. 2.3.1: Types of channels

ωIt sends data addressed to a group of subscribing users.

ωIt sends data addressing all the users in the network.

ωMultimedia Broadcast Multicast Service is an example.

ωIt sends data addressed to a specific user.

ωAn established phone is an example.

ωTwo different senders send data to different nodes which 
may lead to a possible cross-talk.

ωOne or multiple intermediate nodes cooperate with a 
sender to transmit signal to the receiver node.

ωThe intermediate nodes are called repeater, relay or gap 
filler nodes.

ωMultiple senders transmit signals to one or several nodes 
over a shared medium.

ωA single sender transmits multiple signals to different 
nodes.

ωA single sender transmits data to a single receiver.

2.3.2 IoT Cloud Framework

The deployment of the connected devices, applications, storage, power and intelligence is 
shifting from endpoints such as desktop computers and laptops to the cloud systems. The 
cloud-based services provide platforms to deploy and manage IoT applications and collect, 
store and analyse data from smart, connected product endpoints. These platforms provide 
scalability and easy access to third-party appli8cations and services.

102

Telecom Technician - IoT 
Devices/Systems 



The IoT cloud is a platform that can run the applications and store data on the Internet. The 
technology used by it is also slightly different. For example, the cloud platform of Microsoft 
runs Windows Azure not the Windows Server.

The following figure shows the Azure framework:

Fig. 2.3.2: Azure framework

Microsoft Azure Stream Analytics is a cloud service for real-time data processing. It helps to 
do real-time computations on data streaming from various devices, application and sensors. 
It supports high-level languages, such as sequential query language (SQL), which simplify the 
logic to act in real-time. It helps to monitor and achieve analytic insights from various devices 
that includes mobile phones as well as connected cars.

The following figure shows the stages of IoT data management in cloud platform:

Fig. 2.3.3: IoT data management in cloud platform
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2.3.3 Sensor Gateway and Channels

A sensor node is a node in the sensor network that is capable of:

¶ Gathering sensory information

¶ Performing processing

¶ Communicating with other connected nodes in the network

In a wireless sensor network (WSN), various sensor nodes are connected. The following figure 
shows a WSN:
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Fig. 2.3.4: WSN

The following figure shows the structure of a sensor node:

Fig. 2.3.5: Structure of a sensor node

Controller

The controller processes data and controls functions of other components in the node. Digital 
Signal Processors (DSPs) are generally used for wireless communication applications.

Transceiver

A transceiver is a device that combines both a transmitter and a receiver. The operational 
states of transceivers are as follows:

¶ Transmit

¶ Receive

¶ Idle

¶ Sleep

Telecom Technician - IoT 
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External Memory

External memory is used based on the purpose of storage that are as follows:

¶ User memory: To store application related or personal data

¶ Program memory: To perform programming of the device

Power Source

It is difficult to connect a wireless sensor to the mains supply. Power is required for the sensor 
node to sense, communicate and process data. The power can be stored in batteries or 
capacitors. Batteries are the main power source for the sensor nodes.

Sensors

Sensors are hardware devices which generate a measurable response as a result to any 
variation in physical conditions, such as temperature or pressure. The analog signal generated 
by the sensors is digitized by a converter and transmitted to the controllers for processing.

Gateway

The gateway is the bridge in between the sensor network and the Wi-Fi or other networks.

Channels

A sensor has multiple channels in which data is handled. In the channel settings, the type of 
display of data can be defined. Data may be displayed in graphs, gauges and tables. The 
following table lists some of the various sensor channel settings:
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Name A meaningful name should be entered to identify the channel.

The name appears in graphs and tables.

Unit It shows the units for the values of the sensor output.

Value Lookup A file should be selected to be used with a specific channel.

ID It displays the IDof the channel. It cannot be changed.

Graph Rendering It defines if the channel will be viewed in graphs.

Table Rendering It defines if the channel will be viewed in tables.

Line Colour It defines the channel colour displayed in graphs.

Limits It defines the thresholds for the channel. It has:
¶ Upper Error Limit

¶ Upper Warning Limit
¶ Lower Error Limit

¶ Lower Warning Limit

Error Limit  
Message

The message is shown whenever the error limits are crossed along 
with the error status.

Warning Limit  
Message

The message is shown whenever the warning limits are crossed 
along with the warning status.

Table 2.3.2 Sensor channel settings
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2.3.4 Sensor Connectivity

The connectivity requirements of IoT networks depend on the purpose of the system and the 
resource constraints. A range of several wireless and wired technologies are used to provide 
complete IoT connectivity.

The following figure shows a sensor connectivity model:
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Fig. 2.3.6: Sensor connectivity model

The following figure shows the topology used in the communication technologies of IoT 
framework:

Personal Area 
Network (WPAN)

Bluetooth, 4.0 
LTE, RFID, NFC,

802.11.4, Zigbee

Wireless
Local Area 
Networks 
(WLAN)

Wi-Fi

Communication  
Technology

Wide Area  
Network 
(WWAN)

Copper/DSL

LoRa, Dash 7, 
WiMax, 2G, 3G,
4G/LTE, Satellite

Wired Coaxial

Fibre

Fig. 2.3.7: Communication technologies
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The following table differentiates the technologies according to their characteristics:
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The data created in the sensors and other devices are sent back to the central application over 
the network. The data creation standard and the communication medium must be 
determined. For delivering the data back, some protocols such as MQTT, HTTP and CoA P are 
used.

The following figure shows the protocols:

HTTP facilitates exchanging of data back and forth between central systems and the 
devices. In low bandwidth, HTTP is less suitable as it includes more data in the data 
headers of the messages.

MQTT was developed for the deployment of IoT and machine-to-machine. It is based on 
publish /  subscribe model to pass the messages out from the device back to a central 
system, where they can be transferred back to all of the other devices that will consume 
them.

CoAP works well in less power, low-bandwidth environments. It is suitable for one-to- 
one connections.

Fig. 2.3.8: Protocols

Personal Area  
Network

Local Area  
Networks

Wide Area  
Network

Wired

Range Short Intermediate Long Long

Bandwidth Narrow Broad Intermediate/Broad Intermediate

Short Intermediate Short
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2.3.5 Ethernet Connectivity Options

For establishing a network connection in an IoT framework, a basically wired or wireless 
network connection is required. A wired connection requires Ethernet cable connectivity.

Ethernet is a network protocol which defines a standard way to connect computers on a 
network over a wired connection (LAN). The most common LAN technology used in present 
time is the Ethernet.

The following figure lists the characteristics of Ethernet:

Represents the number of conductors needed for a connection 

Determines the expected performance limits

Provides the data transmission framework 

Transmits 10 Megabits per second (10Mbps)

Maintains balance between ease/cost/speed of installation

Is widely accepted in the computer marketplace 

Supports popular network protocols virtually

Fig. 2.3.9: Characteristics of Ethernet
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The following figure lists the types of Ethernet:

100BASE-TX

(used with Cat 5 UTP cable)
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Fast Ethernet
100BASE-FX

(used with fibre-optic cable)

Gigabyte Ethernet
100BASE-T4

(used with Cat 3 UTP cable)

10 Gigabyte Ethernet

Fig. 2.3.10: Types of Ethernet

Each of these protocols support taking information or updates from an individual device and 
sending it over to a central location. However, where there is an opportunity, thedata is stored 
and used in the future. There are two main concerns here; how the data is acted upon as it 
comes into the application, and how it is stored for future use. The following table compares 
the different types of cables and Ethernet connections:

Type of Cable Ethernet Connection Transfer Rate

Twisted Pair

Ethernet 10 Mbps

Fast Ethernet 100 Mbps

Gigabit Ethernet 1000 Mbps

Coaxial Cable

Thin Wire Ethernet  
(10base2)

10 Mbps

Thick Wire  
Ethernet(10base5)

10 Mbps

Fibre-optic Cable
10baseF 10 Mbps

100baseFX 100 Mbps

Table 2.3.4 Types of Ethernet cable

WLAN Standards

Institute of Electrical and Electronics Engineers (IEEE) has created some standards for WLAN. 
Wi-Fi is known by the number 802.11. Different frequency and speed bands are denominated 
by the letters mentioned afterwards.

E
th

er
n
et
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The following figure lists the standards: 

802.11

ω1-2 Mbps speed with a band of 2.5 GHz

ωDue to the standards being old, most products in the market are not 
supported by it
ωThe mentioned standards have a slow speed

802.11a

ωAn amendment to original rules, it came into the market at a second place

ωhas range of operation of 5-6 GHz, giving an advantage over lesser 
interference
ωUses Orthogonal Frequency Division Multiplexing(OFDM), giving greater 
resistance to interference with radio frequency; this helps in attaining a 
greater speed of 54 Mbps

802.11b

ωFirst networking cards (wireless) in market

ωOperates at a range of 2.4 GHz and at 11Mbps or some operate at 22 Mbps

ωMbps speed tends to diminish in case of signal quality issues

ωComplementary Code Keying modulation used in this standard has lesser 
chances of interference in multi-path propagation and rates of data are 
higher or duplicate signals bounces off the walls

802.11g

ωConsidered better than the 802.11a and 802.11b

ωOperates at a range of 2.4 GHz with high data rates of 54 mbps covering 
limited distance.
ωSome forms go up to 100/125 Mbps

802.11n

ωThis promises to put out 100 Mbps, and is predicted to give a better 
operating distance than current networks

Fig. 2.3.11: WLAN standards

2.3.6 Connecting IoT Devices to the Network

To connect the devices to a wired network, cables must be prepared. Generally, RJ-45 cables 
are required for Ethernet ports. The cables and connectors must be crimped for this purpose.

Crimping

Crimping means joining of two pieces of metal, generally a wire and a connector, together by 
deforming one of them and enabling one to hold the other. The resultant deformity is known 
as a crimp.
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The following image shows the various steps involved in crimping:

Fig. 2.3.12: Crimping

Tips
¶ In case of crimping, pliers should not be used as the deformity cannot be formed properly.

¶ If there is air in between the crimp and the connector, it collects moisture. This eventually 
causes corrosion in the wire and can lead to a connection failure.

Steps for Crimping RJ45 Cable

For crimping an RJ45 cable, the colour code of the internal wires is to be adhered as follows:

¶ To make a straight cable, the colour code is listed in the following figure:

Orange-White  

Orange 

Green-White 

Blue

Blue-White  

Green

Brown-White

Fig. 2.3.13: Colour code for crimping RJ45 straight cable
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¶ To make a crossover cable, the colour code is listed in the following figure:
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Fig. 2.3.5: Colour code for crimping RJ45 crossover cable

The steps for crimping an RJ45 cable are as follows:

¶ STEP 1: Strip 2 inches of the outer cover from the cable end with a utility knife as shown 
in the following image:

Fig. 2.3.14: Stripping the cable

¶ STEP 2: Pull the twisted pairs of wires backward and cut the core as shown in the 
following image:

Fig. 2.3.15: Cutting the core

¶ STEP 3: Make the twisted wires straight using tweezers and keep them arranged in a 
row as shown in the following image:

Fig. 2.3.16: Straightening and arranging the wires
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¶ STEP 4: Place the untwisted wires in a position from right to left according to the colour 
code of the wires and then trim the wires up to a suitable length as shown in the following 
image:

Fig. 2.3.17: Trimming of wires

¶ STEP 5: The wires are to be inserted into an RJ-45 connector. The RJ45 connector must 
be crimped to the cable using a crimping tool by compressing the jacket as well as the 
cable into the connector. This must be done in such a way that the wedge at the base of 
the connector is pushed into the jacket as shown in the following image:

Fig. 2.3.18: Crimping the connector

Tips

¶ At the time of inserting the wires into the connector, it is to be made sure that the 
coloured wire goes into the channel appropriate for that.
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Connecting Devices Using Wired Ethernet

The gateway has Ethernet ports that are used to connect wired devices. The technician 
should perform the following steps:

¶ Connect one end of the Ethernet cable to the Ethernet port as shown in the following 
image:

Fig. 2.3.19: Ethernet ports

¶ Connect to the WAN or Internet, if it is a modem. Otherwise, the LAN ports are connected 
for a router.

¶ Connect the other end to the port on the device.

¶ Configure the Ethernet settings in the device.

Connecting Devices Using Wi-Fi

The gateway may have an integrated Wi-Fi access point to which wireless devices can be 
connected. To connect a Wi-Fi device, the steps that should be performed are shown in the 
following figure:

View the available Wi-Fi networks.

Select the Wi-Fi network name and connect.

Enter the Wi-Fi password.

2.3.7 Configure Network Settings

The main aspect in the IoT system is Internet connectivity. The network settings in the devices 
must be configured so that the devices can connect to the network. In most of the devices, 
the network is configured automatically using a Dynamic Host Configuration Protocol (DHCP). 
But, if it is not done automatically, the settings need to be configured manually.
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To check whether the network is connected or not, certain steps should be performed as 
shown in the following figure:
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Go to Network &  
Internet Settings

Go to Ethernet
Check the network  
name and status

Fig. 2.3.21: Steps to check the network connectivity

The following image shows the network status in a Windows laptop:

Fig. 2.3.22: Steps to check the network status in Windows
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The steps for configuring the network are as follows:

¶ STEP 1: The Network & Internet window is to be opened. The following image shows the 
various options under the Network & Internet:
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Fig. 2.3.23: Network & Internet window

¶ STEP 2: The interface that needs to be configured (Ethernet or Wi-Fi) should be clicked. 
In the above image Ethernet is selected.

Then Network and Sharing Centre is to be opened as shown in the following screenshot:

Fig. 2.3.24: Networkand Sharing Centre window
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¶ STEP 3: The window as shown in the following screenshot will appear after clicking ά{Ŝǘ 
up a new ŎƻƴƴŜŎǘƛƻƴέΥ
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Fig. 2.3.25: Set up a connection window

¶ STEP 4: Various connection options appear as shown in the following screenshot. The 
desired option should be clicked:

Fig. 2.3.26 Internet connection options
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¶ STEP 5: The information as shown in the following screenshot must be entered to 
connect to the network:

Fig. 2.3.27: Entering connection information

¶ STEP 6: The following screenshot shows the Ethernet Properties window in which the
άLƴǘŜǊƴŜǘ Protocol ±ŜǊǎƛƻƴέ must be double-clicked:

Fig. 2.3.28: Ethernet Properties window
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¶ STEP 7: The information of the network must be entered to connect to the network. The 
following screenshot shows the Internet properties window:

Fig. 2.3.29: Internet properties window

2.3.8 Overcoming Challenges of Ethernet Connectivity

There are some challenges that are to be faced with Ethernet connections. The wired 
connection needs lots of wires and infrastructure to be set up. In wireless connection too, a 
minimum set of wires and good infrastructure are required. The impediments in Ethernet 
connectivity and the ways to overcome them are as follows:

¶ Managing Traffic in Ethernet Networks: A broad range of traffic is handled by Ethernet 
network. Time-sensitive as well as cyclic data are passed between the devices. Ethernet 
wire also contains traffic from the sources such as network applications, protocols for 
network management and diagnostics and Ethernet data standards.

Traditional techniques for traffic control are affected by the ongoing evolution of factory 
networks. For example, segmentation through properly configured and managed 
Ethernet switches is done. But, it is not possible to isolate all multicast and network 
management traffic from the devices.

The issue can be handled by distinguishing the Ethernet traffic types using a purpose-built 
microprocessor and a proper mechanism. Time-sensitive data received from industrial 
Ethernet solutions are passed through the communications controller and then to a 
special channel, isolated from the regular traffic. It helps the data to reach the device 
application without any interruption.
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¶ Use of Router: If the device is directly connected to the modem, it can face potential 
security risks. A router is used for that to protect the device from unauthorised access by 
discarding all data that were not requested. Internet Security program needs to be 
installed and it is to be made sure that the system firewall is enabled to minimize the 
security risks.

¶ Network Failure: Configuring the various components in a network may be complex, as 
there are many components interacting simultaneously. Some configuration may fail, and 
some may malfunction. The network adapters, drivers and the settings must be checked 
if there is a network failure.

¶ Man-in-the-Middle Attacks: IoT devices are vulnerable to Man-in-the-Middle attacks. It is 
not often feasible to utilize a specific software or configuration. Technologies such as 
Domain Name System Security Extensions (DNSSEC) may be useful in mitigating the risk. 
Applications that require high security utilizes a cellular communications channel, along 
with a private virtual private network (VPN) connection from the network providers to the 
IoT application. This allows greater control over the server.
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IoT Cloud Framework 
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By the end of this unit, the participants will be able to:

1. Identify the importanceof authenticationandauthorizationin IoT
2. Explainaccesscontrolsystem
3. Identify the softwareinterfacecharacteristics
4. Listdifferent softwareavailablefor accesscontrolmanagement
5. Describehow to securewirelessconnection
6. Describemalwareanddistributeddenialof service(DDoS)attacks
7. Elucidatethe workingsof Ethernet,TCP/IP,andVPNin IoTinstallations.

UNIT 2.4:Establishing Ethernet Connectivity

Unit Objectives

2.4.1 Importance of Authentication and Authorization in  IoT

AsInternet of Things(IoT)becomesan integralpart of everyenterprise,securitybecomes the major

concernfor all IoTsystems. It isanunwarrantedsituationgiventhe fact that more thanhalfof all major

businessprocesseswill haveat leastsomeelementof IoTin them in future. Thismakessecurityof IoT

systemsamajorconcern,evenif it meanscoveringfor only aninconsequentialdata.

What the edgedeviceis in an IoTsetup,dependson the usecase. Forexample,in telecommunication

industry, the edgewould be a phoneor a cell phone tower, whereas,in an automotive industry,an

edgedevicewouldbeanenginesensoror acar.

In the IoT usecase,edgedevicesare designatedto collect dataςwhich can at times be massiveς

dependingon the case,andsendthe collecteddata to the datacentreor cloud, ideallyfor processing

andanalytics.

With edgecomputing,whichismakingIoTanalyticsevenmore real time, the dataisprocessedlocally,

closeto the edgedevice,sothat the latencycanbe minimized. Thisresultsin transfer of datafrom the

edgedevicesto the cloudor a remote data centre. With edgecomputing, data producedby the IoT

devicesandcollectedby the edgedevicescanbe processedreally closeto where it is created,instead

of beingtransferredovera longdistancefor processing.

It becomesimportant to secureandauthenticatetheƴŜǘǿƻǊƪΩǎedge,for this iswheretheŜƴǘŜǊǇǊƛǎŜΩǎ

mostsensitiveinformationresides.

2.4.2 Authenticating the Edge Devices

Securingthe edgedeviceis necessaryto confer confidenceto the operation of an end to end IoT

solution. For proper authentication, the edge should have a layer of identification security, over

passwordor personalidentificationnumber(PIN).
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The authentication can be based on biometrics or a combination of two or three security 
options. When identification and authentication credentials match, authentication is 
guaranteed. An IoT edge device security framework requires unique certificate identities for 
all devices interacting through a network connection.

It is a matter of utmost vigilance, hard work and planning to secure the edge devices against 
IoT security issues. Since the edge device is where the data converges and collects, it is the 
most high voltage point; so not everything here should be openly permissible. It i s important 
to control the convergence point with security policies and architectures. The following 
image shows authenticating edge devices in IoT:
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Fig. 2.4.1: Authenticating edge devices in IoT

Begin with identification of devices to be secured and determination of what the devices are 
required to do within the cyberspace. Now, work closely with operational technology to 
secure the devices. Operational technology is in charge of control and automation 
technologies, but for beefing up security, both IT and OT must cooperate. Once in place, the 
two should be used to constantly monitor and check for possible security-related 
abnormalities, especially in the edge devices.

For example, if a security video camera shows HTTP requests being generated, the IT team 
should identify the route, go ahead, and block it if it is a threat.

Security Check List for Edge Devices in IoT

The following figure shows the security checklist for edge devices:

Identify what devices are there on the network 

Create separate security profiles for all devices 

Have a device policy framed and enforced

Change default passwords and have new passwords in place 

Have IT and Opertaitonal Technology (OT) work in cooperation

Identify and know where secured data is stored for processing

Fig. 2.4.2: Security check list for edge devices
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It is recommended to identify the devices on a network and to perform continuous 
monitoring of the edge devices. The IT should know what edge devices are in the network, 
what information they are collecting and sharing and the potential risks that they are subject 
to in the environment, and then devise continuously working security solutions for the 
devices.

2.4.3 Security Challenges in Authentication

Most of the security risks in IoT are because of the nature of the edge devices, which, many 
believe, are designed to trust without verifying a connected source. It is thought, if all devices 
were to blindly trust each other to share data, then security is surely compromised.

In IoT, edge devices are small devices that are making more devices smart and connected. 
With connectivity, the risk of threats increases manifold. Today, the IoT security industryis in 
a nascent stage. It is at the same place where the PC era was when suddenly Internet 
connectivity gained momentum, and no one recognized at first the threats it posed, and the 
ways to secure them. Moreover, as of now, most IoT products lack security because the 
manufacturers are spending less time than required in making their products secure; the race 
is primarily to deliver the first product in the market. The following image shows security 
challenges in authentication:

Fig. 2.4.3: Security challenges in authentication

2.4.4 Authorization of the Edge Devices

It is crucial to delegate control and authority to arrive at a fundamental security principle.  
The edge devices might gain access to data and resources within their permissible scope or  
when it is architecturally possible. This means that the devices would have some permission  
by configuration and some enabled with architecture. Authorization here would mean  
providing role-based access control (RBAC) and certificate signing rights for better  
functioning of top security.

2.4.5 Access Control

Access control facilitates restricted access, achieved by certain groups, people or access  
levels. This assures the users easy and secure access to the facility. Intelligent locks, keypads,  
card readers and other related devices are generally used for access control.
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Any malicious activity in the range of the access system triggers an alert and generates the 
detailed notification on the management software controller.

The devices are configured for different operating conditions, sensitivity, specifications and 
authority in control software. The control software is used as the controller for the entire 
framework. A duplicate control can be configured via a mobile app on mobile devices so that 
the notifications can be received in real time.

The following image shows a mobile app connected to a home alarm system:

Fig. 2.4.4: A mobile app connected to a home alarm system

Every authorised mobile device needs to use its unique Internet protocol (IP) address to get 
an access into the main controller for using the security system. The main server also 
possesses a unique IP address for establishing the communication among access control 
system components.

Access Control System Architecture

Access control for IoT can be implemented in two ways as shown in the following figure:

Fig. 2.4.5: Two ways of implementing access control

In a distributed architecture, the control server offers access tokens to the users, so that they 
can enjoy a direct access to the IoT devices.
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Centralized ArchitectureDistributed Architecture
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The following figure shows the distributed architecture:
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Fig. 2.4.6: Distributed architecture

In a centralized architecture, the users have the access to the cloud-based servers which then 
authorises the request of the users and relay data between the IoT devices and the user. The 
following figure shows the centralized architecture:

Fig. 2.4.7: Centralized architecture

It can be a challenging task to manage an access control system. To set up the system, a 
technician must have the knowledge of the following tasks:

¶ Adding a new access point to the control system

¶ Keeping the system secure

¶ Identifying the users and devices

¶ Troubleshooting the problems with the set up

¶ Ensuring that the servers are kept up to date

¶ Ensuring appropriate firewalls and the latest security patches are installed
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2.4.6 Third Party Software for Access Control

The most important component of an access control system in case of IoT is the integration 
of physical and logical access, which means that the physical security system is linked with 
the logical assets.

There are various tools and software available in market for access control and security.

Courion Access Assurance Suite

It is comprised of several modules and every module performs a specific function. It has the 
following features:

¶ Enforces strong password policies

¶ Automates account creation, modification and disablement

¶ Remediates inappropriate and high-risk access

The following screenshot shows an access modification window:
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Fig. 2.4.8: Access modification window

Oracle Identi ty Governance Suite

This is suitable for large organisations. It utilizes analytics for managing the privileged account 
management, identity intelligence and user administration. It provides a simplified and 
customizable user interface that offers durability across patches and upgrades.
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The following screenshot shows the Oracle Identity Self Service window:
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Fig. 2.4.9: Oracle Identity Self Service window

IBM Security Identity Governance and Administration

This suite integrates Security Identity Governance system and Security Identity Manager. It 
facilitates the following actions:

¶ User access management

¶ Identity management and governance

The following screenshot shows the login window of IBM Security Identity Governance:

Fig. 2.4.10: Login window of IBM Security Identity Governance

Identi ty card Access Control

It provides customizable credentials and ID badges for authorised persons and thus enables 
access control.

Telecom Technician - IoT 
Devices/Systems 



The following screenshot shows an Identity card Access Control window:

Fig. 2.4.11: Identity card Access Control window

2.4.7 Control Access Using Security

The access control system provides security to the organisation by offering access only to the 
authorised people. The following image shows two examples of granting and denying access 
to a person:

129

Fig. 2.4.12(a): Access granted

Fig. 2.4.12(b): Access denied
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It is of high priority to ensure the following precautions:

¶ Eliminate risk with security tools

¶ Track everything with the software interface

¶ Set the remote access rules restriction options properly

¶ Use advanced authentication method for restricting the access to unauthorised users

¶ Set email connection notifications

To set up the software interface, the following steps should be followed:

¶ Step 1: Install the software and open it. Enter the login details as shown in the following 
screenshot:

Fig. 2.4.13: Software login window

¶ Step 2: Edit the controller settings by entering the network details and product details. 
The following screenshot shows the edit controller window:

Fig. 2.4.14: Edit controller window
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¶ Step 3: Edit the device or machine settings. The following screenshot shows the device 
settings window:

Fig. 2.4.15: Device settings window

¶ Step 4: Create the timezone settings as per requirement. The following screenshot 
shows the time settings window:

Fig. 2.4.16: Time settings window
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¶ Step 5: Fill the employee records. The following screenshot shows the employee records 
window:
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Fig. 2.4.17: Employee details window

¶ Step 6: Click on a row to create or update the employeedetails. The following screenshot 
shows editing the employee records window:

Fig. 2.4.18: Editing employee records window

¶ Step 7: Connect the device and select the time zone and upload it to the machine as 
shown in the following screenshot:

Fig. 2.4.19: Uploading time zone to the device
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¶ Step 8: Upload the user rights to the device as shown in the following screenshot:

Fig. 2.4.20: Uploading user rights to the device

¶ Step 9: Generate report as shown in the following screenshot:

Fig. 2.4.21: Generating report

Securing Wireless Connection

Securing the network connection is very important. There are some ways to secure the 
wireless connection. They are as follows:

¶ The following default settings of the router must be changed:

o Router password must be changed

o IP address and the subnet mask should be updated

o Remote management should be disabled
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The following screenshot shows changing the default settings:

Fig. 2.4.22: Changing the router default settings

¶ The default Service Set Identifier (SSID), which denotes the name of the network, must be 
changed and the broadcasting name option should be disabled. The following screenshot 
shows changing the wireless settings:

Fig. 2.4.23: Changing the wireless settings
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¶ Reliable encryption standard must be selected. The following image shows the WAP2 
selected as encryption method:
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Fig. 2.4.24: WAP2 selected as encryption method

¶ Router firewall must be enabled and the firmware must be updated. The following 
screenshot shows the upgrading of firmware:

Fig. 2.4.25: Upgrading of firmware
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2.4.8 Check for Malware and DDoS Attacks

Many IoT devices become soft targets and often victims of malware because of poor security. 
Most of the IoT malware targets the devices that are not PC embedded and does not have any 
advanced security features.

The following figure lists some symptoms that indicate that the device is malware affected: 

The system is slowing down or crashes.

Annoying advertisements or unusual error messages are displayed. 

Pop-up messages and unusual messages show unexpectedly.

There is increase in the Internet traffic.

The browser homepage changes and the security solution is disabled.

The control Panel cannot be accessed.  

Unfamiliar icons are visible on the desktop.

Fig. 2.4.26: Symptoms of malware affecting a device

The malware can be removed by performing the following actions:

¶ Deleting temporary files

¶ Running a malware scan

¶ Using a good antivirus software

DDoS is an attack in which a group of systems target a single target, causing denial of service 
for the users of the victim. The most common symptom in a DDoS attack is the flooding of the 
incoming packets to the victim. The steps for detecting DDoS in Windows are as follows:

¶ Step 1: Select start -> Select Run -> Type άŎƳŘέ -> Select OK.

¶ Step 2: In the command prompt type netstat ς ano - netstat.txt and then press Enter key. 
The NETSTAT command displays the current TCP/IP network connections and protocol 
statistics in a system. The command is as follows:

netstat -ano

a ς Shows the connections and listening ports. 

n ς Shows addresses and port numbers.

o ς Shows the process ID related to each connection.

¶ Step 3: Check the total number of connection at port 80 using netstat -ano |  find /i  /c
ά8лέ command.

¶ Step 4: Check for the IP addresses with the maximum number of connections.

¶ Step 5: Block the access of such IP
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2.4.9 Workings of Ethernet, TCP/IP, and VPN in IoT 
Installations

Ethernet,TCP/IP,andVirtual PrivateNetworks(VPNs)are fundamentalnetworkingtechnologiesin IoT

installations, each operating at different levels of the communication stack to ensure physical

connectivity,dataexchange,andsecurity.

Ethernet

Ethernet is a set of standardsthat definesthe physicaland data link layersof a LocalAreaNetwork

(LAN).

Å Functionin IoT: It providesa reliable,high-speedwired connectionfor stationaryIoTdevicesin

environmentslike smart factories, commercialbuildings,or data centers where stability and

securityareprioritizedovermobility.

ÅWorking Mechanism: Data is organizedinto frames,which include the sourceand destination

Media AccessControl (MAC)addresses. Theseframesare transmitted aselectricalsignalsover

physicalmedia (typically Ethernet cables) to a network switch. The switch reads the MAC

addressesand forwardsthe framesonly to the intendedrecipient deviceon the localnetwork,

ensuringefficientanddirectcommunicationwithin the localenvironment.

Å Benefits: Keyadvantagesincludehigh reliability, low latency,and robust securitywithin the local

network perimeter, which are essential for time-sensitive or critical applications. Power over

Ethernet(PoE)functionality alsoallowsa singlecableto provideboth power and data, simplifying

installations.

TCP/IP(TransmissionControlProtocol/Internet Protocol)

TheTCP/IPsuite is the foundationalframeworkfor communicationacrossdifferent networks,including

the globalinternet. It is layeredon top of the physicalnetworkinfrastructure(likeEthernet).

Å Function in IoT: It governshow data is broken down, addressed,transmitted, and reassembled,

enablingdevicesto communicateacrossdiversenetworksregardlessof their underlyinghardwareor

operatingsystems.

WorkingMechanism:

o TCP: Operatesat the transport layerandprovidesreliable,connection-orientedcommunication.

It breaks data into smaller segments,assignssequencenumbers to each, and ensuresall

segmentsarriveat the destinationin the correctorder, requestingretransmissionfor anylost or

corruptedpackets. Thisis ideal for applicationswheredata integrity is crucial,suchasfirmware

updatesor datatransfersto cloudplatforms.

o IP: Operatesat the internet layer and handlesaddressingand routing. It assignseachdevicea

uniqueIPaddress(e.g., IPv4 or IPv6) andaddsaheaderto eachdatapacketcontainingthe source

and destinationIPaddresses. Routersusethis information to determinethe most efficient path

to forwardpacketsacrossdifferent networksuntil theyreachtheir destination.
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VPN(Virtual PrivateNetwork)

o A VPNis a securitysolution that extendsa private network acrossa public network (like the

internet),allowingdevicesto sendandreceivedatasecurelyasif they weredirectlyconnectedto

the privatenetwork.

o Functionin IoT: VPNsprovidea cruciallayerof securityfor IoTinstallations,whichoften transmit

sensitivedata over publicor cellularnetworks. Theysafeguardcommunicationfrom threats like

interception,unauthorizedaccess,andtampering.

WorkingMechanism:

o SecureTunneling: TheVPNestablishesa secure"tunnel" between the IoTdevice(or gateway)

andthe networkserveror cloudplatform.

o Encryption: All data travelingthrough this tunnel is encrypted,makingit unreadableto anyone

whomight interceptit. Thisprotectsthe confidentialityandintegrityof the data.

o Authentication and AccessControl: VPNsauthenticatedevicesto ensureonly verified entities

canaccessthe privatenetworkresources,helpingto preventunauthorizedaccessor spoofing.

o Remote Access: Theyallow developersand administratorsto securelymonitor, manage,and

troubleshoot remote IoT devicesfrom anywhere without exposingthe devicesto the open

internet,whichenhancesprivacyandcontrol.
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By the end of this unit, the participants will be able to:

1. Describethe commonIoTcybersecuritythreatsandpreventivemeasures.

2. Discussthe security standardsand compliancerequirements,including ISO27001, GDPR,and

NIST.

UNIT 2.5:Authentication and Access Control Mechanism

Unit Objectives

2.5.1 Pre-installation Preparation

Before performing the installation of the set up for an IoT device, which includes sensor  gateway and 
nodes connection at the site, the technician needs to perform few pre-  installation steps such as site 
analysis and assessment of the tools and equipment required  for the installation of the IoT 
framework at the site. This helps to make sure that the  installation is carried out effectively.

The following figure shows the pre-installation steps included in IoT device installation:

Analyse the Site Requirements

Create a Site Log

Understand Tools and Equipment Requirement for Installation  

Prepare Installation Checklist

Follow Safety Recommendations

Fig. 2.5.1: Pre-installation steps

Analyse Site Requirements

First of all, the technician needs to understand the requirement of the site at which the IoT  set up 
needs to be installed. By analysing the site, the technician would know the details such  as suitable 
location for mounting the sensors, power source location and various other  factors that contribute 
to the IoT framework. This would also help the technician to  understand the tools and equipment 
required for the installation. After analysing the site,  the technician can carry out the installation of 
the IoT set up at the site effectively.
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The following image shows the points which are analysed by the technician before starting 
the installation:

Suitable mounting locations for device or sensor 

Power source for the device or sensor

Suitable method of communication between sensor, node and 
gateway

Fig.2.5.2: Site analysis

Create Site log

In site log creation, the technician notes down all the details of the site and the requirements 
at the time of installation. Information such as mounting location for device, wiring diagram, 
power source and suitable communication network is noted down. Special requirements 
such as the tools and equipment which are required at the time of installation are also 
recorded. The following figure shows a sample site log to be prepared after the site 
analysis:

Company Name

Address
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Name of client:

Address: Product detail:  

Installation date:  Site details

Area:

Building material type:
Location for  

mounting device:

Power source:

Special site requirement:

Tools and equipmentΩs needed

Tools required:
Equipment required:

Special requirements:

Technician signature Authorising personΩs signature

Fig. 2.5.3: Site log
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Understand Tools and Equipment Requirement for Installation

For installation of devices and sensors, the technician uses several tools such as a drill, a screw 
driver and a hammer as well as different equipment such as a signal tester and a multimixer. 
The technician should know the use and proper handling of these tools and equipment to 
perform the installation process.

To operate a drilling machine, the steps are as follows:

Step 1: Mark the point of drill on the wall. The following image shows the point to be marked:
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Fig. 2.5.4: Point to be marked for drilling

Step 2: Choose the drill bit and adjust the speed of the drill as shown in the following image:

Fig. 2.5.5: Adjust the speed of the drill

Step 3: Mark the required depth as shown in the following image:

Fig. 2.5.6: Mark the depth of the drill
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Step 4: Place the drill on the mark on the wall and start the machine at a low speed as shown 
in the following image:
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Fig. 2.5.7: Drilling on wall

Step 5: Make a shallow hole to make a base for the drill and then set high speed for the drill.

Step 6: Stop drilling after reaching the desired depth.

To measure the electrical parameters like voltage, current and so on, a multimeter can be 
used. There are various settings available in a multimeter, such as the following:

¶ for AC and DC current in micro/milli-amps as well as amps

¶ for AC and DC voltage in millivolts as well as hundreds of volts

¶ for resistance in ohms as well as megaohms

There may be some additional settings for measuring frequency, capacitance, decibels, 
inductance and temperature. To test a speed sensor using a multimeter, the steps are as 
follows:

Step 1: Attach the red lead to the signal output and the black lead to the ground on the speed 
sensor as shown in the following image:

Fig. 2.5.8: Attaching the sensor leads to the multimeter
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Step 2: Take a moving device to generate the signal. For example, a drill is used here. Attach 
the drill to the sensor and power on the drilling machine. The following image shows increase 
in the voltage output of the sensor with increased rotation per minute (RPM) of the drill:
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Fig. 2.5.9: Increased voltage output of the sensor with increased RPM of the drill

Step 3: Power off the drill and check the reading as shown in the following image:

Fig. 2.5.10: Readingafter powering off the drill

This equipment basically help in installing the setup and testing it. Some of the tools and 
equipment are very costly and they need to be handled with care. They may require special 
skills to be used effectively.

Prepare Installation Checklist

After analysing the site and understanding the requirements of tools and equipment, the 
technician needs to prepare the site for installation. This step involves clearing the work area, 
marking the area for mounting the devices and selecting suitable power source. In the 
checklist all the steps are noted down in a sequential manner to complete the installation 
effectively.

Follow Safety Recommendations

General safety instructions include the following points:

¶ Keep the sensitive circuit ports and cable connectors dust-free during and after 
installation. For this, covers and caps can be used for ports and connectors to protect 
them from dust, debris and water.

¶ Keep the devices and equipment safe from any damage during transportation.

¶ Avoid wearing loose clothing while performing the installation.
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¶ Wear safety equipment while performing the installation. Safety equipment includes the 
following items:

o Head protection: helmet

o Eye protection: goggles

o Hand protection: gloves

o Feet protection: shoes

o Body protection: jackets

o Ear protection: ear muffs

o First aid kit

Safety with Electricity

The following points need to be kept in mind while working with electricity:

¶ Locate the electrical wiring set up and disconnect the power supply before performing 
the electrical connections.

¶ Avoid any hazardous working conditions such as moisture, ungrounded cables or 
damaged power chords.

¶ Take necessary measures to prevent any Electrostatic discharge (ESD) such as:

o Hold the printed circuit board or PCB by its edges

o Never place electrical components on a metal surface

o Keep the components in ESD-safe packaging while not in use

o Use the protective gears shown in the following image while handling components 
that are prone to ESD:
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Fig. 2.5.11: Safety gears for protection from ESD

Wire strap Gloves

Safety clothes
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2.5.2 Device and Tools Used

The various tools required for installation of IoT devices are mentioned in the following table:

Tool and 
Equipment

Use Image

Angle finder Used to find degree of bend and 
precision angle

Used in proper positioning of the 
nodes and sensors according to 
the requirement

Spirit level Used to measure vertical, 
horizontal and diagonal planes

Used for mounting the nodes 
and edge devices at accurate 
level

Tape Used for routing wiring through 
the walls and electrical conduits

Cordless drill Used to drive screws into various 
substrates without damaging 
them

Used to drill on the mounting 
surface
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Safety Guidelines for Network Devices

The guidelines that need to be adhered to ensure the safety of network devices are as follows:

¶ Avoid touching or moving antennas of the router or gateways while the system is on, as it 
may hamper the equal radiation of signals in all directions.

¶ Avoid handling the antenna set up if there is lightning.

Telecom Technician - IoT 
Devices/Systems 



Tool and 
Equipment

Use Image

Drill bits Used to remove material for 
creating different kinds of holes 
in different materials

Are attached to a drill to cut 
through the work object by 
rotating it

Available in various sizes and 
shapes

Torque wrench Used to apply a specific torqueto 
a nut or bolt at the time of 
assembling and installing the 
devices

Wire strippers Used to strip the insulation part 
from electric wires

Crimpers Used to crimp which is binding 
two pieces of metal by 
deforming one or both of them 
such that they hold each other

Used to crimp Ethernet cables 
while making network  
connection between nodes and 
gateways

Needle-nose  
pliers

Used to bend, re-position and 
snip wire

Helps in reaching areas where 
fingers or any other 
tool/instrument cannot reach 
easily, such as microcontrollers 
within a device
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Tool and 
Equipment

Use Image

Wire cutter Used for cutting wires as small 
and large wire are needed for IoT 
device installation

Multimeter Used to measure resistance, 
current and voltage of nodes and 
power supplies

Tape measure Is a ruler made up of ribbon or 
cloth, fibre glass, plastic or metal 
strip

Consists of linear-measurement 
markings

Used for measuring distance of 
the node and gateway locations 
from the ground, ceiling and 
neighbouring surfaces

Heavy duty  
extension cords

Is flexible electrical power cable 
also known as flex, attached to a 
plug on one end and 
one/multiple sockets on the 
other end

Used in case of high voltage 
power supply for heavy work 
operations such as power supply 
of large drilling machines on 
construction sites

Fuse Pullers Used to insert and remove 
electrical fuses from housing

Magnetic 
wristband

Is a band worn on the wrist that 
has magnetic mechanismto hold 
tools such as nails, fasteners and 
drill bits while working

Used for installing nodes and 
devices at a height
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Table 2.5.12 Tools required in installing IoT devices
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2.5.3 Choosing the Location for Installing the Device

For installing an IoT device such as a sensor or a camera, the technician needs to choose a 
location which does not affect the working and functioning of the IoT device. There are a few 
common criteria as follows:

1. Avoid Direct Sunlight

As any IoT device, such as a sensor or a camera is designed to operate within a temperature 
range, the technician should install the IoT device such that it can operate safely under all 
weather conditions. The following figure shows an IoT camera installed in shade to avoid 
direct sunlight:
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Fig. 2.5.13: An IoT camera installed in shade to avoid direct sunlight

2. Keep the Device in Range of the Network

As an IoT set up works on Internet, the communication between the devices can be through 
any mode; wireless or wired. The technician should install the IoT device near a network set 
up such as a router so that there is no signal loss in the setup. The following figure shows an 
IoT camera placed in line of sight of a Wi Fi router:

Fig. 2.5.14: An IoT camera in line of sight of a Wi Fi router

3. Consider the Surrounding

While installing the IoT device, the technician should consider the surrounding of the 
installation location as there should be no hindrance in the operating area or the area 
covered by the sensor or the camera; such as a plant, a wall or any object. The following 
figure shows a plant under the field of vision of an IoT camera:

Fig. 2.5.15: A plant under the field of vision of an IoT camera
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4.   Place Device at a Height
While installing an IoT device such as a sensor, it should be installed at an optimum height 
which would help in operating it clearly. For example, a camera should be installed at a 
certain height so that it can detect the faces of people. The following figure shows the 
optimum height of installing an IoT camera:

Fig. 2.5.16: Camera installed at an optimum height

2.5.3 Choosing Power Supply

After selecting a suitable location for installation of an IoT device, the technician should 
choose the power supply for the device. For selecting the power supply, a technician should 
consider a few points as follows:

¶ The power point should be as close as possible to the IoT device.

¶ The power supply should be near a dry ventilated area. Places such as kitchen, bathroom 
or laundry should be avoided.

¶ The power supply should be in a less active area to avoid any damage from any movement 
of people.

¶ The power supply should be at a place where all the ƛƴŘƛŎŀǘƻǊǎΩ light can be seen easily 
from a distance.

¶ The power supply should be in the same building where the main electric distribution box 
is installed; not in any separate garage or store house.

Also, the wiring should be done correctly while connecting the power supply chord to the 
power supply and the device.
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Thefollowing imageshowsthe correctand incorrectmethod of securinga power cable
to a wall:

Fig.2.5.17:Safeandunsafepowercablearrangement
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2.5.4 Common IoT Cybersecurity Threats and Preventive 
Measures

IoTcybersecurityinvolvesprotectinginterconnecteddevices,the networksthey use,andthe datathey

generatefrom theft, damage,or unauthorizedaccess. Theexpandingattacksurfacecreatedby billions

of IoTdevicesmakesrobustsecurityessential.

CommonIoTCybersecurityThreats

IoTdevicesare susceptibleto variousthreats,primarilydue to resourceconstraints(limited processing

powerandmemoryfor advancedsecurityfeatures),insecuredefaults,anddifficulty in patching.

ÅWeak Authentication and Default Passwords: Many devices ship with hardcoded, default

credentials("admin"/"password")that usersoften fail to change. Attackerscaneasilyexploit these

to gainunauthorizedaccessandcontroldevices.

Å BotnetsandMalware: CompromisedIoTdevicesareoften recruitedinto largenetworksof hijacked

devicescalledbotnets. Thesebotnets are then usedto launchmassive-scalecyberattacks,suchas

DistributedDenialof Service(DDoS)attacks,whichoverwhelmtargetserverswith traffic.

Å EavesdroppingandDataInterception: Datatransmittedover insecureor unencryptednetworkscan

be interceptedand readby unauthorizedparties. Thisrisk is high in applicationsinvolvingsensitive

informationlikehealthdata,financialdetails,or confidentialindustrialprocesses.

Å PhysicalTampering and Device Hijacking: Inaccessibleor physicallyunsecureddevicescan be

tamperedwith. Attackersmightphysicallyaccessports,extractdata,or injectmaliciouscodedirectly

into the devicehardware.

Å InsecureWeb Interfacesand CloudVulnerabilities: Many IoT devicesare managedthrough web

portals or mobile apps which may have software vulnerabilities (e.g., SQLinjection, cross-site

scripting). Exploiting these allows attackers to compromise the entire system through the

managementinterface.

Å Lackof PatchManagement: Manymanufacturersdo not provideregularsecurityupdates(patches)

for their devices,leavingknownvulnerabilitiesunaddressedandexploitablefor extendedperiods.

PreventiveMeasuresandBestPractices

SecuringIoT installationsrequiresa multi-layeredapproach,combiningsecurityby designprinciples

with ongoingmanagementandmonitoring.

Å Implement "Security by Design": Security measuresshould be integrated from the initial

planningand designphases,not added as an afterthought. This includesusingsecurecoding

practicesandchoosinghardwarewith built-in securityfeatures.

Å Strong Authentication and AccessControl: Enforcecomplex,unique passwords,multi-factor

authentication(MFA),and the principleof leastprivilege(grantingonly necessarypermissions).

Defaultpasswordsshouldbechangedimmediatelyuponinstallation.

Å Data Encryption(In Transitand At Rest): All data shouldbe encryptedwhile beingtransmitted

acrossnetworks(usingprotocolslikeTLS/SSL)andwhenstoredon the deviceor in the cloud.

Å Network Segmentation: Isolate IoT devicesfrom critical corporate networks using VLANsor

separatefirewall rules. If a deviceis compromised,segmentationlimits the attacker'sability to

movelaterallyacrossthe broadernetwork.
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Å RegularSoftwareUpdatesand PatchManagement: Manufacturersmust providea mechanismfor

regular,securefirmware updates. Usersshouldpromptly install thesepatchesto fix knownsecurity

vulnerabilities.

Å Continuous Monitoring and Threat Detection: Use intrusion detection systems and security

analyticsto monitor network traffic for suspiciousactivity. Timelydetectionof anomaliesallowsfor

quickincidentresponse.

Å Physical Security: Where applicable, ensure IoT devices are physically secure to prevent

unauthorizedaccessor tampering.

Å Security Audits and Risk Assessments: Regularly conduct security audits and vulnerability

assessmentsto identifypotentialweaknessesin the systemandaddressthemproactively.

2.5.5 Iot Security Standards and Compliance Requirements

IoTsecuritystandardsandcompliancerequirementsprovideessentialframeworksfor organizationsto
managerisks,protect data,andmeet legalobligations. Adheringto standardslike ISO27001, GDPR,and
NISTguidelineshelpsorganizationsestablishrobust securityposturesand build trust with customers
andregulators.

ISO27001

ISO/IEC27001, an internationally recognizedstandard, outlines the requirements for establishing,
implementing,maintaining,and continuouslyimprovingan Information SecurityManagementSystem
(ISMS).

Å Focus: It takesa risk-managementapproachto security,requiringorganizationsto identify potential
threats and vulnerabilitiesand implement controls to mitigate them. It coversall aspectsof an
organization'sinformationsecurity,not just the technicalelements.

Å Rolein IoT: For IoTinstallations,ISO27001helpsstructure the managementof securityacrossthe
entire ecosystem,from devicedesignand deploymentto data transmissionand storage. It ensures
securityrisksrelatedto devices,networks,andcloudplatformsaresystematicallyaddressed.

KeyRequirements:

Å RiskAssessment: Mandatesa thoroughassessmentof information securityrisksrelevantto the IoT
environment.

Å ControlsImplementation: Requiresthe implementationof appropriatesecuritycontrols(from a list
of suggestionswithin the standard)to manageidentifiedrisks.

Å ContinuousImprovement: Promotesa Plan-Do-Check-Act (PDCA)cycleto ensurethe ISMSevolves
with newthreatsandchangesin technology.

GDPR(GeneralDataProtectionRegulation)

Å The GeneralData Protection Regulation(GDPR)is a stringent data privacyand security law that
governshow organizationshandlethe personaldata of individualswithin the EuropeanUnion (EU)
andthe EuropeanEconomicArea(EEA).
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Å Focus: It protects individuals'fundamentalright to data privacyand grants them control over

their personalinformation.

Å Rolein IoT: IoT systemsoften collect vast amountsof personaldata (location,health metrics,

behavioral patterns). GDPRmandates strict accountability for how this data is collected,

processed,andstored.

KeyRequirements:

Å Lawfulness,Fairness,and Transparency: Dataprocessingmust be lawful, fair to the individual,

andtransparent.

Å DataMinimizationand "Privacyby Design": Organizationsmust collectonly necessarydata and

integrateprivacyconsiderationsinto the designof their IoTsystemsfrom the outset.

Å IndividualRights: Grantsindividualsrightsto access,correct,erase,andtransfertheir data.

Å DataBreachNotification: Mandatesreporting certaindata breachesto authoritiesand affected

individualswithin 72hours. Non-compliancecanresult in substantialfines.

NIST(NationalInstitute of StandardsandTechnology)Frameworks

NISTprovidesa rangeof cybersecurityguidelinesand frameworksthat are widelyadoptedvoluntarily,

particularly in the United States. Theyoffer practical,actionableguidancefor managingcybersecurity

risks.

Å Focus: NISTframeworksaredesignedto improveanorganization'sability to prevent,detect,and

respondto cyberattacks.

Å Rolein IoT: NISThasdevelopedspecificguidelinesfor IoTsecurity,suchasthe NISTCybersecurity

Framework(CSF)andthe CoreCybersecurityCapabilitiesfor ManagedServiceProviders(NISTSP

800-161Rev. 1). Theseprovideastructuredapproachto securingdiverseIoTecosystems.

Å Key Requirements/Functions(from the CSF): The framework is structured around five core

functionsthat helpprioritizeandmanagesecurityactivities:

Å Identify: Understandthe assets,data,andriskswithin the IoTsystem.

Å Protect: Implement safeguardsto ensurethe delivery of critical services(e.g., accesscontrol,

training).

Å Detect: Implement mechanismsto identify the occurrenceof a cybersecurityevent (e.g.,

monitoring,anomalydetection).

Å Respond: Developplansandcapabilitiesto actwhenasecurityincidentisdetected.

Å Recover: Implement plans for resilience and restoring servicesimpaired during a security

incident.
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By the end of this unit, the participants will be able to:

1. Showhow to mount IoTdevicessecurelyusingindustry-approvedtechniquesandtools.
2. Demonstratehow to identify varioustypesof microprocessorboardsandmicrocontrollersusedin

IoTinstallations.
3. Show how to check the components,pin configurations,and interconnectivity provisionsof

microcontrollerboards.
4. Explainthe processof installingandconfiguringsmartmeters,connectedcameras,and industrial

IoTdevices.

UNIT 2.6:Mounting the Devices at Desired Locations 

Unit Objectives

2.6.1 Surface Preparation

Thefirst step in installationof any IoTdeviceis to preparethe surfaceon which the deviceis to be

mounted. For example,while mounting a sensoron a wall or any surface,the surface needsto be

preparedsothat the devicecanbe installedeasily.

Forthe installationof an IoTdevicesuchasa wall mountedcamera,the technicianneedsto choosea

suitable location and after that the following stepsare performed for preparationof the mounting

surface:

1. Checkthe levelling of the surfaceusing spirit level. The following image shows testing of the

surfacelevel:

Fig. 2.6.1: Checking the surface level
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2. Mark the area for creating holes to mount the frame on which the camera is to be 
installed. The following image shows marking a surface:
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Fig. 2.6.2: Marking the surface

3. Perform drilling to make holes for the screws which are to be mounted in the frame to 
hold the camera in place. The following image shows a technician making a hole using a 
drill machine:

Fig. 2.6.3: Drilling

4. After creating a hole, clean the hole and then put wall anchors if needed. The following 
image shows placement of wall anchors inside the drilled holes:

Fig. 2.6.4: Wall anchors in drilled holes
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2.6.2 Mounting of Device

After preparation of surface and mounting the frame, the next step is to mount the device. 
For different types of devices such as gateways or cameras, different types of mounting set 
ups are present which depends upon the model and the make. Sensors are usually installed 
within a switch or light or any other device. Hence, they do not require mounting. For 
example, if a motion detector device needs to be installed, the steps are as follows:

Step 1: Choose a place to mount the sensor.

Step 2: Remove the tape from the back of the sensor and press the sensor firmly against the 
wall. The sensor should be placed in such a way that the LED light is at the top and the glass 
eye is at the bottom, as shown in the following image:
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Fig. 2.6.5: Placing of motion detector sensor

For mounting a camera, the camera bracket is mounted first, which holds the camera at its 
place on the wall. The steps performed in mounting an IoT camera set up is discussed as 
follows:

1. Put the camera holding bracket on the wall and secure it with screws. If the mounting is 
on a pole, then use plastic ties to secure the camera bracket at its place. The following 
figure shows the mounting of a camera bracket:

A: Mounting bracket, B: Straps, C: Mounting screws

Fig. 2.6.6: Mounting camera bracket on a wall
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2. After placing the screws, tighten them using a screw driver and check whether the bracket 
is installed tightly and is secured at its position or not. The following image shows 
tightening of screws to mount the camera bracket:

Fig. 2.6.7: Mounting camera bracket on wall

2.6.3 Choosing Distance between Network Devices

For proper communication and signal transmission between IoT network devices, a few 
factors should be considered. The factors that affect the signal between network devices are 
as follows:

¶ Physical Obstructions: In wireless signal set up, physical objects such as walls, buildings 
and other objects create hindrance in the wireless network. So the wireless device should 
be kept at a spot where the wireless signals cannot be obstructed.

The following figure shows the line-of-sight communication inside a room between an 
edge device such as a camera and a gateway/router:
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Fig. 2.6.8: Line of sight communication inside a room
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If heavy building materials cannot be avoided, wired connection should be used. The 
example is shown in the following image:

Fig. 2.6.9: Line of sight betweenoutdoor and indoor areas

¶ Network Range and Distance between Devices: The network strength between the 
network devices drops by an inverse cube of the distance between the devices. So, for a 
distance of 2 m, the signal strength will drop to about 8 times of the signal strength for a 
device at a distance of 1 m. The following image shows drop in signal strength:

Fig. 2.6.10: Drop in signal strength

2.6.4 Evaluating the Resource Consumption of the Set-up

While setting up the IoT framework at a site, the technician needs to design and plan the LAN 
arrangement. It helps in ensuring that all the requirements, the cost involved, and the set-up 
is on the basis of a technical design and plan. While selecting devices for an IoT LAN network 
framework, the following factors should be considered:

Factors to be Considered while Selecting a Switch

¶ Cost: The cost of the switch is based on its capacity and features as per its use. The 
capacity of the switch is based on the number of ports and the switching speed.
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The following image shows two networks set up with switches:
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Fig. 2.6.11: Switch selection for a LAN network

¶ Speed and Types of Ports: As per the usage of IoT network framework the switch is 
selected as different ports may provide different speeds. So while choosing the best 
switch, network requirements should be checked. The following image shows different 
types of switches based on the speed:

Fig. 2.6.12: Speed factor for selecting switch for LAN network

Factors to be Considered while Selecting a Router

¶ Expandability: While selecting a router, the number of devices to be connected in the 
entire network with the router should be checked. This will help in selecting the 
optimum router.

¶ Operating System Features: Based on the type of security level, quality of service and the 
routing layer protocol, the router is chosen as per the best suitable version of router 
configuration for the network.
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Factors Affecting Cable Length

¶ Total Cable Length: All type of LAN cabling is restricted to around 100 meters per channel. 
As per the standard, the patch cable length should be 5 meters. Cabling distance is a 
significant factor for loss of signal. So as per the suitable cabling distance, different types 
of cables are provided to avoid signal loss. For example, Ethernet cable length should be 
up to maximum 90 meters. Fibre optic cable can be used for a distance up to 500 meters 
to some kilometres. The following image shows a cabling set up in a LAN network:

Fig. 2.6.13: Cabling set up for a LAN network

2.6.5 Cabling and Power Connections

After mounting the IoT device such as a camera, the connection between the ŎŀƳŜǊŀΩǎ power 
supply and the input output from the camera for surveillance is done. For making the 
necessary cabling connection, the technician should know the types of cables used in setting 
up an IoT framework.

The following steps should be taken care of while connecting the cables in an IoT framework:

1. Use more cable and leave a little slack.

2. Test each part of the network set up installed.

3. Keep the cabling structure away from any sources of electrical inference.

4. Run the cable through wall and secure it with wire holding pins.

5. Mark and label the ends of every cable.

6. Make sure to use cable ties to keep the cables together and arranged.
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The following image shows a basic wiring set up for a camera used for surveillance in IoT:

Fig. 2.6.14: Wiring set up for a camera in IoT

For wiring of an RGB cable, the following points should be considered:

1. Power off the device first.

2. Connect the red, yellow and white connector to the respective coloured slots on the 
device.

3. Connect red, yellow and white connector to the respective coloured slots on the other 
device for monitoring or recording.

4. Make sure that the connections are tight and fit.

5. Make sure that the slack wire is managed properly.

6. Turn on the device and check the audio and video streaming.

Signal and Power Loss during the Inter-device Communication

The signal travelling through a ƴŜǘǿƻǊƪΩǎ cables or through signals via a wireless channel gets 
low. This happens because of power and strength loss over the long distance due to 
attenuation or physical obstruction. The technician should check the loss of signal over the 
network and select the proper cable for transmission of signals over wired network. In 
wireless network, the technician should select the router and wireless configuration setting 
to minimise the signal loss.
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The following image shows wireless and wired signal loss:

Fig. 2.6.15: Wireless and wired signal loss
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By the end of this unit, the participants will be able to:

1. Discuss the impact of signal interference, data packet loss, and power failures on IoT
performance.

2. Elucidatethe toolsandtechniquesfor RFsignalstrengthmeasurementandspectrumanalysis.
3. Explainthe hazardsof RFradiationexposureandthe appropriatesafetyprocedures.
4. Demonstratehow to perform signalstrength testing and RFspectrumanalysisto optimize IoT

deviceplacement.
5. Explainproperhandling,grounding,andsafetymeasuresduringIoTdeviceinstallations.

UNIT 2.7:Performing Checks and Connections

Unit Objectives

2.7.1 Checking the Connectivity between Devices

After connectingthe devicesthrough cableand connectingthe power supply,the technician needto

checkwhetherthe connectionsarecorrector not.

Thefollowing figureshowsthe stepsto be taken to test the connections:

Test the connection with testing tools and equipment if there 
is problem in connection.

Fig. 2.7.1: Steps in checking the connections

Check the indicator for network signals.

Check the power supply indicator light on the devices.

Turn on the power supply of the devices.
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Testing of the edge nodes will be done after they are installed and configured. The technician 
needs to power on the devices and check whether there is any problem in power connection 
and network strength. Network can be tested visibly by the indicators and signal tester. The 
power connection and the continuity of the circuit is checked using a multimeter.

2.7.2 Selecting Power Supply and Grounding

Grounding or earthing means connecting an electrical system to the ground through its 
non- current carrying conductor part. The grounding of a system plays a vital role for stability 
and safety of the system. With poor earthing, electrical systems are prone to damage or 
accidents. All the devices in a system need to be grounded in some way. The following figure 
lists the purpose of earthing:
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Purpose of 
Earthing

Fix the potential of active conductors with respect to the earth

Limit the voltage in the electrical system between the non-current 
carrying parts and the earth

Remove the risk of electric shocks by implementing protection 
devices

Limit the rise in potential because of medium voltage faults in 
networks with low voltage

Fig. 2.7.2: Purpose of earthing

Most of the IoT devices are wireless and run on battery. The following image shows plug 
points whose third pin is configured for grounding:

Fig. 2.7.3: Plug point with grounding pin
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Selecting the Power Supply

The power supply should be chosen so that the device can get uninterrupted power supply 
and can operate without any electrical fault. While selecting the power supply for the IoT 
device, the following measures should be considered:

1. The power source should be at a place which is dry and at an optimum temperature.

2. The power source should not be damaged and it should be properly grounded.

3. The power socket should match the current and power rating of the device.

4. The wires should be secured and the connections should be tight.

Grounding the Connection

The grounding is done to protect the equipment and device from any sudden change in 
voltage. It helps to prevent any damage to the equipment and also protects the users from 
getting any shocks. The grounding steps for an electrical connection is as follows:

1. Take the grounding wire which is basically coded in green or black colour.

2. Take out the outer coating of the wire using a utility knife.

3. Attach the wire to the grounding point in the socket or at the wall lining.

The following image shows a basic grounding connection for a power supply connection:

Fig. 2.7.4: Grounding of an electrical connection

2.7.3 Post Commissioning Tests

For enabling data transmission between IoT devices, the technician needs to perform some 
steps. The following figure shows the steps that are performed to connect IoT devices for 
enabling data transmission:

Understand the mode of communication between the devices 

Set up the device connection

Check and access the device for data transmission

Fig. 2.7.5: Steps in IoT data transmission set up
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Understand the Mode of Communication between the Devices

In this, the technician needs to check whether the devices in an IoT set up are connected with 
a cable or they are working on a wireless network. For a wired network, which is Ethernet 
cable, the devices will automatically plug and play and start transmitting the data. For 
configuring devices over a wireless network, the technician needs to perform the following 
steps:

1. Find the static IP, Gateway and Net Mask information

2. Get the username and password from the admin device

3. Set the static IP address

4. Check for network connections in LAN

5. Enable the network to access the device and test the data transmission

The following screenshot shows the settings to be configured in a PC:

Fig. 2.7.6: Configuration of device through PC

2.7.4 Connectivity between Devices
After installing an IoT set up, the technician should perform a basic test for checking the 
connectivity between the devices. The testing of the set up covers various aspects in an IoT 
framework. The following figure shows the scope of IoT testing:
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Components validation
ωDevice hardware
ωEmbedded software

ωNetwork connectivity

Function validation
ωInteraction between devices
ωBasic device testing

Performance validation
ωDevice performance
ωData transmit frequency

Security and data validation
ωData packets validation
ωData encryption/decryption

Fig. 2.7.7: IoT testing scope
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To check the IoT set up, various types of tests are performed on different aspects of the 
framework to check the functioning of the entire framework. The following checks are the 
tests performed to examine an IoT set up:

¶ Functional Testing: This test is done to check whether the device is working as per the 
requirement of the customer, based on the inputs given.

¶ Compatibility Testing: In this, the version and compatibility between the devices are 
checked to make sure that they work well together. In this test, protocols and versions of 
hardware and software of the device are checked.

¶ Usability Testing: This is done to check whether the customer can use the IoT devices and 
understand the controls to use them as per its own use. This includes usefulness, text and 
appeal of the controls.

¶ Network Testing: This test needs to be done to check whether all the network 
connections between the devices are working as required. There should be no log and 
the devices should perform in sync.

¶ Security Testing: This test is done to check the security of the network set up and data 
encryption. This performs verification and authentication of the data and verifies the 
same to follow security protocols.

¶ Performance Testing: After completing all the tests, the technician needs to perform a 
performance test of the setup. The working and functioning of the entire set up is checked 
to ensure that it is working as per the desired outcome and following all the protocols.

2.7.5 RF Signal Strength Measurement and Spectrum 
Analysis
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RFsignalstrengthmeasurementandspectrumanalysisarecriticalfor the design,deployment,
and maintenanceof robust IoTwirelessnetworks. Theseprocessesusespecializedtools and
techniquesto identify signalquality, pinpoint sourcesof interference,and ensurereliable
connectivity.

Toolsfor RFMeasurementandAnalysis

ω SpectrumAnalyzers: Theprimary tool for RFanalysis,spectrumanalyzersmeasureand
display the magnitude (power/amplitude) of signals across a defined range of
frequencies. Theyare essentialfor visualizingthe spectralenvironment and detecting
unwantedsignalsor noise.

o Swept-Tuned Analyzers: The traditional type, well-suited for stable, continuous
signals. Theysweepthrough a rangeof frequenciesto measureamplitudeat each
point.

o Real-TimeSpectrumAnalyzers(RTSAs): Theseinstrumentscancaptureand analyze
transient, dynamic,or intermittent signalsby processingdata in real-time without
"blind spots". Theyare ideal for troubleshootingmodern,complexwirelesssystems
wheresignalsmayburst intermittently.

o Vector SignalAnalyzers(VSAs): Thesego beyondamplitude to measureboth the
magnitude and phase of a signal, enabling the analysis of complex digital
modulations(e.g., Wi-Fi,LTE).
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o Handheld/PortableAnalyzers: Compact,battery-poweredversionsof the above,usedfor field
work,sitesurveys,andinterferencehuntingoutsideof a labenvironment.

ω RFPowerMeters/Sensors: Simplertools that provide a direct numericalmeasurementof signal
power (typically in dBm or Watts), often with high accuracyfor stable signals,but without the
detailedfrequencyspectrumdisplayof aspectrumanalyzer.

ω NetworkAnalyzers(VNAs): Primarilyusedin the lab to characterizeRFcomponents(likeantennas,
filters, andcables)by measuringhow they passor reflect RFenergy,includingparameterslike gain,
return loss,andS-parameters.

ω RFSignalGenerators: Usedto create controlled test signalswith specificpower, frequency,and
modulationparametersto test the performanceof IoTreceiversor other components.

Techniquesfor RFMeasurementandAnalysis

ω ReceivedSignalStrengthIndication(RSSI): A simplemetric availablein most wirelessdevicesthat
indicatesthe power levelof a receivedradio signal. Whileusefulfor basiccoveragemapping(e.g.,
in-buildingWi-Fisignalstrengthis goodbetween-50 dBmand-67 dBm),it lacksthe precisionand
detailof dedicatedtestequipment.

ω SpectrumMonitoring and Interference Hunting: Using a spectrum analyzerto scan a specific
frequency band to identify sources of interference (unwanted signals that disrupt desired
communications). Thisinvolvesobservingamplitudeversusfrequencyplots to spotabnormalpeaks
or spectralcomponents.

ω OccupiedBandwidth(OBW)and ChannelPowerMeasurement: Techniquesusedto ensurethat a
transmitted signalstayswithin its assignedfrequencychanneland doesnot "leak" into adjacent
channels,whichisessentialfor regulatorycompliance.

ω Over-the-Air (OTA)Testing: Formoderndeviceswithout a directRFconnector,testingisoften done
over the air within a shieldedchamberto measuretotal radiatedpower (TRP)and total isotropic
sensitivity(TIS)underreal-world conditions.

ω KrigingandSpatialMapping: Geostatisticaltechniquesusedto interpolateRFsignalstrengthlevels
at unsampledlocations to create detailed, high-resolution coveragemaps of an area, which
accountsfor physicalobstructionslikewallsandfurniture.

ω Signal-to-NoiseRatio (SNR)Analysis: A measurementtechniqueto quantify the ratio of desired
signalpower to backgroundnoise power. A high SNRis crucial for reliable communicationand
accuratedatatransferin IoTapplications.

2.7.6 Radio Frequency (RF) Radiation Hazards 

RadioFrequency(RF)radiation hazardsprimarily stem from the thermal effectsof exposureto very
high levelsof RFenergy,which can heat biologicaltissueand causeburns or other tissuedamage.
Appropriate safety procedures focus on minimizing exposure through engineering controls,
administrativemeasures,andpersonalprotectiveequipment.

Hazardsof RFRadiationExposure

RFenergyisa type of non-ionizingradiation,meaningit doesnot haveenoughenergyto damageDNA
directly. The establishedhealth effects are associatedwith high-intensity, short-term exposure,
typicallyencounteredin occupationalsettingsnear powerful transmitters,rather than the low levels
foundin everydaypublicenvironmentsfrom sourceslikemobilephonesor Wi-Firouters.
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ω ThermalInjuries: Themain hazardis the rapid heatingof biologicaltissue,similar to how a
microwaveovenheatsfood. Thebodycandissipatesmallamountsof heat,but excessiveheat
absorptioncancauseburnsor heatstress(headache,dizziness,nausea).

ω VulnerableTissues: Tissueswith limited blood flow, suchasthe eyes(cornea)and testes,are
particularly vulnerable to thermal damage because they cannot dissipate excessheat
effectively. High-levelexposurecouldpotentiallycausecataractsor sterility.

ω ElectromagneticInterference(EMI): High levelsof RFradiation can interfere with electronic
equipment, including sensitive medical devices like cardiac pacemakers, implantable
defibrillators,or hearingaids,leadingto potentialmalfunctionor failure.

ω ElectricalShocksandFires: RFenergycaninducecurrentsin conductivematerials(e.g., metal
tools, wiring). Contactwith theseobjectscancauseelectricalshocksor createsparks,which
posea fire andexplosionriskin flammableenvironments.

AppropriateSafetyProcedures

Safetyproceduresaimto keepexposurelevelsbelowestablishedMaximumPermissibleExposure(MPE)
limits set by regulatorybodiessuchasthe FCC(FederalCommunicationsCommission)and the ICNIRP
(InternationalCommissionon Non-IonizingRadiationProtection).

ω Distanceand TimeManagement: Exposurelevelsdecreasedramaticallywith distancefrom the
source.

o Maximize Distance: Maintain a safe distance from active antennasand high-power RF
sources. Followanypostedsignsor barriers.

o LimitExposureTime: Minimizethe durationof time spentin areaswith highRFfields.

ω AdministrativeandEngineeringControls:

o PowerDownEquipment: If work is required in an areawith high RFfields,contact the site
owner to request the transmitter be turned off or switched to a low-power auxiliary
transmitter. Useproperlockout/tagoutprocedures.

o Warning Signsand Training: Post clear, standardizedwarning signs in hazardousareas.
Ensureall workersin proximity to RFsourcesreceiveproper safetytrainingandunderstand
the associatedrisksandprocedures.

o Shielding: Useshieldingmaterials(e.g., proper cabinetry,protective screens)around high-
exposureareasto containradiationleakage.

ω PersonalMonitoringandProtectiveEquipment(PPE):

o PersonalRFMonitors: Workerswho regularlywork nearRFsourcesshouldbeequippedwith
personalRFmetersthat alert themwhenexposurelevelsapproachor exceedsafelimits.

o ProtectiveClothing: FullRFprotectivesuits(hood,overshoes,socks,gloves)shouldonly be
usedasa lastresortwhenengineeringandadministrativecontrolsarenot feasible. Monitors
shouldbewornoutsidethe protectiveclothingto verify its effectiveness.

ω DeviceManagement:

o MedicalDeviceInterference: Individualswith implantedmedicaldevicesshouldconsulttheir
physiciananddevicemanufacturerfor precautionsandavoidplacingRFdevices(likemobile
phones)in pocketscloseto the implantsite.

o Proper Maintenance: Ensureall RF-emitting equipment is well-maintainedand free from
damage,especiallydoor seals on devices like microwave ovens, to prevent accidental
leakage.
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o Handheld/PortableAnalyzers: Compact,battery-poweredversionsof the above,usedfor field
work,sitesurveys,andinterferencehuntingoutsideof a labenvironment.

ω RFPowerMeters/Sensors: Simplertools that provide a direct numericalmeasurementof signal
power (typically in dBm or Watts), often with high accuracyfor stable signals,but without the
detailedfrequencyspectrumdisplayof aspectrumanalyzer.

ω NetworkAnalyzers(VNAs): Primarilyusedin the lab to characterizeRFcomponents(likeantennas,
filters, andcables)by measuringhow they passor reflect RFenergy,includingparameterslike gain,
return loss,andS-parameters.

ω RFSignalGenerators: Usedto create controlled test signalswith specificpower, frequency,and
modulationparametersto test the performanceof IoTreceiversor other components.

Techniquesfor RFMeasurementandAnalysis

ω ReceivedSignalStrengthIndication(RSSI): A simplemetric availablein most wirelessdevicesthat
indicatesthe power levelof a receivedradio signal. Whileusefulfor basiccoveragemapping(e.g.,
in-buildingWi-Fisignalstrengthis goodbetween-50 dBmand-67 dBm),it lacksthe precisionand
detailof dedicatedtestequipment.

ω SpectrumMonitoring and Interference Hunting: Using a spectrum analyzerto scan a specific
frequency band to identify sources of interference (unwanted signals that disrupt desired
communications). Thisinvolvesobservingamplitudeversusfrequencyplots to spotabnormalpeaks
or spectralcomponents.

ω OccupiedBandwidth(OBW)and ChannelPowerMeasurement: Techniquesusedto ensurethat a
transmitted signalstayswithin its assignedfrequencychanneland doesnot "leak" into adjacent
channels,whichisessentialfor regulatorycompliance.

ω Over-the-Air (OTA)Testing: Formoderndeviceswithout a directRFconnector,testingisoften done
over the air within a shieldedchamberto measuretotal radiatedpower (TRP)and total isotropic
sensitivity(TIS)underreal-world conditions.

ω KrigingandSpatialMapping: Geostatisticaltechniquesusedto interpolateRFsignalstrengthlevels
at unsampledlocations to create detailed, high-resolution coveragemaps of an area, which
accountsfor physicalobstructionslikewallsandfurniture.

ω Signal-to-NoiseRatio (SNR)Analysis: A measurementtechniqueto quantify the ratio of desired
signalpower to backgroundnoise power. A high SNRis crucial for reliable communicationand
accuratedatatransferin IoTapplications.



Notes

________________________________________________________________________________________
________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

Participant Handbook

173



By the end of this unit, the participants will be able to:

1. Demonstratehow to set up appropriate connectivity options on microcontroller boards for
seamlessdatatransfer.

2. Showhow to usecompatiblecableconnectorsand microcontrollersto link IoTdeviceswith data
transferinterfaces.

3. Demonstratehow to selectappropriateshort-rangeand long-rangecommunicationprotocolsfor
IoTapplications.

4. Showhow to determine the functions,characteristics,and applicabilityof different IoT sensors
andactuators.

5. Demonstratehow to validatedata transferbetweendevicesusingsystemlogs,LEDindicators,or
real-time dashboards.

UNIT 2.8:Connecting Microcontroller Boards for Data Transfer 
and Connecting the Boards

Unit Objectives

2.8.1 Connectivity Points in Microcontrollers

Thesedayssmartdeviceshavecomeup. Theconnectioncanbe wired (suchasEthernet, telephoneor

power line)or wireless(suchasRFtransmission,spreadspectrum,cellular,Wi- Fior Bluetooth). Talking

of connectivityin homes,wired connectionsincludetelephonelines or powerlineswith short-rangeRF

acting as the transmissionmedium. Therefore, microcontrollers might have to transmit/receive

messageswhile interactingwith the hardware.

Amicrocontrollerboardhasanumberof connectivitypointsavailablefor the specificcontrol functions.

Thefollowing imageshowsa microcontrollerboardwith different connectivity ports:

Fig. 2.8.1: A microcontroller board with different connectivity ports

The two common microcontroller boards are:

¶ Arduino

¶ Raspberry Pi

Telecom Technician - IoT 
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Arduino

Arduino is an open-source electronic circuit/board which can be programmed to perform 
certain action. It has a pre-programmed microcontroller that is coded using programming 
language in the Arduino development environment. This allows the user to develop and code 
electronic components.

An Arduino board comprises of digital and analog input/output (I/O) pins which can be 
connected to other boards/circuits. This opensource board has communication interfaces like 
Universal Serial Bu (USB) which loads programs from a computer.

The following image shows the pin layout of an Arduino board:
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Fig. 2.8.2: Pin configuration of an Arduino board

The various parts labelled in the above image are as follows:

1. Power USB 2. Barrel Jack 3. Voltage
Regulator

4. Crystal Oscillator

5. Arduino Reset 6. 3.3V Pin 7. 5V 8. GND

9. Vin 10. Analog Pin 11. Main 
microcontroller

12. ICSP Pin

13. Power LED  
Indicator

14. TX and RX  
LEDs

15. Digital I/O 16. AREF

17. Arduino Reset
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These parts have been discussed as follows:

¶ Power USB:

The ŎƻƳǇǳǘŜǊΩǎ USB connecter can be connected to the Arduino board with a USB cable.

¶ Barrel Jack:

Arduino can also be powered from an AC mains power supply with the Barrel Jack.

¶ Voltage Regulator:

A voltage regulator controls the voltage supplied to the Arduino board. It regulates the 
DC voltage supplied to the processor or other components.

¶ Crystal Oscillator:

A Crystal oscillator is used to keep time for Arduino board. An Arduino crystal oscillator 
normally has 16.000H9H printed on the top which indicates that the frequency is 
16,000,000 Hertz or 16 MHz

¶ Arduino Reset:

An Arduino board can be reset to its factory settings. The UNO board can be reset by two 
methods. By using the reset button (17) on the board or connecting external reset button 
to the Arduino pin labelled RESET (5).

¶ Pins:

o 3.3V ҍ Supply 3.3 output volt

o 5V ҍ Supply 5 output volt

o Arduino board components work well with 3.3 volt and 5 volt supply

o GND (Ground) ҍ The GND pins on Arduino to ground the circuit

o Vin ҍ This pin can be used to power the Arduino board from an external power 
source, like AC mains power supply

¶ Analog Pins:

The Arduino UNO board comprises of five analog input pins - A0, A1, A2, A3, A4 and A5. 
Analog sensors like temperature sensor or humidity sensor read signals from these pins 
by converting it into a digital value which acts as an input for the microprocessor.

¶ Main Microcontroller:

Every Arduino board (of AMTEL Company) has its microcontroller which is the brain of the 
processor. However, the main integrated circuit depends on the configuration of the 
board.

Before loading any new program code onto the Arduino Integrated Development 
Environment (IDE), determine which IC the board has by reading the top of the IC. For 
more details about the IC construction and functions, refer to the data sheet.

¶ In Circuit Serial Programming (ICSP) pin:

ICSP (12) is an Atmel Atmega microcontroller, which a tiny programming header for the 
Arduino having MOSI for master output /  slave input, MISO for master input /  slave 
output, SCK for serial clock, RESET, VCC for voltage connection and GND for earthing. It is 
also known as Serial Peripheral Interface (SPI), which is kind of an "expansion" of the 
output, and the output device is slave to the master of SPI bus.

¶ Power LED Indicator:

Power LED indicator lights up when Arduino is connected to a power source. If the light is 
not turned on then there is some kind of fault with the connection.
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¶ TX and RX LEDs:

On the Arduino board, there are two labels, TX (transmit) and RX (receive), which are 
placed separately. One is placed at the digital pins 0 and 1, which indicates pins used for 
serial communication. The other label is the TX and RX led (13). During transmission of 
data, the TX led flashes randomly depending on the speed of transfer which depends on 
baud rate specified for the board. On the other hand, for the receiving process the RX 
light flashes.

¶ Digital I/O:

Arduino UNO board comes with 14 digital I/O pins (15) out of which 6 are used for Pulse 
Width Modulation (PWM) output. These pins can be coded as input digital pins to read 
logic values (0 or 1) or as digital output pins for connecting LEDs, relays and so on. The 
pins marked άϤέ can be used to generate PWM.

¶ Analog Reference (AREF):

AREF at times is used to specify the external reference voltage (between 0 and 5 Volts) as 
the upper limit for the analog input pins.

Raspberry Pi

Raspberry Pi initially designed for Linux OS is an opensource board which has the primary chip 
on the Raspberry Pi (a System on a Chip application). This operates components onboard 
components like CPU, graphics, memory or the USB controller. Since it is an open source 
board, it can be programmed in any intended way, and also the code can be provided for other 
users to use or modify.

The Model B+ Raspberry Pi version has:

¶ 40 GPIO pins

¶ 4 USB 2.0 ports

¶ Micro SD card slot

¶ Lower power consumption

¶ Better audio output

¶ Sleek form factor
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The following image shows the pin configuration of a Raspberry Pi board:

Fig. 2.8.3: Pin configuration of a Raspberry Pi board

2.8.2 Connectivity Options for Microcontroller

Various connectivity options for a microcontroller are as follows:

¶ Embedded Wi-Fi

¶ Bluetooth

¶ Low Power Wide Area Network

¶ Embedded Wireless

¶ ZigBee (802.15.4)

Embedded Wi-Fi

Microcontroller units (MCUs) have Wi-Fi modules which include embedded WLAN modules 
with support for Wi-Fi IEEE 802.11 b/g/n standards. They enable Wi-Fi connectivity on 
embedded devices without any problem for the user. These Wi-Fi modules are plug and play 
devices like the embedded WLAN stack, TCP/IP (Network) stack and small-sized security 
supplicants. It is a self-contained solution actuated by simple, 8/16/32 bit, low-cost, low- 
power MCU for Wi-Fi modules. Such microcontroller-based Wireless LAN modules, that is, Wi- 
Fi modules, and subsystems mean high Wi-Fi throughputs.
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Bluetooth

Some MCU use Bluetooth connections. These self-contained modules are low-power and 
used mainly for wearables or IoT devices which need Bluetooth Low Energy IP Stack or radio 
frequency (RF) experience.

MCUs are tailored for battery-powered applications having 1.8V - 4.3V voltage range, sub- 
1µA sleep current and sub-3mA /  4mA TX/RX current value. This ensures ultra-low-power 
connections, using lowest possible electric charge. This means extended battery life by 2 - 4 
times compared to existing modules. The Bluetooth connectivity is used for the following 
applications:

¶ Battery-powered sensor devices

¶ Wearables

¶ Smart appliances

¶ Health and fitness trackers

¶ Home automation devices

¶ Consumer electronics

¶ Retail beacons

¶ Asset tracking devices

Low Power Wide Area Network

The technologies for setting up low power ²!bΩǎ are Long-range Wireless (LoRa) and sig fox. 
LoRa . LoRa uses modulation of digital spread spectrum and proprietary protocol in the Sub- 
GHz RF band range. This makes low power consuming long range high network capacity 
possible for more than 10 miles. For low power, ²!bΩǎ gateways and cloud systems need to 
be in place.

SIGFOX uses an Ultra Narrow Band (UNB) based radio technology for connecting devices to its 
global network. It ensures scalable, high-capacity network with low energy consumption. All 
this is done while maintaining an easy to implement star-based cell infrastructure.

Embedded Wireless 

RF Remotes

Unlicensed Sub-GHz radio frequency bands - Industrial, Scientific and Medical (ISM) are used 
for short-range, low-data-rate, and low-power wireless applications.

Sub-GHz

License-free ISM frequency bands running at 2.4 GHz, 868 to 928 MHz, 433 MHz, and 315 MHz 
are used mainly for RF devices. They have compatibility for both unidirectional or bidirectional 
data communication. Such bands are used for target proprietary and standard based wireless 
applications like smart metering, alarm systems, home automation and the ever-popular IoT 
applications.

For example, sensors in garage doors or radio controlled outlets work with 433 MHz radio 
signals. In radio controlled outlets, the radio sockets can be switched individually by reading 
the codes of the remote control with a receiver.
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In 2.4 GHz receiver /  transmitter, the commands are sent with a signal /  data package. A 
Raspberry Pi or an Arduino board can be equipped with a 2.4 GHz receiver /  transmitter to 
receive commands from a base station and send back data.

RF Identification (RFID)

RFID involves contactless reading and writing of data into an RFID tag's non-volatile memory 
through an RF signal. Low frequency RFID devices typically consist of a transponder (tag) and 
reader. The RFID chips are suitable for the smallest devices and require no external 
components, lowering the tag costs.

2.8.3 Optimization of the Micro Controller

Technological advancement has permitted the facility of getting a high CPU performance with 
low consumption of power within a small-scale unit. This is beneficial for various systems 
such as Wireless Sensor Networks (WSN). It is essential that a microcontroller gets optimum 
power. After the framework has been installed on a microcontroller, the technician requires 
to perform certain steps for optimising the power consumption in the microcontroller chip. 
These steps are:

1. Optimise the Pull up Resistor: The resistor value should be optimised to its greatest 
possible value after current value testing needed for signal transmission has been done. 
Power pull up of resistors can be done by utilizing spare I/O pins.

2. Back up the Powering Devices: Buffers can be utilized to divide power domains for 
controlling the output quantity of the signal to the attached devices.

3. Decrease the Needed Voltage: The microcontroller board design should be such that 
least voltage is needed for transmitting the signals; lesser the voltage, less will be the 
consumption of power.

4. Alter the Clock Frequency: Power consumption rises according to the clock frequency. If 
the clock frequency is decreased, the power consumption of the microcontroller will only 
be for operation times.

5. Choose the Right Oscillators: The time required for a capacitor to be charged or 
discharged can be reduced by selecting a lower capacitance and consequently the power 
consumption can also be decreased.

6. Voltage Drop and the Diode Leakage: Check the diodes for voltage drop or reverse leakage 
current as these causes significant power loss in the microcontroller.

2.8.4 Connecting IP Enabled and Non-IP Enabled Devices

Non-IP Enabled Devices

In IoT, the smart things are primarily connected via non-IP enabled services such as Z wave, 
ZigBee or Bluetooth. Steps for connecting the non-IP enabled devices are as follows:

1. The control settings page of the ZigBee device gives an access to control panel which 
allows to control the devices.

2. The control panel should be accessed for addition of a new device.

3. Devices that are available for the required connections should be checked.
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4. It should be ensured that the other device can be discovered and is ready for connection.

5. When the screen displays the other device, it should be selected for connection.

6. The indication that the device is paired confirms that the connection has been established.

7. Sometimes, password is required for pairing. If this is so, enter identical passwords on 
both of the devices.

For connection of the non-IP sensors, a sensor hub is used to process the data from individual 
sensors and app-ready information is generated. This hub is implemented in a small, low- 
power microcontroller. The sensors may be discrete devices, fully integrated sensor devices 
and multiple co-packaged MEMS sensors. For example, on-board sensors may combine 
accelerometer, gyroscope and magnetometer elements along with a microcontroller that 
processes the data from the sensor data and makes the fused data available such as rotation 
vector, linear acceleration or gravity.

IP Enabled Devices

An IP address is needed for connecting IP enabled devices via the Internet. The steps in 
connecting devices through IP are as follows:

1. The control panel should be accessed from one device.

2. The network and the sharing option should be opened.

3. The LAN, WAN connection across which the device has to be connected should be 
selected.

4. Then, properties window should be opened and IPv4 option should be selected.

5. ά¦ǎŜ the following IP ŀŘŘǊŜǎǎέ should be selected.

6. The IP address 192.168.127.XXX should be entered; XXX can have any value less than 254.

7. The subnet mask should be SET to default 255.255.255.0.

8. The settings should then be saved by selecting OK.

9. It should be ensured that the other device is discoverable and linked to the LAN or WAN.

10. It should be ensured that the IP settings of the first device is set close to that of the other 
device.

IP enabled devices refer to those devices that are designed for non-IP-based communications 
but have been upgraded to provide IP-based communications with a single device. For 
example, the devices that can be connected through Wi-Fi and Ethernet have IP enabled 
microcontroller boards integrated in them.
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2.8.5 Types of Cables and Connectors

There are various types of connectors used for connecting communication cables as shown in 
the following image:
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CAT 5E Ethernet RJ  
45 Connector

CAT 6 Ethernet RJ 45  
Connector

CAT 6A Ethernet RJ  
45 Connector

Telephone Network 
Connector

Coaxial Connector Wire Connector and  
Terminal

Fig. 2.8.4: Different types of connectors

Type CRJ-45D-TypeF-Type

BNC FemaleBNC MaleRCA MaleRCA Female
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The cables used in connecting the microcontrollers are network cables as well as the cables 
shown in the following table:

Table 2.8.1 Cables used in connecting microcontrollers

Portable cord These cords are used to supply power to 
the t/.Ωǎ with microcontroller boards.

These are basically 9V DC power adaptors 
and can be used to power sensor, actuators 
and the microcontroller boards.

Audio-Video These cables are used for audio and video
(AV) signal transmission.

These cables are used in Raspberry Pi
boards.

Video 
graphics 
array (VGA)

These are used to transfer picture signals 
from the microcontroller boards to the 
output devices such as screen and monitor.

These can be used in Raspberry Pi.

USB Cable These cables are used for low voltage DC 
power supply and connecting peripherals 
like microcontroller boards and sensors.

These can be used in both Raspberry Pi and 
Arduino boards.

HDMI Cable These cables are used to connect any 
audio/video source, such as a set-top box, 
DVD player or A/V receiver to an audio 
and/or video monitor, like digital television 
(DTV), with a single cable. HDMI has 
support for standard, enhanced or high- 
definition videos. Multi-channel digital 
audio support is also there.

These are used for Raspberry Pi boards 
only.

183

Participant Handbook



Notes

________________________________________________________________________________________
________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

Participant Handbook

184



By the end of this unit, the participants will be able to:

1. Demonstrate how to install and configure firmware/software frameworks for IoT device
communicationwith cloudplatforms.

2. Explainthe configurationandtroubleshootingprocessof cloud-basedIoTmanagementplatforms.

UNIT 2.9:Installing Suitable Framework

Unit Objectives

2.9.1 Procedure of Connecting Microcontroller

Themicrocontrollerboard needsto be connectedto a PCor a laptop. A software is required to be
installedon the PCor the laptopfor connectingthe board.
The data from sensors is fetched by the software program for the microcontroller and then
transmittedto the PCwith USBcable. Thedatatransmittedisupdatedeverysecondin this process.

The steps for connecting an Arduino board to the PC are as follows:

¶ Take the Arduino Uno board and a USB cable as shown in the following image:

Fig. 2.9.1: Arduino board and cable

¶ Arduino IDE for the operating system can be downloaded from the Internet. 
(https://www.arduino.cc/download_handler.php?f=/arduino-1.8.5-windows.exe)

¶ Connect the Arduino board with the USB cable and the USB port of the PC. The following 
image shows connecting the USB plug to the board:

Fig. 2.9.2: Connecting the USB plug to the board
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¶ Unzip all the files and install the drivers. The following screenshot shows the installation 
window:
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Fig. 2.9.3: Arduino installation window

¶ Choose the components to install. The following screenshot shows the window for 
installing components:

Fig. 2.9.4: Window for installing components

¶ Choose the installation directory. The following screenshot shows the window for 
installation directory:

Fig. 2.9.5: Window for installation directory
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¶ The process will extract and install all the required files to execute properly the Arduino 
Software (IDE).

¶ Open Arduino Environment Software and Select the Arduino board type under 
Tools>Boards>Arduino UNO. The following screenshot shows identifying the board:

Fig. 2.9.6: Identifying the board

¶ Then, choose the serial port under Tools>Serial Port>COM 7 (COM # depending on what 
COM port is free during setup) as shown in the following screenshot:

Fig. 2.9.7: Selecting the serial port
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¶ Open an example code by clicking F i le²Examples²Basics²Bl ink as shown in 
the following screenshot:

Fig. 2.9.8: Opening a code

¶ A screen will appear as shown in the following screenshot:

Fig. 2.9.9: Screenshot of the code
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¶ Then, click on upload button to upload the code to Arduino. Wait till  the ά5ƻƴŜ ¦ǇƭƻŀŘƛƴƎέ
message status appears. The following image shows screenshot for uploading code:

Fig. 2.9.10: Uploading a code

¶ To check if the computer and the Arduino are communicating, check the blinking of LED. 
This indicates successful installation of Arduino as shown in the following image:

Fig. 2.9.11: LEDs blinking on the controller board
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The steps for connecting a device to the Raspberry Pi microcontroller and making it ready to 
boot are as follows:

¶ To start off, place the SD card into the SD card slot on the Raspberry Pi board. The cards 
and the wires should be connected to the proper port and pins. The ports and pins can be 
understood by looking at the pin configuration. The following image shows placingthe SD 
card:

190

Fig. 2.9.12: Placing the SD card

¶ Then connect the keyboard and the mouse via the USB ports on the Raspberry Pi as 
shown in the following image:

Fig. 2.9.13: Plugging cables to the USB ports

¶ Turn on the device and choose the right input medium ( such as HDMI 1, DVI and so on).
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¶ Then, connect HDMI cable from Raspberry Pi to the device so that the status can be 
displayed on the monitor of the device. The following figure shows HDMI cables plugging 
in the board:

Fig. 2.9.14: Plugging HDMI cables to the board

¶ For Internet connectivity with Raspberry Pi,plug the Ethernet cable into the Ethernet 
port, or connect the Wi-Fi dongle to the USB ports. In case of Raspberry Pi 3, there are 
onboard ports for this.

¶ When all the cables are plugged, and the SD card is inserted correctly, connect the micro 
USB power supply. This power up and boots the Raspberry Pi.

191

Telecom Technician - IoT 
Devices/Systems 



Notes

________________________________________________________________________________________
________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

________________________________________________________________________________________

Participant Handbook

192



By the end of this unit, the participants will be able to:

1. Showhow to compileanduploadsoftwarecodeto microcontrollerswhile ensuringcompatibility
with communicationprotocols.

2. Elucidatebestpracticesfor writing anddebuggingsoftwarecodefor IoTmicrocontrollers.

UNIT 2.10:Transferring Software Code to On-board 
Microprocessor and Compiling Code to On-board 
Microprocessor

Unit Objectives

2.10.1 Understanding Nodes and Gateways

To fetch the data or control switch with instruction set, everysensorand actuator is attached to a
microcontroller. The microcontroller, sensors,power and radio are collectivelyknown as sensor
nodes. Asensornodeisa self-containedunit whichcollectsthe datageneratedby the sensors.

The sensornode cannot handle the data locally becauseof low processingpower, memory, and
storage. Therefore,the data is transferredto a central locationvia low-energyradio communication
network. TheǎŜƴǎƻǊǎΩcommunicationlink is determinedby the kind of deviceusedsuchas- ZigBee,
Bluetooth Low Energy(BLE),or Power over Ethernet (PoE). IoT gateway is a central hub which
behaveslike an aggregatorof raw data generatedby the sensornodes. Thefollowing figure shows
nodesandgateway:

Fig.2.10.1:Nodesandgateway
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Wireless point-to-point or mesh network is easily made with XBee modules by configuring 
them (to operate in transparent data/API mode) with the standard AT commands. XBee 
modules have built-in error correction for eliminating any errors for reliable wireless link. 
They come in plethora of options having support for protocols like ZigBee, Bluetooth and Wi
-Fi.

The following figure shows an IoT network:

Fig. 2.10.2: An IoT network

The configurations that can be used to demonstrate the gateway support are as follows:

¶ Raspberry Pi as gateway

¶ Arduino Uno as device

¶ Passive infrared (PIR) Motion sensor connected to Arduino Uno

¶ Internal temperature sensor connected to Arduino Uno

¶ LED as actuator connected to Arduino Uno

Signal from PIR sensor and the internal temperature sensor are detected by the Arduino Uno 
and this data is transmitted to the Raspberry Pi. Then the Raspberry Pi Gateway will allocate 
the data to Watson IoT Platform via MQTT.

2.10.2 Understanding the Code

Programs/codes are first created in the Arduino development environment and then 
uploaded onto the Arduino board. The code needs to have proper syntax with use of valid 
command names and correct grammar for each code line. The code compiler will go through 
the entire code and then flag syntax errors before downloading. These programs are input 
line by line. Every Arduino program has two functions - setup() and loop().

The instructions in the setup() function are used to initialize the program and are executed 
when the program starts.
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The following screenshot shows a structure of a program in Arduino:

[

Fig. 2.10.3: Structure of a program in  
Arduino.

A program has the following elements:

¶ Statements, also known as commands, end with a semi-colon (;).

Note: Most of the times the programmer forgets to enter the semi-colon which leads to 

an error. This error should be checked thoroughly.

¶ Comments are the notes that follow the code written after άκκέ on a line. Multi-line block 
comments begin with άκϝέ and end with άϝκέ.

¶ Constants are fixed numbers which can be written as ordinary decimal numbers (integer 
only), in hexadecimal (base 16) or in binary (base 2).

¶ Labels - Labels refer to the locations in the code, and they are combination of letters, 
numbers and underscore (_). The first character of a label should be a letter though. For 
pin pointing a location, label ends with a colon. The following image shows a code 
segment with label:

Fig. 2.10.4: A code segment with label

¶ Variables are assigned by declaring in the program, and declaring them is a must. The 
following image shows the declaration of variables:

Fig. 2.10.5: Declaration of variables

¶ Symbols redefine the naming and are used for making the code ready for scanning. 
Symbols are denoted by "#define" command, and they need to be at the start of the 
program.
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The following image shows a demonstration without symbols when an LED is connected to 
pin 2:

Fig. 2.10.6: Example of symbols

The following table lists some commands of Arduino programming:

pinMode(n,INPUT) Set pin n to act as an input; one-time command at top of 
program

pinMode(n,OUTPUT) Set pin n to act as an output

digitalWrite(n,HIGH) Set pin n to 5V

digitalWrite(n,LOW) Set pin n to 0V

delay(x) Pause program for x millisec, x = 0 to 65,535

tone(n,f,d) Play tone of frequency f Hz for dmillisec on speaker 
attached to pin

for() Loop. Example: For (i=0;i<3;i++){} do the instructions 
enclosed by {} three times

if (expr) {} Conditional branch. If expr true, do instructions enclosed 
by {}

Tawbleh2il.e10(.e1xCporm)m{}ands of Arduino While expr is true, repeat instructions in {} indefinitely

2.10.3 Transferring Software Codes

The nodes and the gateways may be connected to the microcontroller board and the software 
code may be transferred through the following:

¶ Wi-Fi module

¶ Bluetooth module

¶ SD card

¶ ZigBee modules and so on
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2.10.4 Challenges in Transferring

Some of the challenges in transfer of the codes to the microcontrollers are as listed in the 
following figure:

Power Supply Error

ωWhile programming a PICAXE microcontroller, there's an error "unable to 
program". The reason for this could be the wrong/faulty power supply 
connected to the microcontroller. For example, using a faulty wall adapter 
when replaced with the correct one results in smooth programming.

Choosing Appropriate Serial Port

ωWhile programming, mention the port to which the programmer is 
connected. For example, not selecting the correct serial port results in failing 
to program PIC microcontroller.

Installation of Drivers

ωInstall the necessary drivers before ensuring proper functioning of the 
programmer. By default the drivers are installed automatically when 
programmer is connected for the first time. If it ŘƻŜǎƴΩǘΣ download the 
drivers online. For example, while programming, the Arduino drivers didn't 
install automatically and the location of drivers had to be specified.

Pull Ups

ωSome microcontrollers need pull ups in their circuit before programming. 
For example, pickaxe microcontroller needs 10k pull up resistor on the serial 
pin before programming. If this is not done, there's an error.

Microcontroller Undetected by Programming Application

ωThis indicates problem with power supply check; so recheck the connection 
and then again connect the programmer to the computer. Now, it should be 
able to detect the the microcontroller; otherwise there might be a problem 
in the microcontroller.

Fig. 2.10.7: Challenges in transfer of codes

197

The following steps helps to load a software code from the nodes to the microcontroller 
board:

¶ With a serial cable interface, connect the kit to the computer.

¶ Then put the microcontroller in the ƘŀǊŘǿŀǊŜΩǎ socket and push the lock button to ensure 
proper connection to the board.

¶ Open the software on the computer. Then, navigate to the menu bar and open File- 
functions-open-save-setting options.

¶ Select ΨhǇŜƴΩ from the drop-down menu and select Ψ[ƻŀŘ ŦƛƭŜΩΦ

¶ Then, click Ψ[ƻŀŘΩ button to upload hex file into the microcontroller.

Other conventional method to burn a controller is to unplug the circuit, place it on burner and 
then with an API, load the hex file. However, controllers these days come with In System 
Programmer (ISP) feature which saves the step of programming a controller without 
removing the controller from the circuit.
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2.10.5 Compiling a Code

After the microcontroller board is connected to the sensors, the microcontroller needs to be 
compiled by a code. This code will enable the microcontroller to work with the sensor. The 
following steps are the example of a test code which is used to connect a fingerprint sensor 
and a Raspberry Pi board:

1. Booting up a Raspberry Pi board:

¶ While booting up the Raspberry Pi board, configuration tool called άǊŀǎǇ-ŎƻƴŦƛƎέ 
needs to be called. The following screenshot shows the command window for the 
same:
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Fig. 2.10.8: A άrasp-confiƎέ command

¶ Then, select the keyboard type to άDŜƴŜǊƛŎ 105 t/έ option.

¶ Select other option from the άŎƻƴŦƛƎǳǊŀǘƛƻƴ of ƪŜȅōƻŀǊŘέ settings.

¶ Set up a login id and password for the Raspberry Pi board from the Raspi-config main 
screen.

¶ Finish by accepting all the changes.

¶ Then, enter the region for time zone in Rasp-config screen.

¶ Finish the process and the configuration is done.

2. Compiling code for a fingerprint sensor:

¶ Run one of the sample files:

python2 /usr/share/doc/python-fingerprint/examples/example_index.py
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¶ A total of 1000 different fingerprints can be stored. The following code will appear 
which shows the position under which the fingerprint data is stored:

Shell

Currently stored templates: 0

Please enter the index page (0, 1, 2, 3) you want to see:

¶ If the message appears as:

ά9ȄŎŜǇǘƛƻƴ message: The fingerprint sensor port άκŘŜǾκǘǘȅ¦{.л was not ŦƻǳƴŘΗέ
then, check the cabling of the set up.

¶ For recording fingerprints call the following:

python2 /usr/share/doc/python-fingerprint/examples/example_enroll.py

¶ Now, put the finger on the scanner and wait till the finger is scanned properly. And 
then, put the finger second time for verification for the storage number.

¶ To check whether the finger is recognized, call the following code: 

python2 /usr/share/doc/python-fingerprint/examples/example_search.py

¶ Now, put the finger again and check for the following message if the finger is detected 
successfully:

Currently stored templates: 2 

Waiting for finger...

Found template at position #1 

The accuracy score is: 63

SHA-2 hash of template: 
3aa1b01149abf0a7ad0d7803eaba65c22ba084009700c3c7f5f4ecc38f020851

2.10.6 Types of Compilers

Some common compilers used are as follows:

¶ MPLAB XC8 C pic microcontroller Compiler: The MPLAB XC8 C compiler is the best 
compiler of top series compilers and it only supports the 8-bit pic microcontrollers such 
as PIC 10, PIC 12 and PIC 18. It is also known as ANSI C compiler.

¶ MPLAB XC16 C pic microcontroller Compiler: MPLAB XC16 C compiler is a version of 
MPLAB XC compiler but this version only supports the 16-bit pic microcontroller such as, 
PIC 24F, PIC 24H, PIC 24E, DSPIC 30F, DSPIC 33F and DSPIC 33E.

¶ MPLAB XC 32 C pic microcontroller Compiler: The MPLAB XC32 C compiler is also a 
version of MPLAB XC compiler but it is only used for support or to program the 32-bit 
microcontroller such as PIC32 MZ, PIC32 MX and PIC32 MM.
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The following screenshot shows an MPLAB XC 32 C pic microcontroller compiler:
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Fig. 2.10.9: MPLAB XC 32 C pic microcontroller compiler

¶ PIC CSS pic microcontroller Compiler: It has the largest built in functional library such as 
data type (int1, int32, short, long, float and so on), standard C syntax (if, else, while, do, 
switch, break and so on) and powerful pre-processor commands for pic microcontroller. 
It has ready to run examples of programs for ǳǎŜǊΩǎ understanding. It has the facility to 
migrate from one microcontroller to any type of other pic microcontroller. It has standard 
C constructs and peripheral drivers with minimum development time. The following 
screenshot shows a PIC CSS pic microcontroller compiler:

Fig. 2.10.10: PIC CSS pic microcontroller compiler
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By the end of this unit, the participants will be able to:

1. Demonstratehow to debugsoftware errors and optimize systemperformanceusingemulators
andnetwork testingtools.

2. Describeremotediagnostics,monitoringtools,andpredictivemaintenancemethodologies.

UNIT 2.11:Understanding Error Codes and Debug Software

Unit Objectives

2.11.1 Introduction

Theusermayencountererrorsandwarnings,resultingin bringingthe procedureto a halt. Sucherrors
are mostlysyntacticalin nature andmakeexecutionof the codeimpossible. An attentive and logical
approachcanhelp in resolvingsuchsituations. Executionof codeneeds to be completedto go to the
next level. Errorscanoccuron an8-bit micro (like the PIC16F88) while enteringvaluesof about8 bits
andmistakenlyputting wrongvalues. Asit requires8 bit values,putting valueslesseror higherthan 8
will leadto error prompt. However,to correct the error try addinglonger/shortervalues,whichmight
initiallycauseweirdresults. Oncethe right valueisput, the compilationwill automaticallystart.

Therearevariouswaysof debugginga microcontroller. Thefollowing figureshowsthe ways:

In Circuit Emulator(ICU)

ωICU is a special processor allowing access to the internal operation of the processor.

In Circuit Debug (ICD) or PIC Microcontroller

ωICD, also called Background Debug Mode(BDM) lets access through code running in the 
target processor. The processor with a tiny hardware onboard halts the processor after the 
program reaches a specific address.

Simulation

ωThe source code simulator enables doing the complex language code and watching its 
effect on memory and variables without actually having to look at the assembler code. This 
enables concentrating on the high level language operation and hence on the problem at 
hand.

ωIt cuts the time taken to download and program the target processor.

Serial RS232

ωThe latest microcontrollers have a built in UART. It is like a free debug tool that requires 
very less software coding and resources.

ωFor debug output, the UART output pin (TX) needs to be connected to a suitable level 
translator circuit.
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Liquid Crystal Display (LCD)

ωLCD is an easy display output of debugging information. This is specific in case of 
computing. Showing text display output is its another use.

ωThe LED indicator shows how healthy a microcontroller is.

ωIt displays text as 16 characters in length in 2 rows.

ωBlinking LED works like a debugging tool to inform that the downloaded code is working 
fine.

ωIncorrectly set parameters on the programming software or compiler may render the code 
dead.

Pin Debugging

ωIt is probably the easiest debugging method. All it requires is setting or resetting the pin in 
the code meant to be monitored.

ωIt has minimal impact on the code speed or size and can provide the following information:

ωTells if the code is active

ωOffers information on the repetition rate

ωProvides the routine time length

ωTo test, all it requires is an oscilloscope or a frequency counter and time measuring tool

Logic Analyser

ωThis tool is attached to the pins to be observed and captures the waveforms displaying 
multiple traces on a single display. It uses a trigger module that can be set to activate on 
combinations of the input signals or on their length. So, one can trigger on specific 
patterns or on glitches or both.

ωThe logic analyser can be of great use in examining peripheral operation if a system uses 
microcontroller for debugging the SPI or I2C buses. Some logic analysers come with built-in 
support for such protocols.

Fig. 2.11.1: Ways of debugging
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2.11.2 Setting Debugging Mode in Microcontroller

The following steps show how to enable debugging using a LabVIEW application:

Step 1: Go to the Project Explorer window and explore Build Specifications option. Right click 
and select Properties as shown in the following screenshot:
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Fig. 2.11.2: Enabling build specifications

Step 2: This will fetch the Build Specification Properties window. Select Application 
Information from the Category bar as shown in the following screenshot:

Fig. 2.11.3: Setting build specifications properties
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Step 3: Check if the Enable debugging checkbox is selected in the Build Specification 
Properties window. Under Debug Options, select either Run on target using ULINK2 or Run on 
host computer using simulator. Choose the first option to debug if hardware is available and 
ŎƻŘŜΩǎ operation needs to be tested in real environment settings. Go for the second option if 
no hardware is available or rapid testing needs to be carried out in a simulated mode. The 
following shows the screenshot for setting debug options:
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Fig. 2.11.4: Setting debug options

Step 4: Now, select Advanced Debugging Options from the Category bar on the left. Under 
Debug Mode, the following options are listed ς 1) Serial port 2) TCP port 3) USB ULINK2 JTAG. 
The following screenshot shows options for setting communications:

Fig. 2.11.5: Setting communication options
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Step 5: Click the OK button situated on the right bottom. This will enable debugging. Now, go 
back to the Project Explorer window, right-click the Application and select Run. The following 
screenshot shows running of application:

Fig. 2.11.6: Running the application

2.11.3 Understanding and Interpreting Error Codes

Generally, compile time errors and warnings are caused by incorrect syntax or wrong 
variables or functions. The error prevents completion of compile process, resulting in 
formation of no binary file. However, the warning does not prevent the binary from being 
created, but reviewing it is important as the intended task will not be achieved through 
the code.
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The following screenshot shows Arduino compiler error message:

Fig. 2.11.7: Arduino compiler error messages

The common errors are as follows:

¶ "Identifier undefined" errors due to missing variables and interfaces

¶ Missing semicolons ";". Semicolons are a must at the end of each line

¶ Missing quotes of brackets, "",(),[] or {}. These are used in pairs to contain various types 
of statement. An error will occur if they are not used in correct pairings

Running Verify/Compile command will fetch a number of compiler errors in the dialog box.
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The following image shows a Java code segment:
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Fig. 2.11.8: A Java code segment

Upon compilation of the code, the errors as shown in the following table may appear:

Line Error Message Interpretation

Line 1

/*τ Blink an LED
τ//

Uncaught exception  
type:classjava.lang.Runti 
meException

java.lang.RuntimeExcepti 
on: Missing the */  from 
the end of a /*  comment

*/

The error in line 1 is because of 
wrong usage of comment styles. The  
comment should end with άϝκέ 
instead of άκκέ. Hence the correct 
code is:

/*τ Blink an LED τ*/

Line 4 Error

intledPin = 23;
\ \²ŜΩre using  
Digital Pin 23 on  
the Arduino.

error: stray Ψ\Ω in program The line uses ά\ \έ characters to 
begin a comment rather than άκκέ 
characters. The correct line is:

intledPin = 3; κκ²ŜΩǊŜ using Digital 
Pin 3 on the Arduino.

Line 6 Error 

void setup();

error: expected  
unqualified-id before ΨϑΩ 
token

The error is occurring because of 
usage of the semicolon (;). Remove 
the semicolon as shown below:

void setup()
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Line Error Message Interpretation

Line 8 Error error: expected ȫύΩ before The error is because of missing

ΨǾƻƛŘ ǎŜǘǳǇόύΩΥnumeric comma between ledPin and

pinMode(ledPin 
OUTPUT); / /Set up  
Arduino pin for 
output only.

constant/home/myDirectory/
Desktop/myPrograms/arduino
-
0015/hardware/cores/arduino
/wiring.h:102:

OUTPUT. The correct code should
be like:

pinMode(ledPin, OUTPUT); //Set 
up Arduino pin for output only.

error: too few arguments to

function ΨǾƻƛŘ
pinMode(uint8_t, ǳƛƴǘуψǘύΩ At
global scope:

Line 11 Error  

loop()

error: expected constructor, 
destructor, or type conversion 
before ΨόΩ token

As no value is not being returned, 
so the keyword voidin front of the 
function name needs to be added. 
The correct code is:

void loop()

Line 13 Error error: expected primary- This line should be a comment

/The HIGH and expression before ΨκΩ token telling what the program is for.

LOW values set The error is occurring because of

voltage to 5 volts only one slash character άκέ

when HIGH and 0 instead of two άκκέΦ Add another

volts LOW. slash character.

//The HIGH and LOW values set
voltage to 5 volts when HIGH and
0 volts LOW.

Line 14 Error

digitalWrite(ledPi 
n, high); //Setting 
a digital pin HIGH 
turns on the LED.

error: ΨƘƛƎƘΩ was not declared 
in this scope

Programming in C language 
considers upper and lower case 
letters differently. To fix this 
error, use upper case letters in 
case of ΨƘƛƎƘΩ and recompile. 
Example:

digitalWrite(ledPin, HIGH);
//Setting a digital pin HIGH turns 
on the LED.

Line 15 Error error: expected ȫΤΩ before ΨΥΩThis statement is ending with a

delay(1000): token colon character άΥέΦ However, a

//Get the semicolon άΤέ should be used in

microcontroller 
to wait for one

this case. It can be fixed by simply
replacing colon with the

second. semicolon and recompiling.

delay(1000); //Get the
microcontroller to wait for one
second.
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Table 2.11.1 Common errors in Arduino

210

Line Error Message Interpretation

Line 17 Error error: Ψ5ŜƭŀȅΩ was not declared An error may occur simply using

Delay(1000); in this scope lower or upper case. Like in this

// Wait another  
second with the

case ς the error is caused by
using upper case character for

LED turned off. the letter άŘέ in delay. User
lower case and try again.

delay(1000); //Wait  another

second with the LED turned off.

Line 18 Error

}

}

error: expected declaration 
before ΨϒΩ token

An extra character may cause an 
error. An extra curly brace at the 
end of this program is a good 
example. Remove it to fix the 
error.
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By the end of this unit, the participants will be able to:

1. Showhow to verify the proper executionof installedsoftwareby settingup nodesandgateways
correctly.

2. Demonstratehow to confirm data reception at the backendserver and escalateunresolved
connectivityissues.

UNIT 2.12:Functioning of Micro-Controller and Attached Devices

Unit Objectives

2.12.1 Understanding the Basic Framework

It is very important to understandthe basicframeworkof any system. Otherwise,the connections
cannotbe madein an efficient way. Thetechnicianmust understandthe locationof the installation
pointsof the gatewaysandthe devices,so that the installations andconnectionsare madeproperly.
Thefollowing imageshowsthe securitysystemof a there are motion detectorsensors,fire or smoke
alarm sensors,water level sensorsand temperature sensorsinstalled in the house. The technician
needsto install the sensorsand connectthem to the mainsystemthrough the network connections
available. He/sheneeds to understandthe compatibilityof the softwareandits versionsto install the
whole frameworkin the monitoringsystem.

Fig.2.12.1: Home security system
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Step 6: Keypad Test: Follow same procedure to set the connections and press ΨƪΩ key using 
the Hex keypad to run the code and check the output.

The following screenshot shows the output:

Fig. 2.12.9: Keypad test output

2.12.3 Checking Connectivity

The microcontroller board should be connected to the network through Ethernet, LAN or Wi- 
Fi connection. Then, the connection should be tested to see whether it is working properly or 
not. The procedure to be followed to test the ŘŜǾƛŎŜΩǎ connectivity to the network is as 
follows:

Step 1: Connect the device to the network.

Step 2: Choose Test Management Network and press Enter key.

Step 3: Type IP address or another DNS host name.

Step 4: Press Enter key to perform the test.
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2.12.4 Using Emulator to Check Functioning of Devices

An emulator is a hardware that functions like a microcontroller. It is used as a debugging tool, 
owing to its functionality and efficiency. Functionality of an emulator is always non-
intrusive in nature, which means emulation ŘƻŜǎƴΩǘ affect the resources or l/O pins present 
on the microcontroller in any way.

The following figure shows the connection of an emulator:
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Fig. 2.12.10: Connection of emulator

The following interactions can be enabled if the target devices have built-in sensors like 
accelerometer, compass, light, or proximity sensors:

¶ Change application settings, based on the current light conditions

¶ Change the screen orientation (from portrait to landscape) as the device is flipped

¶ Change alert mode in case of an incoming call. Example: Flip the device screen towards 
the tabletop to silence the device

¶ Enable movement or gesture detection. Example: A security camera with motion 
detection is used

¶ Change the orientation of a map based on the device compass orientation

Applications utilizing sensor module in the emulator can be easily tested. The sensors view 
contains controls to set the values.
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The following image shows the sensors module in an emulator:
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Fig. 2.12.11: Sensor module in an emulator

The steps for emulation of an Arduino are as follows:

Step 1: Open the design software for simulation and place the components of the circuit as 
shown in the following screenshot:

Fig. 2.12.12: Designing the circuit
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Step 2: Save the design and open the code in the application for the Arduino coding as shown 
in the following screenshot:

Fig. 2.12.13: Arduino code

Step 3: Compile the code and save it as shown in the following screenshot:

Fig. 2.12.14: Compiling the code
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Step 4: Double click the Arduino board and the Edit component window appears, as shown 
in the following screenshot:

Fig. 2.12.15: Edit component window

Step 5: Browse the Arduino code and run. A virtualterminal with output will appear, as shown 
in the following screenshot:

Fig. 2.12.16: Virtual terminal window with output

2.12.5 Removing Communication Hurdles

There may be some problems with connecting the devices to the monitoring system. The 
technician should take care of the communication problems between the devices and the 
gateways. The communication hurdles may be there because of various reasons that are as 
follows:

¶The devices are not in the line of sight.

¶The Ethernet is not connected properly.

¶There is no network connection available.

¶The devices are not in range of the network connection.
The technician should check if all the connections are made properly. He/she must ensure 
that the devices are installed in accurate places and the range of connectivity is proper. I t 
shouldalso be checkedthat the software and the hardwareare compatibleto each
other.
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By the end of this unit, the participants will be able to:

1. Demonstratehow to establish initial configurationsfor nodes and gatewaysfor operational
readiness.

2. Discusshow to validatecommunicationflow from devicesto gatewaysduringinitialization.

UNIT 2.13:Initializing Nodes and Gateways

Unit Objectives

2.13.1 Prerequisites for Initialization

Initialisationof a nodeand gatewaymeansconfiguringthe IoTdevicesand routers with a username
and a password. Before initialising the nodes and gateways,the technician needs to perform
completeinstallationof the IoTsetup. Thisinvolvesdealingwith IoTdevicessuch asinstallingan IoT
camera,installinga router andestablishingaworkingInternetconnection.

For example,an IoT cameracan be set up alongwith the IoT framework and then, finally a node
gatewaycanbe initialized,usingthe stepsasshownin the followingfigure:

Fig. 2.13.1: Prerequisite steps for an IoT camera device installation

Unpack the camera

Set up the basic hardware of the camera  

Establish the cable and power supply connection 

Set up the Internet connection of camera device

Initialise the nodes and gateways
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2.13.2 IoT Device Installation

In the process of installation of an IoT camera, certain steps need to be performed.

Unpack the Camera

As a part of the installation kit, the technician will get the camera and its accessories in the 
package. The person will need to perform the following steps:

1. Check the specification of the installation kit with the order copy before unpacking.

2. Remove the packaging with suitable tool (utility knife).

3. Check whether the device and its accessories in the package is complete and not 
damaged.

4. Dispose the packaging waste as per the working instructions.

Set Up the Basic Camera Hardware

After unpacking, setting up of the basic hardware needs to be done. This includes mounting 
of camera and camera stand. The following steps show the basic hardware setting up steps:

1. Connect the camera by sliding it on the stand.

2. Mount the screws and secure them tightly.

The following figure shows the camera hardware assembly:

Fig. 2.13.2: Camera hardware set up

If the camera needs to be mounted on the wall, then the following steps need to be done:

1. Find a proper place on the wall where the camera can cover the surveillance area properly.

2. Next, mark and drill pilot holes aligned to the ŎŀƳŜǊŀΩǎ bottom stand.

3. Put the wall anchor in the holes and secure the bottom stand of the camera with screws.

4. Attach the camera to the camera stand.

The following figure shows the mounting of a camera on wall:

Fig. 2.13.3: Mounting of camera on a wall
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Establish the Cable and Power Supply Connection

Next, the power cable and power supply connection needs to be done. The following steps 
are done for completing the cable connection:

1.  Check the specification of power adaptor. Generally, the power adaptor that is provided 
is of 12 v/1 A power. The following image shows an adaptor with the power labelling on 
it:
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Fig. 2.13.4: Power adaptor specification

2. Connect the power adaptor end located at the back of the camera to the power supply 
port.

3. Then, connect the power supply plug to a nearby power supply port. The connection of 
the power adaptor is shown in the following figure:

Fig. 2.13.5: Power adaptor connection

Set Up the Internet Connection of Camera Device

To make the IoT camera work over the wireless Internet connection through Wi-Fi, the camera 
needs to be connected with the router. As per the requirement of customer/site, there can 
be a pre-installed wireless Internet connection already present on the site or the technician 
has to perform installation of a router for wireless Internet connection.
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In case a pre-installed wireless Internet connection is available, the following steps should be 
performed to complete a wireless setup automatically:

1. Check that the wireless Internet connection over the router device is working properly.

2. Ensure that the camera is placed within the range of the router.

3. Press the WPS (Wi-Fi Protected Setup) button on the gateway or router for 1-5 seconds 
so that the WPS LED starts blinking.

4. Then press the WPS button on the back of the camera, so that the LED indication for Wi- 
Fi starts blinking and turns green. The following figure shows the steps of automatic 
connection of router and camera:
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Fig. 5.1.6: Automatic connection of router and camera

If the automatic connection does not work, then perform manual connection using a utility 
tool, such as EnViewer, provided by the IoT camera manufacturer in the CD given with the 
packaging. In this example, EnViewer Finder by EnGenius is being used. The following are the 
steps to be performed to connect the camera manually:

1. Switch on the laptop/desktop, wait till  the system start up completes and ensure the 
window starts running.

2. Insert the utility tool disc in the disc drive and run the disc. The following are the steps to 
run the disc:

¶ Open άaȅ /ƻƳǇǳǘŜǊέ ŦǊƻƳ the start menu.

¶ Right click on the disk drive and then select άwǳƴ the disc as ŀŘƳƛƴƛǎǘǊŀǘƻǊέΦ

¶ Follow the installation steps to complete the installation of the tool.

3. After completing the installation, perform the following steps to run the tool:

¶ Go to the computer ŘŜǎƪǘƻǇΩǎ home screen.

¶ Open run the window by pressing άǿƛƴŘƻǿέ and άwέ on the keyboard.

¶ Type the name of the tool and press ά9ƴǘŜǊέΦ

4. In the tool window, find the camera connected to the router network in the list given. If 
the camera is not visible in the list, click the refresh button to view it. The camera will 
show the host name, IP (Here, IP of the camera is taken as 192.168.0.101) and its version 
in the camera row of the list.
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The following screenshot shows the camera listed in the utility tool:
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Fig. 2.13.7: Screenshot showing the camera listed in the utility tool

5. Select the camera from the list and enter the username and the password in the column 
given on the top right corner and then click next for configuration shown in the above 
image. The default username and the password are given in the camera packaging or in 
the user manual. The following image shows the username and the password on a 
camera packing:

Fig. 2.13.8: Username and password on camera packing

6. Click the network tab given in the options in the utility tool and select the mode of 
connecting the camera with the network. The following screenshot shows the modes of 
network connection:

Fig. 2.13.9: Screenshot showing the modes of network connection
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Dynamic Host Configuration Protocol (DHCP): This option allows to connect to the 
network without providing any IP. The camera automatically requests the IP from the 
router.

Manual: In this option, an IP address needs to be provided in the TCP/IP section. Make 
sure that the IP is not used by some other network.

The following screenshot shows the manual network setup wizard:

Fig. 2.13.10: Screenshot showing the manual network setup wizard

Point-to-Point Protocol over Ethernet (PPPoE): The camera can be directly connected 
with the modem using the PPPoE protocol when the Internet service is using the PPPoE 
Internet protocol. For this, the service provider needs to be contacted to get the relevant 
details. The router uses the same PPPoE protocol setting; only the username and the 
password are required. The following screenshot shows the window for setting up the 
PPPoE protocol:

Fig. 2.13.11: Screenshot showing the window for setting up the PPPoE protocol

This will successfully add the camera to the wireless Internet connection. The technician 
is provided with a router in the configuration kit, depending upon the requirement of the 
job, whether a wireless Internet connection is available on the site or the technician has 
to install a router device to create a wireless Internet connection.
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Install the Router

To install a router for a wireless Internet connection at a site, the technician has to perform 
the steps as shown in the following figure:

Unpacking the router device

Connecting the ethernet wire with router 

Configuring the router device

Initialising the router device

Fig. 2.13.12: Router installation steps

Unpacking the Router Device

The technician may get the router from the Internet service provider (ISP) or the 
manufacturer, based on the requirement of the job. He/she would need to perform the 
following steps:

1. Match the specification of the router with the requirement of the camera. The following 
table lists some of the specifications which need to be checked with the camera:
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Interface RJ45

Wi-Fi 802.11 b/g

Secured access WPA/WPA2-PSK and WEP

Data transmission rate Up to 54 mbps

Table 2.13.1 Specifications to be checked

2. Unpack the router, then check the accessories and devices for any damage. The following 
list shows the items provided in the packaging:

¶ Router device

¶ RJ 45 cable

¶ Power adaptor

¶ Product manual

Connecting the Ethernet and Power Cable with Router

After unpacking, place the router at a position which is suitable for a clear line of sight with 
the devices, such as a camera as per the example, that need to be connected. After 
positioning of the router, the Ethernet and the power cable of the router needs to be 
connected to the power source using the following steps:

1. Connect the power cable end to the back of the router and the adapter plug to a power 
socket. Ensure that the power LED indicator light on the router turns on.
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The following image shows the LED indicator on a router:

226

Fig. 2.13.13: Router LED indicator

2. Connect the Ethernet cable given in the kit to the back of the router in the WAN port and 
the other end of the cable to the modem installed at the site. The following image shows 
the power and Ethernet cable connection with router:

Fig. 2.13.14: Power and Ethernet cable connection with router

Configuring the Router Device

To configure the router, a technician can connect the router with a desktop/laptop through a 
LAN wire or with the help of the IP address. The following steps then need to performed:

1. Open a web browser on the computer and then enter the IP address for the router which 
is given on the product manual in the address bar. For example, consider 192.168.0.1 as 
the IP address of the router. The following screenshot shows this step:

Fig. 2.13.15: IP address for router configuration
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2. Then, enter the default username and password given in the router manual or within the 
packing in the window that opens. The following screenshot shows the window:

Fig. 2.13.16: Window for router configuration

After completing the hardware set up of the IoT device and connecting it with the Internet, 
the final step is to initialise the node devices and the gateway routers. The initialisation of 
gateways and nodes means configuring the network settings, that is, the TCP/IP configuration 
setting, securing the network and commissioning the IoT device framework.

2.13.3 Node Initialization

While using a node or a device for the first time, it is required to set a login and a password 
for the system default user. This is also known as initialisation of nodes (IoT devices). This will 
make the system secure and configured.

For example, for an NVR based camera set up, initialisation through a network video recorder 
(NVR) software is mentioned, in which the NVR device is initialised with the router. The 
following image shows an NVR device:
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Fig. 2.13.17: Front and back view of an NVR
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The following steps should be followed in establishing the connection between an NVR device, 
a camera and a router:

Step 1: Unpack the NVR device and connect the device with the router using an Ethernet 
cable. The following figure shows the connection of an IoT camera, a router and an NVR 
device set up:

Fig. 2.13.18: NVR device connection with router and camera

Step 2: Power on the NVR device and let it boot into the initialization interface. The following 
image shows the power indicator of an NVR device:

Fig. 2.13.19: NVR device indicators

Step 3: The NVR software is given with the NVR device or it can be downloaded from the 
Internet. For example, the following link is used to download the NVR software for Genius 
Vision camera set up:

https://geniusvision.net/community/GeniusVisionNVRCommunitySetup_v960.exe

Step 4: Install and run the NVR software on a computer system connected to the same 
network with which the NVR device and the IP camera are connected.

228

Participant Handbook



Step 5: Configure the default login details for the camera. The following screenshot shows 
the device login screen of an NVR software on a computer system:
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Fig. 2.13.20: Device login screen

Step 3: For initialization of camera device, connected through the same LAN, launch the 
interface on the desktop and check the connected device list.

The following screenshot shows the screenshot of the list of devices connected to the 
network:

Fig. 2.13.21: Screenshot of list of devices connected to the network

Step 4: Select the uninitialized camera device from the list and enter the initializing interface 
by clicking on the άLƴƛǘƛŀƭƛȊŜέ button.
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