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कौश� िवकास हे आपले �ेय असले पािहजे.

iii

Skilling is building a better India.
If we have to move India towards
development then Skill Development
should be our mission.
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About this Guide

Telecom Sector Skill Council (TSSC) is a Non-Profit Organization, registered under the 

Societies Registration Act, 1860. We are an industry-led apex body, jointly set up by the 

Cellular Operators Association of India (COAI), Indian Cellular and Electronics Association 

(ICEA) and National Skill Development Corporation (NSDC), to ensure adequate availability 

of skilled manpower to boost growth and productivity in the Telecom sector.

Over the years, TSSC has emerged as the bridge between Ministries, Indian telecom 

industry and youth of our nation for skill development. TSSC works with several Ministries, 

Skilling bodies, technical institutes with the objective of promoting skills amongst young 

Indian talent and bridging the manpower demand - supply gap in the industry. TSSC's core 

membership includes Indian Cellular and Electronics Association (ICEA) and private 

Telecom service providers, namely Bharti Airtel Limited and Vodafone Idea Limited.

Beyond being a sector skill council, TSSC has emerged to be a thought leader in the ICT 

domain. We have since extensively worked and promoted domains like telecom service 

providers, telecom passive infrastructure, telecom network services & telecom 

manufacturing and still expanding to include other allied and critical stakeholders of the 

sector. We are working with a special focus on futuristic skills for Industry 4.0 & web 3.0 

such as 5G Network, Internet of Things, Drones, AI/ML and more in alignment with the 

vision of a Digital India.

Symbols Used

Unit
es

Key Learning
Outcomes

Ask ExplainExercise

Symbols Used

Summary ResourcesUnit
es

Key Learning
Outcomes

Ask ExplainExercise Summary Resources

Facilitator Guide



vii

Table of Contents

S.No.    Module and Units                                                                                 Page No

पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगार

12

10

1

हायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Services

22

124

123

1.   Introduction to the role of Drone - Based telecom Operations manager
Unit: 1.1 Size and Scope of the Telecom industry and its sub-sectors

2.  Plan and Coordinate Drone-Based Telecom Logis�cs Opera�ons
Unit 2.1: Fundamentals of Telecom Infrastructure and Drone Opera�ons Management

Unit 2.2: Opera�onal Planning, System Integra�on, and Safety Management in Drone-Based Telecom Missions

3.   Manage Drone-Based Logistics Operations
Unit 3.1: Logis�cs Integra�on and Interference Management in Telecom Drone Opera�ons

Unit 3.2: Performance Management, Regulatory Compliance, and Cost Op�miza�on in Drone-Based Telecom 

Logis�cs

4.   Integrate Telecom Networks and Systems for Real-Time Drone Operations

Unit 4.1: Telecom Module Integra�on and GNSS Configura�on for Drone Communica�on System

Unit 4.2: Telecom Module Integra�on and GNSS Configura�on for Drone Communica�on System

5.   Manage Telecom Connectivity and Data Transmission During Drone Missions

Unit 5.1: Telecom Systems, Signal Intelligence and Network Reliability in UAV Opera�ons

Unit 5.2: UAV Communica�on Protocols, Cloud Integra�on, Security and Performance Valida�on

Unit 5.3: UAV Telecom Opera�ons, Connec�vity Management, and Data Assurance Framework

6.    Implement safety and regulatory procedures in drone operations

Unit 6.1: Safety Management and Risk Mi�ga�on in UAV Opera�ons

Unit 6.2: Drone Safety, Regula�on, and Opera�onal Compliance

Unit 6.3: Data Security, Compliance, and Safety Culture in UAV Opera�ons

7.    Employability Skills

Annexure I: List of QR Codes used in PH Book 

8.  Annexures

34

32

41

51

49

59

121

69

67

77

84

94

92

104

112

पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Opera�on Deputy Manager पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारDrone Based Telecom Opera�on Deputy Manager 



हायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालक

viii

पशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारDrone Operator – Multi Rotorपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारAircra� Avionics Junior Technicianपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Servicesपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Opera�on Deputy Manager पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारDrone Based Telecom Opera�on Deputy Manager 



सहभागी माग�दिश�का

xi

�ितभागी पु��का�ितभागी पु��कासहभागी माग�दिश�का

AAS/N2018

1.1 Size and Scope of the Telecom industry and its sub-sectors

1. Introduction to the 
    Role of Drone - Based 
    Telecom Operations 
    Manager



हायड� ोपोिन� तं��

x

पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालक

Key Learning Outcomes
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· Outline the spread of the telecom sector in India. 
· Discuss the job role of Drone - Based Telecom Opera�ons Manager. 
· Explain the scope of work for Drone - Based Telecom Opera�ons Manager.

By the end of this module, par�cipants will be able to:
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Unit Objectives
By the end of this unit, participants will be able to:

· Describe the size and scope of the Telecom industry and its sub-sectors. 
· Discuss the role and responsibilities of a Drone - Based Telecom Operations Manager. 
· Identify various employment opportunities for a Drone - Based Telecom Operations 

Manager. 
· Discuss the organisational policies on workplace ethics, managing sites, quality standards, 

personnel management and public relations (PR). 
· Describe the process workflow in the organisation and the role of Drone - Based Telecom 

Operations Manager. 
· List the various daily, weekly, and monthly operations/activities that take place at the site 

under Drone - Based Telecom Operations Manager.

Participant Handbook

1

Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· What is the projected growth of the global telecom market between 2025 and 2034?
· How significant is India's telecom sector in terms of subscribers and revenue?
·  What services fall under the telecom ecosystem?
· What is Network Managed Services (NMS) and why is it important?

1.1.1 Size and Scope of the Telecom Industry and its Sub-Sectors

Facilitator Guide

Unit 1.1: Integration of Telecom Networks and 
                 Systems for Real-Time Drone Operations
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EXPLAIN

ACTIVITY

The telecommunica�ons industry is a major driver of global economic growth and digital 
transforma�on.
Global Telecom Market

· The global telecom market is expected to grow from approximately USD 2.46 trillion in 
2025 to USD 4.21 trillion by 2034, with a CAGR of about 6.14%.

· The global telecom services market alone (voice, broadband, mobile data) is projected to 
grow from USD 2.09 trillion in 2025 to USD 2.87 trillion by 2030.

India's Telecom Industry
India is the world's second-largest telecom market with:

· Over 1.2 billion subscribers
· Tele-density above 86%
· Revenue growth from USD 39.22 billion (FY24) to USD 43.42 billion (FY25)

Scope of the Telecom Industry
The industry includes:

· Mobile telephony
· Fixed-line networks
· Broadband services
· Wireless communica�on
· Enterprise digital services

It supports connec�vity across government, business, educa�on, healthcare, and smart ci�es.
Major Sub-Sector: Network Managed Services (NMS)
It involves third-party providers managing telecom network infrastructure.
Key features:

· Outsourced network opera�ons
· Proac�ve monitoring and fault resolu�on
· SLA-based service delivery
· Coverage across SD-WAN, LAN/WAN, VPN, cybersecurity layers

Benefits:
· Reduced opera�onal costs
· Access to specialised exper�se
· Improved up�me and network performance

1. Group Discussion:
Divide into groups and assign each group one telecom sub-sector (mobile services, 
broadband, NMS). Ask them to discuss growth trends and importance.

2. Data Analysis:
Compare telecom growth in India vs global market and interpret future expansion 
opportuni�es.

3. Case Explora�on:
Research one managed network service provider and explain how they ensure up�me and 
SLA compliance.

Facilitator Guide
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1.1.2 Role & Responsibili�es of a Drone-Based Telecom Opera�ons 

ASK

· Why are drones important in telecom infrastructure inspec�on?
·  What technical and managerial skills are required for a Drone-Based Telecom Opera�ons 

Manager?
· How does regulatory compliance impact drone opera�ons?

EXPLAIN

A Drone-Based Telecom Opera�ons Manager oversees UAV opera�ons for telecom infrastructure 
tasks such as:

· Tower inspec�on
· Site monitoring
· Data collec�on
· 5G rollout support

Core Responsibili�es:
Mission Planning

· Plan flight paths and inspec�on targets
Opera�onal Coordina�on

· Schedule flights
· Coordinate pilots and field engineers

Regulatory & Safety Compliance
· Ensure avia�on and telecom compliance
· Enforce SOPs

Fleet Maintenance
· Maintain drone readiness and safety

Data Management
· Analyse collected imagery
· Deliver ac�onable telecom insights

Leadership
· Train and supervise staff
· Handle technical troubleshoo�ng

This role improves safety, reduces tower climbing risks, enhances inspec�on speed, and lowers 
opera�onal cost.
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ACTIVITY

· Conduct a role-play simula�on where one par�cipant acts as a Drone Ops Manager 
planning a telecom inspec�on mission.

· Iden�fy risks and define mi�ga�on measures.

1.1.3 Employment Opportuni�es for Drone-Based Telecom Opera�ons 

ASK

· Which sectors require drone-assisted telecom opera�ons?
· How are smart ci�es and 5G projects crea�ng new employment opportuni�es?

EXPLAIN

Career opportuni�es exist in:
1. Telecom Service Providers
2. Infrastructure (Tower & Fiber) Companies
3. Managed Network Service Providers
4. Drone-as-a-Service (DaaS) Companies
5. 5G Rollout & Smart Ci�es Projects
6. Government & Regulatory Bodies
7. Satellite & Wireless Communica�on Firms
8. Telecom Equipment & Integra�on Companies

These roles support inspec�on, mapping, asset monitoring, rural connec�vity, and digital 
transforma�on.

ACTIVITY

· Create a career roadmap for becoming a Drone-Based Telecom Opera�ons Manager.
· Iden�fy required cer�fica�ons, drone licenses, and telecom knowledge.

Facilitator Guide
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1.1.4 Organisa�onal Policies

ASK

· Why are workplace ethics important in telecom opera�ons?
· What is the importance of SOPs in site management?
· How do quality standards improve customer sa�sfac�on?

EXPLAIN

Organisa�onal policies ensure structured and compliant func�oning.
Workplace Ethics

· Integrity
· Inclusion
· An�-harassment
· Conflict of interest management
· Confiden�ality

Managing Sites
· Safety compliance
· Access control
· SOP adherence
· Incident repor�ng
· Asset protec�on

Quality Standards
· QMS (ISO 9001 framework)
· Con�nuous improvement
· Customer-focused performance
· Audit documenta�on

Personnel Management
· Recruitment & onboarding
· Performance evalua�on
· Training & skill development
· Grievance redressal

Public Rela�ons (PR)
· Media communica�on rules
· Brand management
· Crisis response planning
· Stakeholder updates
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ACTIVITY

· Dra� a mini workplace ethics policy for a drone telecom company.
· Simulate a crisis communica�on scenario involving a drone incident.

1.1.5 Process Workflow & Role of Drone-Based Telecom Opera�ons 
          Manager

ASK

· What are the stages of a typical organiza�onal workflow?
· How does drone technology integrate into telecom workflows?

EXPLAIN

A workflow is a structured process:
Ini�a�on → Resource Alloca�on → Execu�on → Monitoring → Repor�ng → Closure
Drone-Based Telecom Workflow:

• Mission planning
• Task assignment
• Field inspec�on
• Data processing
• Repor�ng
• Process improvement

Benefits in telecom:
• Faster inspec�ons
• Improved safety
• Real-�me data
• Cost reduc�on
• Predic�ve maintenance support

ACTIVITY

• Draw a workflow diagram for telecom tower drone inspec�on.
• Iden�fy decision points and risk areas.

Facilitator Guide
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1.1.6 Daily, Weekly & Monthly Site Opera�ons

ASK

•  Why are daily pre-flight inspec�ons cri�cal?
•  What strategic tasks are done monthly?
•  How does trend analysis improve telecom network reliability?

EXPLAIN

Daily Tasks
•  Pre-flight inspec�on
•  Weather check
•  Flight planning
•  Site inspec�on
•  Data backup
•  Logbook updates

Weekly Tasks
•  Firmware & system health check
•  Accessory maintenance
•  Data review
•  Compliance review
•  Team performance mee�ngs

Monthly Tasks
•  Comprehensive repor�ng
•  Structural trend analysis
•  Inventory audit
•  SOP review
•  Strategic planning

Importance:
•  Prevent down�me
•  Improve up�me
•  Enhance safety
•  Enable predic�ve maintenance
•  Support network expansion

ACTIVITY

•  Create a daily opera�ons checklist template.
•  Conduct mock monthly review mee�ng simula�on.

Facilitator Guide
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Exercise

SUMMARIZE

· Global telecom market is growing rapidly, projected to expand significantly over the next 
decade.

· India is the world's second-largest telecom market with 1.2+ billion subscribers and rising 
revenues.

· Telecom industry includes mobile services, broadband, wireless communica�on, enterprise 
connec�vity, and digital infrastructure.

· Network Managed Services (NMS) involves outsourced network monitoring, management, 
and maintenance to ensure up�me and performance.

· Drone-Based Telecom Opera�ons Manager plans and manages drone missions for tower 
inspec�on and telecom asset monitoring.

· Key responsibili�es include mission planning, regulatory compliance, data analysis, repor�ng, 
and team supervision.

· Employment opportuni�es exist in telecom operators, infrastructure firms, smart ci�es, 
government bodies, and drone service companies.

· Organisa�onal policies cover workplace ethics, site safety, quality standards, personnel 
management, and public rela�ons.

· Telecom workflow follows: Planning → Resource Alloca�on → Execu�on → Monitoring → 
Repor�ng → Closure.

· Daily, weekly, and monthly ac�vi�es ensure safety, compliance, efficiency, and improved 
network reliability.

Short Answer Ques�ons

Q1. Answer:

Network Managed Services (NMS) is a telecom/IT service model where a third-party provider 

monitors, manages, and maintains an organiza�on's network infrastructure to ensure performance, 

security, and up�me under Service Level Agreements (SLAs).

Any Two Key Characteris�cs:

1. Outsourced network opera�ons (management of routers, switches, firewalls, etc.)

2. Proac�ve monitoring and fault resolu�on

Q2. Answer:

1. Planning and scheduling drone inspec�on missions

2. Ensuring regulatory compliance and safety adherence

3. Managing drone fleet maintenance and readiness

4. Analysing inspec�on data and genera�ng opera�onal reports

Objec�ve Ques�ons (MCQs)

Q1. Answer: c) Second-largest in the world

Q2. Answer: b) Managing drone missions for telecom infrastructure inspec�on

Q3. Answer: b) Outsourcing network monitoring and management

Q4. Answer: c) Monthly inspec�on report prepara�on

Facilitator Guide
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                      Scan the QR Code to watch the related videos

Telecom Base Sta�on Inspec�on in Japan with DJI Drones

https://www.youtube.com/watch?v=wH3r4Tmur0o

Drones in Telco - Opportunity, Background & Gear explained!

https://www.youtube.com/watch?v=r2v4MARmMNE&t=510s

पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Servicesपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Servicesपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Opera�on Deputy Manager पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारDrone Based Telecom Opera�on Deputy Manager 

https://www.youtube.com/watch?v=wH3r4Tmur0o
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2. Plan and Coordinate     
    Drone-Based Telecom  
    Logis�cs Opera�ons

Unit 2.1: Fundamentals of Telecom Infrastructure and 
Drone Operations Management

Unit 2.2: Operational Planning, System Integration, and 
Safety Management in Drone-Based Telecom Missions
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Key Learning Outcomes

By the end of this module, par�cipants will be able to:
· Analyse telecom infrastructure requirements, environmental constraints, and connec�vity 

parameters to determine the feasibility and scope of drone-based inspec�on or delivery 
opera�ons. 

· Plan drone flight paths, mission parameters, and payload configura�ons in alignment with 
telecom project specifica�ons, regulatory guidelines, and opera�onal constraints. 

· Coordinate fleet readiness, pilot assignments, stakeholder communica�on, and compliance 
documenta�on to ensure safe, efficient, and regula�on-compliant drone-based telecom 
logis�cs opera�ons. 

Facilitator Guide
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Unit Objectives

Unit 2.1: Fundamentals of Telecom Infrastructure and 
                 Drone Operations Management

By the end of this unit, participants will be able to:
· Explain telecom infrastructure types, components, and inspection requirements, including 

towers, rooftop sites, and 5G small cells. 
· Describe telecom-specific logistics demands, including critical components like OFC cables, 

RF units, routers, SIMs, and sensors. 
· Outline principles of drone flight, airspace classification, and DGCA/UTM regulatory 

compliance relevant to telecom delivery operations. 
· Describe standard operating procedures (SOPs) for test flights, including pre-flight checks, 

safety protocols, and controlled manoeuvre execution. 
· Interpret flight mission parameters such as altitude, flight speed, image overlap, payload 

constraints, and waypoint programming for various survey objectives. 
· Interpret telecom project specifications and client SLAs to assess the scope and urgency of 

inspections or equipment delivery. 
· Explain the fundamentals of telecom signal evaluation including LTE/5G connectivity, signal 

strength, and latency diagnostics using pre-flight tools.
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Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· What are the four forces of drone flight?
· What are the green, yellow, and red airspace zones in India?
· What approvals are required under the Directorate General of Civil Avia�on?
· What is the role of the Digital Sky Pla�orm?
· How does UTM help manage telecom drone opera�ons?

2.1.1 Drone Flight Principles
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EXPLAIN

ACTIVITY

Drone Flight Principles
· Four Forces: Li�, Weight, Thrust, Drag
· Stable flight = Li� = Weight & Thrust > Drag
· Controls: Pitch, Roll, Yaw, Al�tude
· GPS stabiliza�on ensures hover stability during tower inspec�on.

Airspace Classifica�on (India)

· � Green Zone – Up to 120m, no permission required

· � Yellow Zone – Controlled airspace, permission required

· � Red Zone – No-fly area unless government approval
Regulatory Compliance (Drone Rules 2021)
Under DGCA:

· Drone registra�on & UIN
· Remote Pilot Cer�ficate
· Geo-fencing & real-�me tracking
· Al�tude limit (120m)
· Insurance compliance
· BVLOS requires special approval

UTM (Unmanned Traffic Management)
· Real-�me tracking
· Airspace authoriza�on
· Flight path deconflic�on
· Integra�on with manned avia�on

In telecom delivery projects, UTM ensures safe mul�-drone opera�ons across distributed sites.

1. Iden�fy a telecom tower near your area.
2. Classify the airspace (Green/Yellow/Red).
3. List required approvals for drone inspec�on.
4. Design a compliant mission at 100m al�tude under Green Zone.

SUMMARIZE

Drone telecom opera�ons require understanding flight physics, airspace zones, and strict DGCA 
compliance. Using Digital Sky and UTM ensures safe, legal, and efficient inspec�on or delivery 
missions.

Facilitator Guide
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2.1.2  SOPs for Test Flights

ASK

· What are key pre-flight checks?

· Why is GPS lock important before take-off?

· What safety protocols must be maintained during telecom inspec�on?

· What controlled manoeuvres validate flight stability?

EXPLAIN

Pre-Flight Checks
· UIN & Remote Pilot Cer�ficate verifica�on
· Airspace authoriza�on
· Propellers & ba�ery inspec�on
· Firmware update
· Compass/IMU calibra�on
· GPS lock
· Return-to-Home (RTH) al�tude se�ng

Safety Protocols
· Maintain VLOS
· Keep emergency landing zone
· Follow 120m al�tude limit
· Assign ground observer
· Configure fail-safe se�ngs

Controlled Manoeuvres
· Hover test (2–3m stability check)
· Roll, pitch, yaw test
· Climb & descent
· Payload func�on test
· RTH simula�on

Post-Flight
· Log details
· Inspect for overhea�ng
· Record ba�ery cycles
· Report anomalies
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ACTIVITY

Perform a mock pre-flight checklist for a telecom tower inspec�on drone mission. Iden�fy 5 risk 
factors and define mi�ga�on steps.

SUMMARIZE

SOP-driven test flights ensure drone airworthiness, payload stability, and regulatory compliance 
before telecom missions—reducing risk and ensuring SLA adherence.

ASK

· How does al�tude affect inspec�on quality?
· What is ideal front lap and side lap?
· How does payload weight impact ba�ery life?
· Why is waypoint programming important?

2.1.3 Flight Mission Parameters

EXPLAIN

Al�tude
· Tower inspec�on: 10–40m
· OFC mapping: 60–120m

Lower al�tude = Higher resolu�on (be�er GSD).
Flight Speed

· Slow speed for tower inspec�on
· Moderate for corridor mapping

Must match shu�er speed to avoid blur.
Image Overlap

· 70–80% front lap
· 60–70% side lap

Ensures accurate 3D modelling & ortho maps.
Payload Constraints

· Must not exceed MTOW
· Heavier payload reduces endurance

Used for thermal cameras, RF scanners, LiDAR.
Waypoint Programming

· Automates circular orbit inspec�on
· Enables repeatable telecom audits
· Reduces pilot workload

Facilitator Guide
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ACTIVITY

Plan a mission for:
· 45m telecom tower
· Required 80% overlap
· Thermal camera payload

Define al�tude, speed, and orbit pa�ern.

SUMMARIZE

Al�tude, speed, overlap, payload limits, and waypoint planning directly affect inspec�on accuracy, 
data quality, and mission efficiency in telecom opera�ons.
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2.1.4 Telecom Project Specifica�ons & SLAs

ASK

· What is included in telecom project specifica�ons?
· How does SLA define urgency?
· What is the difference between P1 and P4 priority?

EXPLAIN

Project Specifica�ons
Defined using ITU and telecom standards from Interna�onal Telecommunica�on Union.
Includes:

· Site type (GBT, RTT, Small Cell)
· Equipment parameters (OFC core count, RF band)
· EMF & safety compliance
· Repor�ng standards (Geo-tagged photos, KML files)

Client SLAs
Define:

· Response Time
· Resolu�on Time
· Up�me commitment (99.9%–99.99%)

Priority Classifica�on
· P1 – Complete outage (Immediate)
· P2 – Major degrada�on
· P3 – Par�al issue
· P4 – Preven�ve maintenance

Drone deployment urgency depends on SLA classifica�on.

ACTIVITY

Case Study:
1. Urban LTE tower down.
2. SLA: 4-hour restora�on.
3. Classify priority.
4. Design drone inspec�on + emergency RF delivery �meline.

Facilitator Guide
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SUMMARIZE

Project specs define scope. SLAs define urgency. Drone-based telecom opera�ons must align technical 
execu�on with SLA �melines to avoid penal�es and maintain up�me.

ASK

· What is RSRP?
· What SINR value indicates excellent performance?
· Why is low latency cri�cal for drone telemetry?
· What pre-flight tools evaluate connec�vity?

2.1.5 Fundamentals of Telecom Signal Evalua�on

EXPLAIN

LTE & 5G Basics (3GPP Standards – 3GPP)
Key Parameters:

· RSRP – Signal strength (≥ –85 dBm ideal)
· RSRQ – Signal quality (> –10 dB good)
· SINR – Signal clarity (>20 dB excellent)
· Latency

o LTE: 20–50 ms
o 5G: 1–10 ms (ideal)

Pre-Flight Tools
· Smartphone Field Test Mode
· Network analyser apps (Ping, Ji�er)
· RF Spectrum analyser
· Drive test tools

Importance in Telecom Drone Missions

✔ Stable command & control

✔ Live HD streaming

✔ Reduced packet loss

✔ Reliable emergency inspec�on
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ACTIVITY

Simulate signal test results:
· RSRP: –92 dBm
· SINR: 15 dB
· Latency: 35 ms

Analyse whether mission is feasible and suggest mi�ga�on strategies.

SUMMARIZE

Signal evalua�on ensures reliable LTE/5G connec�vity for drone telemetry and live video 
transmission. Strong RSRP, high SINR, and low latency are cri�cal for safe telecom inspec�on and 
delivery opera�ons.

Exercise

Short Ques�ons 

1. Answer:

Major components include antennas (sector antennas, microwave dishes), Remote Radio Units 

(RRUs), Base Transceiver Sta�on (BTS), RF feeder cables, Op�cal Fiber Cables (OFC), power systems 

(ba�eries, DG sets), lightning arrestors, grounding systems, and equipment shelters.

2. Answer:

Pre-flight signal evalua�on ensures stable LTE/5G connec�vity, acceptable RSRP and SINR levels, 

low latency, and reliable command-and-control communica�on. This prevents video lag, data loss, 

and mission failure during telecom inspec�ons or equipment delivery.

Mul�ple Choice Ques�ons (MCQs)

1.  Answer: B) RSRP

2. Answer: B) Automate consistent flight paths

3. Answer: C) Green Zone

4. Answer: C) Accurate 3D modelling and ortho mapping

Facilitator Guide
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Scan the QR Code to watch the related videos

2.1.3 UAS Rules 2021 in Hindi || DGCA || www.droneschools.in || Video-1
https://www.youtube.com/watch?v=rG4FK_PczPo

2.1.4 Drone Based Telecom Tower Inspec�on | Safe & Secure Inspec�on | Inventory 
Management

https://www.youtube.com/watch?v=KGDA47f4EW4

2.1.7 Signal Strengths in 5G: SINR, RSRP (dB and dBm)
https://www.youtube.com/watch?v=9jZ01MIkkFk
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Unit Objectives

Unit 2.2: Operational Planning, System Integration, 
                 and Safety Management in Drone-Based 
                 Telecom Missions

By the end of this unit, participants will be able to:
· Identify environmental, topographical, and airspace constraints influencing mission 

feasibility and safety. 
· Explain the purpose and configuration of drone payloads such as visual, thermal, or LiDAR 

sensors in telecom inspections. 
· Describe the functional roles of LTE/5G connectivity, telemetry links, GPS modules, and 

real-time data transmission in drone missions. 
· List the procedures and protocols for risk assessment, flight plan documentation, 

regulatory permissions, and aviation coordination. 
· Explain maintenance, readiness, and airworthiness checks required before scheduling 

drone fleets. 
· Illustrate emergency preparedness protocols such as geofencing, return-to home, and 

redundant planning for operational continuity.
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Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· How do wind and temperature affect drone stability and ba�ery life
· Why do urban structures create GPS interference
· What airspace restric�ons must be checked before a telecom mission
· How can LTE or RF interference affect drone telemetry

2.2.1 Environmental, Topographical and Airspace Constraints
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EXPLAIN

ACTIVITY

· High wind reduces hover stability and increases ba�ery consump�on

· Rain and humidity can damage electronics and reduce image clarity

· Extreme temperatures reduce ba�ery performance and shorten flight dura�on

· Fog, dust, and haze affect visual line of sight and obstacle sensors

· Mountain eleva�ons require al�tude adjustment and impact li� performance

· Urban high-rises create wind turbulence and GPS mul�path interference

· Dense vegeta�on weakens telemetry links and increases collision risk

· Narrow OFC corridors limit emergency landing op�ons

· Flights must comply with Directorate General of Civil Avia�on regula�ons

· Opera�ons near airports or sensi�ve zones require special permissions

· Maximum permi�ed al�tude in India is generally 120 meters

· NOTAM announcements must be checked before flight

· Weak LTE or 5G coverage can interrupt live streaming

· High RF transmission sites can disturb compass calibra�on

· Signal shadow zones must be assessed before inspec�on

· Iden�fy environmental, terrain, airspace, and signal risks in an urban telecom roo�op 
inspec�on

· Propose mi�ga�on measures before mission approval

SUMMARIZE

· Mission feasibility depends on evalua�ng environmental, terrain, airspace, and 
communica�on constraints

· Proper assessment reduces opera�onal risk and ensures compliance

Facilitator Guide
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2.2.2 Drone Payload Configura�on for Telecom Inspec�on

ASK

· What is the primary use of an RGB camera in tower inspec�on
· Why are thermal cameras important for preven�ve maintenance
· When is LiDAR preferred over visual cameras
· How does payload weight affect drone endurance

EXPLAIN

· High resolu�on RGB cameras capture structural defects and antenna alignment

· Op�cal zoom enables safe inspec�on of RF components

· Stabilized gimbal ensures clear imagery in wind

· Thermal sensors detect heat anomalies in RF units and power systems

· A 640 by 512 resolu�on is recommended for hotspot detec�on

· Thermal and RGB overlays improve diagnos�c accuracy

· LiDAR generates precise 3D models using laser pulses

· LiDAR supports OFC corridor mapping and terrain analysis

· GNSS and IMU integra�on improve spa�al accuracy

· Payload must remain within maximum take off weight

· Proper calibra�on and balance ensure stable flight

ACTIVITY

· Match mission types such as structural audit, overhea�ng detec�on, OFC mapping, and 
terrain analysis with suitable payloads

· Jus�fy payload selec�on

SUMMARIZE

· Correct payload configura�on improves inspec�on quality and opera�onal efficiency
· RGB supports visual audits, thermal detects electrical faults, and LiDAR enables terrain and 

structural modelling
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2.2.3 Role of LTE, Telemetry, GPS and Real Time Data Transmission

ASK

· How does LTE or 5G support long range missions
· What informa�on does telemetry transmit
· Why is GPS cri�cal for hover stability
· How does real �me transmission improve SLA compliance

EXPLAIN

· LTE and 5G extend control and monitoring beyond radio range

· High speed data transfer supports remote monitoring and cloud storage

· Telemetry transmits al�tude, speed, ba�ery level, GPS loca�on, and signal strength

· Telemetry enables command func�ons and emergency ac�va�on

· GPS ensures accurate posi�oning and waypoint naviga�on

· Geofencing and return to home depend on GPS stability

· Live video allows engineers to guide inspec�ons instantly

· Real �me telemetry supports faster fault isola�on and reduced down�me

ACTIVITY

· Design a telecom inspec�on monitored from a central control room

· Describe integra�on of LTE, telemetry, GPS, and live transmission

SUMMARIZE

· Integrated communica�on and posi�oning systems ensure safe naviga�on and efficient 
telecom inspec�ons

· Real �me monitoring supports urgent SLA driven opera�ons

Facilitator Guide
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2.2.4 Risk Assessment and Regulatory Procedures

ASK

· Why is risk assessment mandatory before opera�ons
· What elements should a flight plan include
· How are regulatory permissions obtained
· When is avia�on coordina�on required

EXPLAIN

· Iden�fy hazards related to weather, RF interference, obstacles, and controlled airspace

· Evaluate probability and severity before mission approval

· Implement mi�ga�on measures such as geofencing and buffer zones

· Flight plans must include date, �me, coordinates, al�tude, dura�on, payload details, and 

emergency procedures

· Drone registra�on and pilot cer�fica�on must be valid

· Authoriza�on must be obtained through Digital Sky under the Directorate General of Civil 

Avia�on

· NOTAM verifica�on ensures no temporary airspace restric�ons

· Coordina�on with air traffic control is required near controlled zones

· Local authori�es may need to be informed for urban inspec�ons

ACTIVITY

· Prepare a basic risk matrix for a telecom roo�op mission near an airport
· Iden�fy high risk factors and mi�ga�on ac�ons

SUMMARIZE

· Risk evalua�on, documenta�on, permissions, and coordina�on ensure safe and compliant 
opera�ons
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2.2.5 Maintenance and Airworthiness Checks

ASK

· Why is risk assessment mandatory before opera�ons
· What elements should a flight plan include
· How are regulatory permissions obtained
· When is avia�on coordina�on required

EXPLAIN

· Preven�ve maintenance includes propeller, motor, wiring, and ba�ery inspec�on

· Correc�ve maintenance addresses detected faults and firmware updates

· Pre mission checks include calibra�on and payload valida�on

· Airworthiness requires structural inspec�on and fail safe tes�ng

· Return to home and geofencing must func�on correctly

· Flight hour tracking improves maintenance scheduling

· Backup drones and spare ba�eries ensure SLA con�nuity

ACTIVITY

· Create a pre scheduling checklist for emergency telecom missions

SUMMARIZE

· Maintenance and airworthiness checks ensure safety, reliability, and long-term opera�onal 
efficiency
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ASK

· What is the purpose of geofencing
· How does return to home prevent flyaway incidents
· Why is redundancy important
· What steps are followed during emergency response

EXPLAIN

· Geofencing prevents entry into restricted zones

· Return to home ac�vates during signal loss or low ba�ery

· Backup communica�on through LTE supports con�nuity

· Mul� GNSS improves naviga�on reliability

· Dual ba�ery systems enhance safety

· Emergency workflow includes anomaly detec�on, safety ac�va�on, controlled landing, and 

incident documenta�on

ACTIVITY

· Simulate signal loss during tower inspec�on and define automated and pilot responses

SUMMARIZE

· Geofencing, return to home, and redundant systems ensure mission safety and telecom 
service con�nuity

2.2.6 Emergency Preparedness Protocols
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Exercise

Short Ques�ons 

1. Answer:

Environmental factors such as strong winds, rain, extreme temperatures, and poor visibility affect 

drone stability, ba�ery performance, and image quality. Topographical constraints like urban 

buildings, mountainous terrain, and dense vegeta�on can cause GPS interference, signal shadow 

zones, and collision risks. These factors directly influence flight safety, dura�on, and data accuracy.

2. Answer:
Return-to-Home (RTH) automa�cally brings the drone back to its launch point during low ba�ery, 
signal loss, or system failure. Geofencing restricts drone opera�ons within predefined airspace 
boundaries to prevent entry into restricted or no-fly zones. Both systems enhance safety, 
regulatory compliance, and opera�onal con�nuity.

Mul�ple Choice Ques�ons (MCQs)
1. Answer: B) Strong wind gusts
2. Answer: C) Thermal camera
3. Answer: B) GPS/GNSS module
4. Answer: B) Airworthiness inspec�on

Facilitator Guide
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Unit 3.1: Logis�cs Integra�on and Interference Management 
in Telecom Drone Opera�ons
Unit 3.2: Performance Management, Regulatory 
Compliance, and Cost Op�miza�on in Drone-Based Telecom 
Logis�cs
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Key Learning Outcomes

· Evaluate the feasibility of drone-based deliveries for telecom assets by analysing payload 
requirements, environmental constraints, and signal interference risks. 

· Design op�mised delivery routes and logis�cs schedules using AI-enabled planning tools, 
incorpora�ng telecom-specific constraints like RF zones and SLAs. 

· Analyse drone logis�cs performance data to iden�fy service gaps, propose correc�ve ac�ons, 
and enhance coordina�on with field engineers and telecom clients.

By the end of this module, par�cipants will be able to:
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Unit Objectives

Unit 3.1: Logistics Integration and Interference 
                 Management in Telecom Drone Operations

By the end of this unit, participants will be able to:
· Explain key considerations in drone delivery of telecom assets such as RF kits, IoT modules, 

cables, and batteries. 
· Describe the criteria for matching drones with payload types, terrain, and telecom tower 

proximity. 
· Identify causes of GPS failure and RF interference in telecom-heavy environments. 
· Explain the principles of logistics route planning, including multi-point deliveries, hub-and-

spoke models, and emergency mission routing.
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Fig. 3.1: Drone based Logistic

Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· Why are geofencing and return to home cri�cal during telecom asset delivery
· How does payload weight influence flight safety and endurance
· What regulatory approvals are required before drone delivery missions
· Why is redundancy important in high value telecom logis�cs

3.1.1 Environmental Preparedness Protocols and Opera�onal
          Con�nuity in Telecom Drone Delivery
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EXPLAIN

ACTIVITY

· Drone delivery supports rapid fault resolu�on, tower maintenance, and remote telecom 
site servicing

· Every drone has a Maximum Take Off Weight limit and exceeding it reduces stability, 
shortens ba�ery life, and increases crash risk

· Telecom payloads such as RF kits, lithium-ion ba�eries, and cable bundles must be 
matched to li�ing capacity with a safety margin

· Payloads must be shock resistant, securely mounted, and properly balanced to maintain 
centre of gravity and prevent yaw instability

· Sensi�ve equipment like RF modules, routers, and IoT boards require an� vibra�on 
moun�ng to avoid connector damage and calibra�on errors

· Heavier payloads reduce flight endurance, so delivery distance, wind condi�ons, and 
minimum 25 to 30 percent ba�ery reserve must be planned

· Lithium ba�ery transport requires compliance with avia�on safety standards due to fire 
risk

· Environmental risks include high wind at tower eleva�on, electromagne�c interference, 
roo�op turbulence, and limited landing zones

· Drone opera�ons in India are regulated by the Directorate General of Civil Avia�on and 
require registra�on, cer�fied pilots, and Digital Sky airspace clearance

· Stable telemetry and LTE or 5G backup links are required for long distance and BVLOS 
deliveries

· Emergency planning includes configured return to home al�tude, alternate landing zones, 
backup drones, and abort protocols

· Documenta�on such as delivery manifest, payload record, flight log, and client 
confirma�on ensures SLA compliance and traceability

· Proper planning reduces down�me and tower climbing risks, while poor planning can 
cause payload damage, regulatory viola�ons, and mid-flight ba�ery deple�on

· Prepare a delivery readiness checklist for emergency telecom asset dispatch including 
payload valida�on, regulatory clearance, and fail-safe configura�on

· Iden�fy risks and mi�ga�on measures for lithium ba�ery transporta�on to a remote 
telecom tower

SUMMARIZE

· Effec�ve telecom drone delivery requires weight compliance, secure packaging, regulatory 
approval, redundant systems, and emergency preparedness

· Structured planning ensures opera�onal con�nuity, asset protec�on, and SLA fulfilment
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3.1.2 Criteria for Matching Drones with Payload Types, Terrain, and
          Tower Proximity

ASK

· How does payload weight determine drone category selec�on
· Why is terrain analysis important before selec�ng a drone pla�orm
· How does proximity to telecom towers influence naviga�on systems
· What safety systems are required for close proximity inspec�on

EXPLAIN

· Drone selec�on must align with payload weight, size, sensi�vity, and onboard power 
requirements

· Heavy telecom assets require medium or heavy li� mul�rotor or hybrid VTOL systems
· Compact drones are suitable for lightweight IoT modules or SIM based devices
· Vibra�on damping and stable flight control protect sensi�ve RF boards and routers
· Urban terrain requires agile VTOL drones with obstacle avoidance sensors
· Remote areas benefit from long range fixed wing or hybrid pla�orms
· Mountainous terrain demands strong motors, al�tude compensa�on, and GPS redundancy
· Coastal deployments require higher wind resistance ra�ngs
· Ac�ve telecom towers emit RF signals that may cause electromagne�c interference
· RTK enabled posi�oning systems improve precision near metallic structures
· Safe standoff distance and precision hovering are essen�al near antennas and feeder 

cables
· Drone category and airspace zone compliance must follow na�onal regula�ons governed 

by the Directorate General of Civil Avia�on

ACTIVITY

· Select appropriate drone types for urban inspec�on, rural delivery, and mountainous 
tower servicing and jus�fy the choice based on payload and terrain factors

SUMMARIZE

· Matching drones to payload characteris�cs, terrain, and tower proximity ensures safe, 
compliant, and efficient telecom opera�ons

· Proper selec�on reduces interference risk and improves mission precision
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3.1.3 Causes of GPS Failure and RF Interference in Telecom Heavy
          Environments

ASK

· How do telecom towers generate electromagne�c interference
· What causes GPS mul�path errors near metallic structures
· Why do dense RF environments affect control links
· How does LTE or 5G conges�on impact connected drones

EXPLAIN

· High power transmissions from cellular base sta�ons create electromagne�c interference 
affec�ng GPS and control frequencies

· Microwave backhaul links may disrupt control signals if crossed during flight
· Steel tower structures reflect satellite signals causing mul�path errors and dri�ing
· Roo�op installa�ons and high-rise buildings cause signal blockage and shadowing
· Frequency overlap in 2.4 GHz and 5.8 GHz bands increases RF conges�on and reduces 

signal to noise ra�o
· High RF density may saturate receivers leading to temporary GPS loss
· Metallic structures and electrical grounding systems distort compass readings and cause 

yaw instability
· LTE and 5G network conges�on can increase latency and disrupt telemetry handover
· Opera�onal impacts include dri�ing, loss of return to home accuracy, emergency landing 

ac�va�on, and inaccurate mapping
· Mi�ga�on measures include RTK enabled drones, dual GNSS usage, safe standoff distance, 

RF spectrum assessment, and proper compass calibra�on

ACTIVITY

· Conduct a preflight risk evalua�on for a drone opera�ng near a telecom tower cluster and 
iden�fy poten�al GPS and RF interference sources

SUMMARIZE

· Telecom dense environments increase electromagne�c and naviga�on risks
· Proper mi�ga�on strategies ensure stable hovering, accurate posi�oning, and safe mission 

execu�on

Facilitator Guide
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3.1.4 Principles of Logis�cs Route Planning for Telecom Drone
          Opera�ons

ASK

· What factors determine op�mal drone route planning
· When should mul� point delivery missions be used
· How does the hub and spoke model improve telecom logis�cs
· What dis�nguishes emergency rou�ng from rou�ne delivery planning

EXPLAIN

· Route planning must consider payload weight, ba�ery endurance, terrain, airspace 
restric�ons, and weather

· Mul� point delivery allows servicing mul�ple telecom towers in a single flight but requires 
accurate ba�ery modelling and waypoint sequencing

· Hub and spoke logis�cs use a central deployment hub connected to surrounding tower 
sites for inventory control and rapid dispatch

· Emergency rou�ng priori�zes shortest safe path, real �me telemetry monitoring, and 
backup drone readiness

· Terrain factors such as hills, forests, rivers, and high rise structures affect al�tude and 
waypoint programming

· Airspace compliance must align with permissions under the Directorate General of Civil 
Avia�on

· Energy op�miza�on requires modelling wind impact and maintaining minimum 25 to 30 
percent return reserve

· Real �me communica�on through LTE or RF control links supports BVLOS opera�ons
· GIS based mapping, satellite imagery, and digital terrain models improve route simula�on 

and safety

ACTIVITY

· Design a hub and spoke delivery network for a telecom cluster within a 20 km radius 
including risk assessment and energy reserve calcula�on

SUMMARIZE

· Effec�ve logis�cs route planning balances speed, safety, compliance, and ba�ery 
op�miza�on

· Mul� point rou�ng, hub and spoke systems, and emergency priori�za�on enhance telecom 
supply chain efficiency
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Exercise

Short Ques�ons 

1. Answer:

Payload–drone matching ensures that the drone's Maximum Take-Off Weight (MTOW), endurance, 

stability, and wind resistance are suitable for carrying telecom equipment such as RF kits, ba�eries, 

or IoT modules. Incorrect matching may lead to reduced flight �me, instability, ba�ery deple�on, 

payload damage, or mission failure.

2. Answer:
GPS failure in telecom-heavy zones is mainly caused by electromagne�c interference (EMI) from 
high-power RF transmi�ers, mul�path signal reflec�on from metallic tower structures, signal 
blocking by antenna panels, RF conges�on, and magne�c interference affec�ng onboard 
compasses. These issues may result in dri�ing, inaccurate posi�oning, or unexpected mode 
switching.

Mul�ple Choice Ques�ons (MCQs)
1. Answer: C) To ensure safe return-to-home capability
2. Answer: C) Hub-and-Spoke Model
3. Answer: B) Reflec�on from metallic structures
4. Answer: C) Time efficiency and opera�onal safety

Facilitator Guide
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Unit Objectives

Unit 3.2: Performance Management, Regulatory 
                 Compliance, and Cost Optimization in 
                 Drone-Based Telecom Logistics

By the end of this unit, participants will be able to:
· Interpret KPIs and performance metrics related to drone-based telecom logistics. 
· List the regulatory and airspace constraints near telecom hubs and sensitive zones. 
· Describe procedures for field coordination and customer communication during delivery 

missions. 
· Discuss strategies for cost optimisation in drone logistics, such as predictive analytics, 

route bundling, and drone reassignment.
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Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· Why are KPIs important in drone-based telecom logis�cs
· How does mission success rate impact SLA compliance
· What metrics influence opera�onal cost and ROI
· Why is telemetry reliability cri�cal in BVLOS missions

3.2.1 KPIs and Performance Metrics Related to Drone Based
          Telecom Logis�cs
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EXPLAIN

ACTIVITY

· Key Performance Indicators measure efficiency, safety, reliability, cost effec�veness, and SLA 

adherence

· Mission Success Rate calculates the percentage of missions completed without failure or 

diversion

· On Time Delivery Rate measures adherence to SLA defined �melines and is cri�cal during 

network outages

· Average Mission Dura�on supports capacity planning and be�er fleet scheduling

· Ba�ery Performance metrics include cycle health, energy consump�on per kilometer, and 

return reserve percentage

· Cost per Delivery includes deprecia�on, energy, maintenance, and labor expenses to assess 

financial sustainability

· Down�me Reduc�on Impact measures improvement in Mean Time to Repair and network 

restora�on speed

· Fleet U�liza�on Rate evaluates how many drones are ac�vely deployed versus total fleet 

availability

· Safety Incident Rate tracks accidents, signal loss, GPS failure, and emergency landings per 

flight hour

· Signal and Telemetry Reliability assesses control link stability and latency during missions

· Regulatory Compliance Rate ensures all missions operate with valid permissions under 

authori�es such as the Directorate General of Civil Avia�on

· Payload Integrity Rate measures damage free delivery of sensi�ve telecom equipment

· Customer Sa�sfac�on Score reflects SLA adherence and field team feedback

· Develop a KPI dashboard outline for a telecom drone logis�cs division including opera�onal, 
financial, safety, and compliance metrics

· Iden�fy which KPIs directly impact outage response performance

SUMMARIZE

· KPIs provide measurable insight into opera�onal efficiency, safety, and cost control
· Data driven performance monitoring strengthens SLA compliance and regulatory adherence

Facilitator Guide
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3.2.2 Regulatory and Airspace Constraints Near Telecom Hubs and
          Sensi�ve Zones

ASK

· What airspace classifica�ons affect telecom drone opera�ons
· Why are airports and military zones highly restricted
· What al�tude limits apply to telecom tower inspec�ons
· When is BVLOS authoriza�on required

EXPLAIN

· Airspace is categorized into green, yellow, and red zones with varying permission 

requirements

· In India, zoning and drone permissions are regulated by the Directorate General of Civil 

Avia�on through the Digital Sky pla�orm

· Opera�ons near airports require coordina�on aligned with frameworks from the Federal 

Avia�on Administra�on and global standards issued by the Interna�onal Civil Avia�on 

Organiza�on

· Military bases, radar sta�ons, border regions, and strategic government facili�es are 

classified as restricted or prohibited zones

· Urban areas may impose addi�onal safety buffers and restric�ons on flying over crowds

· Telecom infrastructure proximity requires safe standoff distance due to electromagne�c 

interference risks

· Maximum al�tude limits commonly apply, such as 120 meters above ground level in many 

jurisdic�ons

· BVLOS missions require special approval, telemetry redundancy, and risk mi�ga�on measures

· Remote iden�fica�on, drone registra�on, and pilot cer�fica�on are mandatory

· Night flying o�en requires an�-collision ligh�ng and addi�onal regulatory clearance

· Data protec�on rules limit aerial imaging and storage of cri�cal infrastructure visuals

ACTIVITY

· Iden�fy regulatory clearances required for a roo�op telecom inspec�on located 5 kilometres 
from an airport

· Outline compliance steps before obtaining BVLOS permission

SUMMARIZE

· Telecom drone missions near sensi�ve zones must comply with airspace classifica�on, 
al�tude limits, and avia�on authority regula�ons

· Strong regulatory adherence minimizes legal and opera�onal risk
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3.2.3 Procedures for Field Coordina�on and Customer Communica�on
          During Delivery Missions

ASK

· Why is structured coordina�on essen�al in telecom drone delivery
· Who are the primary stakeholders in field opera�ons
· How should incidents be communicated during missions
· What documenta�on ensures SLA valida�on

EXPLAIN

· Pre mission coordina�on confirms asset readiness, landing zone assessment, field contact 

assignment, and ETA communica�on

· Stakeholders include drone opera�ons team, network opera�ons center, field engineer, 

logis�cs supervisor, and customer representa�ve

· Flight plans and delivery windows must be shared before launch with regulatory approval 

from the Directorate General of Civil Avia�on where applicable

· During flight, live telemetry updates and route changes must be communicated in real �me

· BVLOS missions require con�nuous monitoring consistent with standards from the 

Interna�onal Civil Avia�on Organiza�on

· On site delivery requires safety perimeter confirma�on and payload receipt acknowledgment

· Handover documenta�on includes GPS coordinates, �mestamp, photographic proof, and 

digital signature

· Incident communica�on requires immediate NOC no�fica�on and con�ngency ac�va�on

· Post mission review documents performance, installa�on status, and opera�onal lessons

· SLA escala�on hierarchy must be defined for emergency telecom outages

· Data security measures protect sensi�ve telecom infrastructure informa�on

ACTIVITY

· Create a communica�on flow diagram from dispatch to post-delivery confirma�on for an 
emergency telecom ba�ery delivery

SUMMARIZE

· Effec�ve coordina�on reduces down�me, strengthens customer trust, and ensures SLA 
compliance

· Clear communica�on procedures prevent delivery errors and safety incidents
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3.2.4 Strategies for Cost Op�miza�on in Drone Logis�cs

ASK

· How can predic�ve analy�cs reduce emergency dispatch cost
· What is route bundling and how does it improve efficiency
· How does dynamic drone reassignment increase u�liza�on
· Why is ba�ery lifecycle monitoring essen�al for cost control

EXPLAIN

· Predic�ve analy�cs forecasts spare part demand and iden�fies recurring fault prone telecom 

sites

· Route bundling combines mul�ple tower deliveries in a single op�mized mission to reduce 

flight hours and ba�ery cycles

· Hub and spoke opera�ons centralize charging, maintenance, and inventory for cost efficiency

· Dynamic fleet alloca�on assigns drones based on payload, distance, urgency, and weather 

condi�ons

· Ba�ery health monitoring and op�mized cruising speeds extend lifecycle and reduce 

replacement cost

· Preven�ve maintenance lowers unexpected repair expenses and down�me

· Securing BVLOS authoriza�on from the Directorate General of Civil Avia�on aligned with 

guidance from the Interna�onal Civil Avia�on Organiza�on increases coverage efficiency

· GIS based automated planning reduces administra�ve workload and human error

· SLA based priori�za�on prevents unnecessary high-cost deployments

· Con�nuous KPI analysis iden�fies inefficiencies and supports correc�ve ac�on

ACTIVITY

· Develop a cost op�miza�on plan for servicing 25 telecom towers within a 30 kilometre radius 
using route bundling and predic�ve maintenance scheduling

SUMMARIZE

· Strategic op�miza�on methods reduce opera�onal cost while maintaining safety and 
compliance

· Data driven planning makes drone logis�cs sustainable and compe��ve with tradi�onal 
transport

Facilitator Guide
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Exercise

SHORT ANSWER QUESTIONS

1. Explain the key factors to consider when selec�ng a drone for delivering telecom assets 

such as RF kits and ba�eries in urban and rural environments.

2. Describe the major causes of GPS failure and RF interference in telecom-heavy tower 

environments and how they affect drone missions.

3. Discuss how predic�ve analy�cs and route bundling help reduce opera�onal costs in 

drone-based telecom logis�cs.

MULTIPLE CHOICE QUESTIONS (MCQs)

1. Which factor is MOST important when matching a drone to a heavy telecom ba�ery 

delivery mission?

A. Camera resolu�on

B. Maximum take-off weight (MTOW)

C. Drone colour visibility

D. Propeller size only

Correct Answer: B

2. GPS signal mul�path errors near telecom towers are primarily caused by:

A. Low drone ba�ery

B. Strong winds

C. Reflec�on of signals from metallic structures

D. Pilot inexperience

Correct Answer: C

3. In drone logis�cs, the hub-and-spoke model mainly helps to:

A. Increase drone speed

B. Centralize opera�ons and reduce redundant stock

C. Eliminate ba�ery usage

D. Remove regulatory approvals

Correct Answer: B

4. Which KPI directly measures adherence to telecom service �melines?

A. Fleet colour standardiza�on

B. On-Time Delivery Rate

C. Drone al�tude limit

D. Camera frame rate

Correct Answer: B

5. A Red Zone near a telecom hub generally indicates:

A. Free flight area

B. Controlled but unrestricted zone

C. Prohibited airspace without special authoriza�on

D. Ba�ery charging sta�on

Correct Answer: C

6. Route bundling in drone logis�cs primarily reduces:

A. Regulatory documenta�on

B. Total opera�onal cost per delivery

C. GPS accuracy

D. Payload weight

Correct Answer: B
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Scan the QR Code to watch the related videos

3.1.4 DSV improves warehouse opera�ons with drone system

https://www.youtube.com/watch?v=5N87L_nO2ms
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4.  Integrate Telecom 
    Networks and Systems 
    for Real-Time Drone 
    Operations

AAS/N2020

Unit 4.1: Telecom Module Integra�on and GNSS Configura�on for 

Drone Communica�on System

Unit 4.2: Telecom Module Integra�on and GNSS Configura�on for 

Drone Communica�on System
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Key Learning Outcomes

· Configure telecom modules and telemetry systems to enable real-�me connec�vity and 
reliable communica�on in drone opera�ons. 

· Calibrate GPS and telemetry se�ngs to ensure accurate posi�oning, signal strength, and 
synchronisa�on with ground control systems. 

· Evaluate telecom signal zones, communica�on redundancy, and cloud-based integra�ons to 
ensure uninterrupted command and control during drone missions.

By the end of this module, par�cipants will be able to:
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Unit Objectives

Unit 4.1: Telecom Module Integration and GNSS 
                 Configuration for Drone Communication System

By the end of this unit, participants will be able to:
· Explain the role of 4G/5G telecom modules in real-time drone communication. 
· Describe the process of configuring SIM/eSIM modules and network profiles. 
· Identify compatibility requirements between telecom modules and flight control 

systems. 
· Explain GPS and GNSS integration for accurate navigation and telemetry. 
· Illustrate calibration procedures for GNSS, GPS, and telemetry modules.
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Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· Why are 4G and 5G modules important for BVLOS drone missions
· How does 5G improve latency compared to 4G
· What role do cellular modules play in telemetry and HD streaming
· Why is redundancy important in telecom heavy environments

4.1.1 Role of 4G and 5G Telecom Modules in Real Time Drone
          Communica�on
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EXPLAIN

ACTIVITY

· 4G and 5G modules provide a cellular based Command and Control link between drone, 

pilot, and cloud pla�orm

· Enable Beyond Visual Line of Sight opera�ons with reduced dependency on short range RF

· Transmit live telemetry data including GPS posi�on, al�tude, speed, ba�ery, and signal 

strength

· Support real �me HD video streaming for remote telecom tower inspec�ons

· Enable cloud-based fleet management for tracking, mission assignment, and log storage

· Provide redundant communica�on backup when RF interference occurs

· Support Assisted GPS and faster satellite acquisi�on

· Enable Remote ID compliance as per authori�es like the Directorate General of Civil 

Avia�on and the Federal Avia�on Administra�on aligned with standards of the 

Interna�onal Civil Avia�on Organiza�on

· 5G offers ultra low latency and higher bandwidth for mission cri�cal control and AI 

integra�on

· Compare opera�onal suitability of 4G and 5G for a telecom tower inspec�on located in a 
dense urban zone

SUMMARIZE

· 4G and 5G modules extend communica�on range, improve reliability, and enable real �me 
telemetry and video for advanced drone opera�ons

Facilitator Guide
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4.1.2 Process of Configuring SIM or eSIM Modules and Network
          Profiles

ASK

· What steps are required to ac�vate a physical SIM
· How is an eSIM profile provisioned
· Why is APN configura�on important
· How is network performance verified

EXPLAIN

ACTIVITY

· Dra� a configura�on checklist for enabling LTE connec�vity on a BVLOS drone

SUMMARIZE

· SIM or eSIM configura�on includes installa�on, ac�va�on, APN setup, security 
configura�on, connec�vity tes�ng, and system integra�on

· Install SIM physically or provision eSIM remotely using ac�va�on creden�als

· Confirm SIM readiness and disable PIN if required

· Configure APN including APN name, authen�ca�on type, and IP version

· Set preferred network mode such as LTE only or 5G standalone

· Configure authen�ca�on and enable secure protocols such as VPN or TLS

· Verify IP alloca�on and check RSSI, RSRP, SINR values

· Conduct ping, latency, and throughput tests

· Integrate telecom module with flight controller or companion computer

· Enable automa�c reconnec�on and op�onal dual SIM failover
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4.1.3 Compa�bility Requirements Between Telecom Modules and
          Flight Control Systems

ASK

· Why must telecom modules match hardware interfaces of the drone
· How does MAVLink func�on over cellular networks
· What latency requirements exist for BVLOS control
· Why is a companion computer o�en required

EXPLAIN

ACTIVITY

· Design a system architecture diagram showing flight controller, companion computer, and 
LTE modem interac�on

SUMMARIZE

· Telecom module compa�bility requires hardware, protocol, power, latency, and security 
alignment with the drone control system

· Hardware compa�bility requires interfaces such as USB or UART between modem and 

onboard system

· Flight controllers like PX4 and ArduPilot use MAVLink protocol encapsulated over TCP or 

UDP

· Companion computer manages network stacks and forwards telemetry between modem 

and controller

· Cellular module must meet low latency requirements for real �me Command and Control

· Power compa�bility must match UAV voltage and current limits

· System must support encryp�on protocols such as VPN or SSL for secure communica�on

· Architecture separates low level flight control from high level network management

Facilitator Guide
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4.1.4 GPS and GNSS Integra�on for Accurate Naviga�on and
          Telemetry

ASK

· What is the difference between GPS and GNSS
· Why is mul� constella�on support important
· How does RTK improve posi�oning accuracy
· How is GNSS data transmi�ed to ground control

EXPLAIN

ACTIVITY

· Compare posi�oning accuracy between standalone GNSS and RTK enabled drone for 
telecom tower inspec�on

SUMMARIZE

· GNSS integra�on enables precise naviga�on, stable telemetry, and autonomous drone 
opera�on with improved accuracy through mul� constella�on and RTK support

· GPS is part of GNSS, which includes GLONASS, Galileo, BeiDou, and NavIC

· GNSS antenna receives satellite signals and receiver calculates posi�on using trilatera�on

· Data is sent to flight controller via UART or CAN

· Controller integrates GNSS with IMU for stable naviga�on

· Enables waypoint naviga�on, Return to Home, geofencing, auto landing, and loiter mode

· RTK improves accuracy to cen�metre level using correc�on data

· DGPS reduces atmospheric and signal errors

· Telemetry transmits coordinates, al�tude, speed, and �me synchroniza�on
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4.1.5 Calibra�on Procedures for GNSS, GPS, and Telemetry Modules

ASK

· Why is compass calibra�on required before flight
· What is an acceptable HDOP value for stable posi�oning
· How is telemetry signal strength tested
· What verifica�on checks confirm calibra�on success

EXPLAIN

ACTIVITY

· Prepare a preflight calibra�on checklist covering GNSS lock, compass calibra�on, IMU 
alignment, RTK status, and telemetry verifica�on

SUMMARIZE

· Proper calibra�on ensures accurate posi�oning, stable heading, minimal dri�, reliable 
communica�on, and safe drone opera�ons

· Install GNSS antenna in open sky area away from EMI sources

· Wait for sufficient satellite lock and verify low HDOP

· Perform compass calibra�on by rota�ng drone across all axes

· Calibrate accelerometer on level surface and confirm proper orienta�on alignment

· Configure RTK base and rover link and verify correc�on data if applicable

· Set correct telemetry frequency and baud rate

· Conduct RSSI and range tes�ng

· Check packet loss and latency stability

· Validate real �me telemetry updates at ground sta�on

· Ensure no dri� during hover test
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Exercise

Short Ques�ons 

1. Answer:

4G/5G telecom modules enable real-�me command and control (C2), telemetry transmission, and 

HD video streaming over cellular networks. They allow drones to operate Beyond Visual Line of 

Sight (BVLOS) by extending communica�on range beyond tradi�onal RF systems. 5G addi�onally 

provides ultra-low latency and higher bandwidth for mission-cri�cal control.

2. Answer:
Compass and GNSS calibra�on ensure accurate heading, posi�oning, and stable hovering. 
Improper calibra�on can cause dri�, incorrect return-to-home posi�oning, and unstable flight 
behaviour. Calibra�on reduces magne�c interference errors and improves overall naviga�on 
reliability.

Mul�ple Choice Ques�ons (MCQs)
1. Answer: B) Ultra-low latency (URLLC)
2. Answer: B) APN (Access Point Name)
3. Answer: C) Improved posi�oning accuracy and satellite availability
4. Answer: C) RSS
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Unit Objectives

Unit 4.2: Telecom Module Integration and GNSS Configuration 
                 for Drone Communication System

By the end of this unit, participants will be able to:
· Define key signal quality indicators such as latency, jitter, and signal strength. 
· Discuss the importance of signal mapping and the risks of low-coverage telecom zones. 
· Outline the architecture of command, control (C2), and cloud systems in drone 

networks. 
· Elucidate redundancy planning through dual SIM or fallback mechanisms. 
· Explain how to interpret data from diagnostic tools and validate signal health across 

flight paths.
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Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· What is latency in drone and telecom communica�on
· How does ji�er affect real-�me UAV control
· Why is signal strength cri�cal for LTE and 5G based drones
· How are these indicators measured in telecom systems

4.2.1 Key Signal Quality Indicators Such as Latency, Ji�er, and
          Signal Strength
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EXPLAIN

ACTIVITY

· Signal quality indicators determine responsiveness, reliability, and stability of drone 

communica�on links

· Latency is the delay between sending and receiving a data packet, measured in milliseconds

· In drone systems, latency directly affects command and control responsiveness, video 

streaming delay, telemetry updates, and BVLOS safety

· 5G networks defined by the Interna�onal Telecommunica�on Union aim to provide ultra-low 

latency for mission-cri�cal applica�ons

· Broadband latency performance concepts are also described by the Federal Communica�ons 

Commission

· Ji�er refers to varia�on in packet arrival �me, even when average latency is low

· High ji�er may cause video buffering, telemetry instability, command desynchroniza�on, and 

unstable live streaming

· IP Packet Delay Varia�on standards are defined by the Internet Engineering Task Force

· Signal strength represents received communica�on power and link quality

· In LTE and 5G networks standardized by the 3rd Genera�on Partnership Project, key 

parameters include RSSI, RSRP, and SINR

· Performance and QoS metrics are further guided by the European Telecommunica�ons 

Standards Ins�tute

· Weak signal strength increases retransmissions, packet loss, and latency

· Low latency and low ji�er with strong signal strength are essen�al for mission-cri�cal UAV and 

IoT opera�ons

· Compare acceptable latency, ji�er, and SINR thresholds for rou�ne inspec�on versus BVLOS 
emergency response missions

· Create a monitoring checklist for real-�me signal quality assessment during drone flight

SUMMARIZE

· Latency measures delay, ji�er measures delay varia�on, and signal strength measures 
communica�on quality

· Together, these indicators determine stability, safety, and real-�me performance of 
connected drone systems

Facilitator Guide
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4.2.2 The Importance of Signal Mapping and the Risks of Low
          Coverage Telecom Zones

ASK

· Why is signal mapping necessary before BVLOS missions
· How does signal mapping improve route planning
· What risks arise in low-coverage telecom zones
· How do regulators treat connec�vity requirements in controlled airspace

EXPLAIN

ACTIVITY

· Conduct a signal heat map analysis for a proposed telecom inspec�on corridor and iden�fy 
poten�al coverage gaps

· Develop mi�ga�on strategies including dual SIM or RF backup for iden�fied weak zones

SUMMARIZE

· Signal mapping enhances opera�onal planning, flight safety, and connec�vity reliability
· Low-coverage telecom zones increase risks such as communica�on loss, latency spikes, 

telemetry failure, and regulatory issues

· Signal mapping analyses LTE and 5G coverage strength, latency stability, and conges�on 
before and during opera�ons

· Pre-mission assessment helps iden�fy strong and weak coverage areas, expected delay, and 
poten�al dead zones

· Network performance monitoring guidance is outlined by the Interna�onal 
Telecommunica�on Union

· Reliable C2 connec�vity is emphasized in RPAS guidance from the Interna�onal Civil Avia�on 
Organiza�on

· Coverage analysis supports op�mal flight path selec�on and avoidance of low-signal corridors
· LTE and 5G performance evalua�on standards are defined by the 3rd Genera�on Partnership 

Project
· Opera�ng in weak coverage zones may result in command loss, delayed responses, telemetry 

gaps, or automa�c Return-to-Home ac�va�on
· UAS C2 safety guidance is published by the Federal Avia�on Administra�on
· Network QoS and reliability standards are also defined by the European Telecommunica�ons 

Standards Ins�tute
· Con�nuous connec�vity requirements including remote iden�fica�on are outlined by the 

European Union Avia�on Safety Agency
· Telemetry data interrup�ons reduce situa�onal awareness and increase opera�onal risk
· Regulatory non-compliance may occur if connec�vity-dependent tracking is interrupted
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4.2.3 The Architecture of Command, Control, and Cloud Systems in
          Drone Networks

ASK

· What are the main layers of drone network architecture
· How does the C2 link func�on between drone and operator
· What role does the cloud play in modern UAV systems
· How is scalability achieved in mul�-drone opera�ons

EXPLAIN

ACTIVITY

· Draw a layered architecture diagram showing onboard systems, C2 link, GCS, and cloud 
processing workflow

· Iden�fy poten�al single points of failure and propose redundancy measures

SUMMARIZE

· Modern drone networks operate on layered C2 and cloud architecture
· Reliable communica�on links and secure cloud integra�on enable scalable, real-�me, and 

fleet-level opera�ons

· Drone network architecture consists of onboard systems, communica�on links, and ground or 
cloud infrastructure

· The onboard layer includes flight controller, GNSS module, IMU sensors, and telecom modem
· Common flight control pla�orms include Pixhawk, PX4, and ArduPilot
· The C2 link may use RF telemetry, LTE, 5G, or satellite connec�vity
· Reliable and secure C2 links are mandated in RPAS frameworks from the Interna�onal Civil 

Avia�on Organiza�on
· Ground Control Sta�ons provide mission planning, telemetry visualiza�on, video monitoring, 

and alert management
· Examples of GCS pla�orms include QGroundControl and Mission Planner
· Communica�on protocols such as MAVLink enable data exchange between flight controller 

and GCS
· Cloud pla�orms enable telemetry storage, AI analy�cs, remote firmware updates, and fleet 

management
· UAV cloud integra�on architectures are widely implemented using services from Amazon 

Web Services and Microso� Azure
· Advanced architectures allow command relay via cloud, suppor�ng remote mul�-loca�on 

opera�ons
· UTM and scalable drone traffic integra�on concepts are developed by the Federal Avia�on 

Administra�on
· Secure systems implement encryp�on, VPN, SIM authen�ca�on, and role-based access 

control
· Cybersecurity guidance for UAS is provided by the European Union Avia�on Safety Agency

Facilitator Guide
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4.2.4 Redundancy Planning Through Dual SIM or Fallback Mechanisms

ASK

· Why is C2 redundancy essen�al for BVLOS missions
· How does dual SIM improve telecom reliability
· What fallback mechanisms are used beyond dual SIM
· How does redundancy support regulatory compliance

EXPLAIN

· Redundancy ensures con�nuous command and control even if the primary communica�on 

link fails

· Reliable and resilient C2 connec�vity is emphasized in RPAS safety guidance from the 

Interna�onal Civil Avia�on Organiza�on

· Dual SIM architecture includes a primary and secondary network operator within a mul�-SIM 

modem

· If signal, latency, or packet loss thresholds degrade, the modem automa�cally switches 

networks

· Mul�-operator system architecture standards are defined by the 3rd Genera�on Partnership 

Project

· Network resilience and service con�nuity principles are outlined by the Interna�onal 

Telecommunica�on Union

· Hybrid communica�on models combine cellular primary link with RF backup link

· UAS C2 safety requirements are also described by the Federal Avia�on Administra�on

· Cellular fallback may downgrade 5G to LTE or 3G where available

· Cloud-level redundancy may include mul�-region deployment using pla�orms such as 

Amazon Web Services

पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Servicesपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Opera�on Deputy Manager पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारDrone Based Telecom Opera�on Deputy Manager 



64

सहभागी माग�दिश�का�ितभागी पु��का�ितभागी पु��कासहभागी माग�दिश�काParticipant Handbook

Exercise

Short Ques�ons 

1. Answer:

Latency determines the delay between sending and receiving control or telemetry data, while ji�er 

measures varia�on in packet arrival �mes. High latency can delay control responses, and high ji�er 

can disrupt real-�me video streaming and telemetry stability. Both directly affect flight safety, 

especially in BVLOS opera�ons.

2. Answer:
Dual SIM redundancy allows a drone's telecom module to switch automa�cally from a primary 
network to a secondary network if signal strength drops, latency increases, or connec�vity fails. 
This ensures con�nuous command and control (C2), reduces down�me, and enhances opera�onal 
safety during missions.

Mul�ple Choice Ques�ons (MCQs)
1. Answer: C) Ji�er
2. Answer: B) Iden�fy strong and weak network coverage areas
3. Answer: C) Onboard drone segment
4. Answer: C) Downgrade to LTE or 3G as fallback

Facilitator Guide
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Notes

Scan the QR Code to watch the related videos

Real-�me video transmission from drone via 4G/5G

https://www.youtube.com/watch?v=jmHMvrnG_-Q

Facilitator Guide

https://www.youtube.com/watch?v=jmHMvrnG_-Q
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      युिनट 3.3: बागेची रचना व आराखडा

युिनट उि��े

या युिनट�ा अखेरीस, सहभागी हे क� शकतील :

    1. बाग तयार कर�ासाठी आराखडा तयार कर�ाची �ि�या वण�न करतील.

3.3.1 बाग िडझाइन
बाग िडझाइन.

बाग िडझाईन �णजे झाडे, झडपे, जिमनीवरील आ�ादन , दगड, पा�ाचे �ोत, फवारे, वाटा, गॅझेबो, टोपेअरीु
(झाडांची आकष�क छाटणी) इ�ादी घटकांची इमारती�ा आजूबाजूला व आतील भागात अशा प�तीने मांडणी

करणे की ती रचना देखणी, आकष�क आिण उपयोगी वाटावी. उदाहरणे – मुलांची बाग, घरगुती बाग, भाजीपाला

बाग, फाम�हाउस आदी.

बागेची आराखडा: 

बागेचा आराखडा �णजे एक नकाशा िकंवा िच� असतो, जो माळी, ठेकेदार िकंवा सामा�

��ीस �� समजाव�ासाठी तयार केला जातो की, बाग िवकिसत करताना कोणता घटक िकंवा वैिश�� कुठे

ठेवायचे आहे. हा आराखडा दाखवतो की झाडे, झडपे, टोपेअरी, कंुपणझाडे, �ाउंड क�स� इ�ादी कोण�ाु
अंतरावर लावायची आहेत, �ामुळे कोण�ा �कार�ा व िकती �माणात वन�ती लागतील हे िनि�त करता येते.

�ाच�माणे, आराख�ामुळे इमारती, पायवाटा, गॅझेबो आिण इतर बांधकाम घटक यांचे अचूक �थान समजते,

�ामुळे वन�ती यो� जागेवर लावणे श� होते आिण बागेचा समतोल राखला जातो.

िडझाइन बनव�ाची �ि�या

िडझाईन �ि�या सु� होते �ा जागेची पाहणी क�न, �ाहकांकडून आव�क मािहती घेत�ावर, �ांची गरज 

समजून घेत�ावर आिण बाग �ावसाियक हेतूसाठी आहे की घरगुती उपयोगासाठी हे तपास�ानंतर. सव� 

आव�कता व मािहती नोदंव�ानंतर एक �ाथिमक आराखडा  तयार केला जातो. �ानंतर �ाहकासोबत वारंवार 

चचा� क�न आिण सूचनांचा िवचार क�न अंितम संक�ना�क आराखडा  तयार केला जातो.

संक�ना�क आराख�ात िनवडले�ा िविवध वन�ती�ंा �जाती, तसेच गॅझेबो, �ीिमंग पूल, कंपाउंड 

फ� िसंग, कंुपणझाडे  इ�ादी बागेतील घटक दाखवले जातात. या आराख�ानंतर कामासाठीचे सिव�र आराखडे 

तयार केले जातात, जे लँड�ेप िडझाइनमधील ��ेक घटकाचे सिव�र वण�न करतात. उदाहरणाथ�, 

िसंचनासाठीचा आराखडा  सव� पाईपलाई� कुठे कुठे टाक�ा आहेत, हायड� ं ट्स, वळणे , आउटगोइंग पाइ�, 

स�ाय लाई� इ�ादी कुठे आहेत हे ��पणे दाखवतो. इतर विक� ग ड� ॉइं�म�े लाइट्सचा आराखडा, झाडांची 

लागवड योजना , हाड��ेप घटक जसे पायवाटा, जिमनीखालील रेन वॉटर हाव���ंग टाकी इ�ादीचंाही समावेश 

असतो.

साईट ए�झॅिमनेशन �णजे �ा िठकाणी बाग तयार करायची आहे �ा िव�मान मालम�ेची सिव�र मािहती घेणे. 

उदाहरणाथ�, एखा�ा �ाहकाला समोर�ा लॉनची गरज आहे, असे समजा. तर �ा िठकाणाची पाहणी करताना 

आपण पाहतो की ितथे आधीपासून कोणकोणती वैिश��े आहेत — जसे की घराचे �थान, मु� �वेश�ार, मोठी 

झाडे, पािक� गची जागा इ�ादी. या सव� घटकांपैकी कोणते िटकवायचे आहेत आिण कोणते बदलता येतील िकंवा 

काढून टाकता येतील, हे साईट ए�झॅिमनेशन�ारे ठरवले जाते.
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5.  Manage Telecom 
    Connectivity and Data 
    Transmission During 
    Drone Missions

 AAS/N2024

Unit 5.1: Telecom Systems, Signal Intelligence and Network 

Reliability in UAV Opera�ons

Unit 5.2: UAV Communica�on Protocols, Cloud Integra�on, Security 

and Performance Valida�on

Unit 5.3: UAV Telecom Opera�ons, Connec�vity Management, and 

Data Assurance Framework
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Key Learning Outcomes

· Evaluate telecom signal parameters, spectrum condi�ons, and terrain-related risks to ensure 
mission readiness for drone opera�ons. 

· Demonstrate steps for configuring LTE/5G modules, telemetry links, and communica�on 
protocols for real-�me drone connec�vity and redundancy. 

· Analyse in-flight signal quality, telemetry performance, and data synchroniza�on for 
uninterrupted UAV opera�ons. 

· Perform troubleshoo�ng of the connec�vity disrup�ons and implement fail-safe protocols to 
maintain secure and reliable data transmission to cloud systems.

By the end of this module, par�cipants will be able to:
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Unit Objectives

Unit 5.1: Telecom Systems, Signal Intelligence and 
                 Network Reliability in UAV Opera�ons

By the end of this unit, participants will be able to:
· Explain the architecture and functioning of 4G/5G networks in the context of UAV 

operations. 
· Describe key telecom KPIs such as RSSI, RSRP, SINR, BER, latency, and jitter, and their 

impact on drone missions. 
· Interpret the use of RF propagation and spectrum analysis tools like Atoll, TEMS, SDR kits, 

and Net Monster. 
· Outline the causes and risks of EMI/RFI interference, network congestion, and signal loss 

during drone flights. 
· Illustrate redundancy and fail-safe strategies such as dual-link communication and fallback 

protocols.

Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· What role do 4G and 5G networks play in UAV opera�ons
· How does the LTE/5G architecture support drone telemetry and command
· What is the difference between eNodeB and gNodeB
· How does 5G improve latency and mobility for UAVs

5.1.1 Architecture and func�oning of 4G/5G Networks in UAV
          Opera�ons

Facilitator Guide
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EXPLAIN

ACTIVITY

· Draw a layered diagram showing 4G vs 5G architecture in UAV communica�on
· Iden�fy use cases where 5G offers significant advantages over 4G for drone opera�ons

SUMMARIZE

· 4G LTE enables UAV connec�vity for basic BVLOS and telemetry
· 5G enhances UAV capability with be�er speed, latency, and network slicing
· Cellular networks form the backbone of safe, scalable drone missions

· 4G LTE consists of User Equipment (UE), eNodeB, and Evolved Packet Core

· Drones with LTE modems act as UE and connect to eNodeBs

· EPC handles authen�ca�on, IP alloca�on, and data rou�ng to GCS or cloud

· 5G uses gNodeB with technologies like massive MIMO and beamforming

· 5G Core is virtualized and supports func�ons like AMF, SMF, and UPF

· 5G enables ultra-low latency, network slicing, and cloud-based control

· Telemetry, video, and control data flow through cellular networks

· Seamless handovers maintain connec�on during drone movement

· 5G improves coverage reliability and speed for BVLOS missions
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5.1.2 Key Telecom KPIs and Their Impact on Drone Missions

ASK

· What do RSSI, RSRP, SINR, BER, latency, and ji�er mean
· How do these KPIs affect drone telemetry and control
· Why is low ji�er cri�cal for video streaming
· How does poor SINR or high BER compromise drone missions

EXPLAIN

ACTIVITY

· Analyse sample drone flight logs and iden�fy which KPIs degraded during flight
· Create a table showing safe vs risky threshold values for all six KPIs

SUMMARIZE

· Strong RSRP and SINR ensure stable communica�on
· Low BER, latency, and ji�er ensure real-�me responsiveness
· Monitoring KPIs is essen�al for flight safety and regulatory compliance

· RSSI measures overall signal strength including noise
· RSRP measures strength of LTE reference signal
· SINR indicates signal clarity by comparing with noise and interference
· BER represents error rate in received bits
· Latency is the �me delay between transmission and recep�on
· Ji�er is varia�on in packet arrival �me
· Poor KPI values lead to command delays, telemetry gaps, or video issues
· Real-�me UAV control and BVLOS opera�ons depend on strong signal KPIs

Facilitator Guide
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5.1.3 Use of RF Propaga�on and Spectrum Analysis Tools

ASK

· Why is RF propaga�on important for drone flight planning
· What tools help assess signal strength and interference
· How do Atoll, TEMS, SDR kits, and Net Monster differ in func�onality

EXPLAIN

ACTIVITY

· Use Atoll or similar so�ware to simulate LTE coverage over a drone inspec�on area
· Conduct a mock drive test using Net Monster and analyze signal varia�ons

SUMMARIZE

· RF and spectrum tools help ensure safe, interference-free drone opera�ons
· Tools support both planning and real-�me analysis for C2 reliability

· Atoll performs RF planning and coverage simula�ons for UAV flight corridors

· TEMS provides real-�me field tes�ng and KPI measurements

· SDR kits enable spectrum monitoring and interference detec�on

· Net Monster is a lightweight mobile app for quick signal assessments

· These tools help iden�fy RF shadow zones, handover areas, and conges�on

· RF analysis is cri�cal for safe BVLOS planning and signal reliability

· Spectrum conges�on and EMI risks increase with al�tude and urban complexity
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5.1.4 Causes and Risks of EMI, RFI, Network Conges�on, and Signal
          Loss

ASK

· What causes EMI and RFI during drone opera�ons
· How does network conges�on affect drone telemetry
· What are the main causes of signal loss in aerial environments

EXPLAIN

ACTIVITY

· Create a failure scenario from EMI or RFI and outline the resul�ng telemetry behaviour
· List five steps to mi�gate interference and conges�on during drone flights

SUMMARIZE

· EMI, RFI, and network conges�on are key causes of UAV communica�on loss
· Understanding and managing these risks is vital for reliable and safe missions

· EMI comes from onboard power systems and external high-voltage sources

· RFI results from overlapping frequencies and nearby transmi�ers

· Network conges�on occurs when too many users overload cellular bandwidth

· Signal loss can be caused by RF shadows, rapid handovers, or terrain obstacles

· These issues lead to GNSS errors, telemetry gaps, and command latency

· Signal degrada�on may trigger automa�c Return-to-Home or mission aborts

· Mul�path reflec�on and high-al�tude interference complicate signal stability

· Interna�onal guidelines emphasize managing these risks for UAV safety

Facilitator Guide
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5.1.5 Redundancy and Fail-Safe Strategies

ASK

· Why is dual-link communica�on necessary for BVLOS opera�ons
· What are common redundancy mechanisms in UAV systems
· How do fallback protocols help in preven�ng mission failure

EXPLAIN

ACTIVITY

· Design a dual-link architecture for a telecom inspec�on drone
· Simulate a loss of LTE signal and outline system failover sequence

SUMMARIZE

· Redundancy and fail-safe measures prevent mission failure and ensure UAV safety
· Dual communica�on paths and autonomous logic maintain C2 under variable condi�ons

· Redundancy reduces risk of total communica�on failure in UAV opera�ons

· Dual-link architecture uses LTE/5G primary with RF or second LTE modem as backup

· Mul�-SIM or mul�-operator configura�ons improve coverage diversity

· Fallback protocols priori�ze telemetry over video when bandwidth drops

· Autonomous fail-safe responses include Return-to-Home, hover, or safe landing

· Cloud redundancy involves mul�-region servers and edge compu�ng nodes

· Hardware redundancy includes dual antennas, power lines, and separate modems

· These layers of redundancy enhance reliability and regulatory compliance
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Exercise

Short Ques�ons 
1. Answer:
The 5G Core (5GC) manages authen�ca�on, session control, mobility, and data rou�ng in cellular-
connected UAV opera�ons. It supports ultra-low latency communica�on (URLLC), network slicing 
for drone-specific traffic, and improved reliability for Command and Control (C2) links. This enables 
scalable fleet opera�ons and real-�me cloud-based drone management.

2. Answer:
SINR (Signal-to-Interference-plus-Noise Ra�o) measures the quality of the signal by comparing 
useful signal power to interference and noise. Even if RSSI is strong, poor SINR can lead to packet 
loss, video distor�on, and delayed control commands. Therefore, SINR be�er reflects real 
communica�on reliability for UAV missions.

Mul�ple Choice Ques�ons (MCQs)
1. Answer: C) MME
2. Answer: C) Ji�er
3. Answer: C) Atoll
4. Answer: B) Switches to a secondary RF or backup cellular link
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Unit Objectives

Unit 5.2: UAV Communication Protocols, Cloud Integration, 
                 Security and Performance Validation

By the end of this unit, participants will be able to:
· Discuss command, control (C2), and telemetry protocols (UDP, TCP, MQTT, RTP) for drone 

communication. 
· Identify integration techniques for drone to-cloud data pipelines using protocols like RTMP, 

MQTT, and HTTP POST.
· Illuminate on the security and compliance requirements such as TLS, VPNs, firewalls, and 

data audit trails. 
· Describe methods to benchmark, synchronize, and validate data transmission and latency 

across mission phases.

77

Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· What is the role of networking protocols in drone C2 communica�on
· Why is UDP widely used for real-�me drone control
· When is TCP preferred over UDP in UAV systems
· How does MQTT enable scalable fleet telemetry

5.2.1 Command, Control (C2), and Telemetry Protocols for Drone
          Communica�on

Facilitator Guide
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EXPLAIN

ACTIVITY

· Drone communica�on relies on lightweight, low-latency, and reliable transport protocols to 

ensure safe and responsive opera�ons

· C2 links must maintain high availability, especially in BVLOS missions

· UDP is a connec�onless protocol with minimal overhead and low latency

· UDP does not provide acknowledgments or retransmissions, making it suitable for �me-

sensi�ve control signals

· UDP is defined in RFC 768 by the Internet Engineering Task Force

· TCP is connec�on-oriented and ensures reliable, ordered delivery with conges�on control

· TCP is defined in RFC 793 by the Internet Engineering Task Force

· TCP is used for firmware updates, mission uploads, and log transfers where accuracy is more 

cri�cal than latency

· MQTT is a lightweight publish-subscribe protocol designed for IoT and standardized by OASIS

· MQTT supports QoS levels and TLS security, making it ideal for drone-to-cloud telemetry

· RTP enables real-�me audio and video streaming over IP and is defined in RFC 3550 by the 

Internet Engineering Task Force

· RTP works over UDP and supports �mestamping and sequence numbering for synchronized 

streaming

· Modern UAV systems use a hybrid protocol approach combining UDP, TCP, MQTT, and RTP

· Reliable and secure C2 links are emphasized in RPAS guidance from the Interna�onal Civil 

Avia�on Organiza�on

· Create a comparison chart of UDP, TCP, MQTT, and RTP based on latency, reliability, and 

mission suitability

· Design a hybrid communica�on stack for a BVLOS inspec�on drone

· Iden�fy which protocol should handle telemetry, firmware updates, and video feed in your 

architecture

SUMMARIZE

· UDP enables low-latency real-�me C2 transmission

· TCP ensures reliable and ordered data transfer

· MQTT supports scalable cloud telemetry pipelines

· RTP delivers synchronized real-�me video
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5.2.2 Integra�on Techniques for Drone-to-Cloud Data Pipelines

ASK

· How do drones transmit telemetry to cloud systems
· Why is MQTT commonly used in drone IoT integra�on
· How does RTMP support live drone video streaming
· When is HTTP POST suitable for UAV data transmission

EXPLAIN

ACTIVITY

· Draw a drone-to-cloud pipeline diagram including MQTT telemetry, RTMP video, and REST API 
logging

· Define QoS se�ngs for telemetry transmission in a fleet opera�on scenario
· Simulate a bandwidth drop and determine which protocol traffic should be priori�zed

SUMMARIZE

· MQTT provides lightweight real-�me telemetry integra�on
· RTMP enables con�nuous cloud video streaming
· HTTP POST supports structured API-based uploads
· Hybrid architecture improves scalability, bandwidth efficiency, and reliability

· Modern UAV systems integrate with cloud infrastructure for telemetry, video, analy�cs, and 

mission management

· MQTT uses a broker-based publish-subscribe architecture for efficient telemetry streaming

· MQTT is standardized by OASIS

· Telemetry flows from drone to MQTT broker to backend applica�ons

· RTMP supports con�nuous TCP-based live streaming from drone encoder to cloud media 

server

· RTMP was originally developed by Macromedia

· HTTP POST enables REST-based structured data upload using JSON or XML

· HTTP standards are developed by the Internet Engineering Task Force

· Enterprise cloud infrastructure o�en leverages services from Amazon Web Services and 

Microso� Azure

· A hybrid integra�on model separates telemetry, video, and logs into specialized pipelines

· Secure and reliable data pipelines align with avia�on communica�on principles from the 

Interna�onal Civil Avia�on Organiza�on
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5.2.3 Security and Compliance Requirements in UAV Communica�on

ASK

· Why must drone C2 links be encrypted
· How does TLS protect telemetry and command data
· What role does a VPN play in cellular UAV connec�vity
· Why are firewalls necessary in drone network architecture
· How do audit logs support regulatory compliance

EXPLAIN

ACTIVITY

· Develop a layered security diagram for a drone-to-cloud infrastructure
· Iden�fy possible a�ack scenarios such as MITM or spoofing and propose mi�ga�on 

controls
· Create a compliance checklist covering encryp�on, authen�ca�on, logging, and firewall 

policies

SUMMARIZE

· TLS encrypts drone communica�on data
· VPNs secure network tunnels over public infrastructure
· Firewalls control access and prevent intrusion
· Audit logs ensure traceability and compliance
· Layered cybersecurity is mandatory for safe UAV opera�ons

· UAV communica�on must prevent intercep�on, spoofing, tampering, and unauthorized 

access

· TLS encrypts data in transit and is standardized in RFC 8446 by the Internet Engineering Task 

Force

· TLS protects MQTT, HTTPS, and WebSocket communica�ons

· VPNs create encrypted tunnels over public networks using IPsec or SSL standards defined by 

the Internet Engineering Task Force

· Firewalls enforce traffic filtering, intrusion preven�on, and segmenta�on

· Cybersecurity governance aligns with the Na�onal Ins�tute of Standards and Technology 

Cybersecurity Framework

· Avia�on cybersecurity guidance is published by the Interna�onal Civil Avia�on Organiza�on

· Compliance o�en aligns with ISO ISO/IEC 27001 standards

· Data audit trails record command history, authen�ca�on, and firmware updates for 

accountability

· Defence-in-depth architecture layers TLS, VPN, firewalls, and logging for risk mi�ga�on
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5.2.4 Methods to Benchmark, Synchronize, and Validate Data
          Transmission

ASK

· How is latency validated across mission phases
· Why is �me synchroniza�on important in UAV systems
· What benchmarking standards apply to network tes�ng
· How can packet loss and BER affect C2 performance
· How is handover latency measured in LTE and 5G drone missions

EXPLAIN

ACTIVITY

· Perform simulated latency and packet loss tests across different mission phases

· Design a �me synchroniza�on plan using NTP and GPS references

· Develop a KPI dashboard template tracking latency, ji�er, throughput, and handover �me

SUMMARIZE

· Benchmarking ensures UAV network performance meets safety thresholds

· Time synchroniza�on aligns telemetry, logs, and video events

· Valida�on across mission phases detects connec�vity risks early

· Structured tes�ng supports regulatory approval and BVLOS readiness

· Benchmarking evaluates latency, throughput, packet loss, ji�er, and handover �me

· Network benchmarking methodologies such as RFC 2544 are defined by the Internet 

Engineering Task Force

· LTE and 5G performance standards are defined by the 3rd Genera�on Partnership Project

· NTP provides network-based �me synchroniza�on and is standardized in RFC 5905 by the 

Internet Engineering Task Force

· GPS-based �ming aligns with global naviga�on standards coordinated by the Interna�onal 

Telecommunica�on Union

· Precision Time Protocol IEEE 1588 supports sub-microsecond synchroniza�on in advanced 

systems

· Valida�on should occur in all mission phases including pre-flight, takeoff, cruise, payload 

opera�on, and landing

· C2 link reliability guidance is published by the Interna�onal Civil Avia�on Organiza�on

· Data valida�on includes log correla�on, end-to-end delay measurement, and synthe�c traffic 

simula�on

· Automated QoS monitoring supports SLA compliance and anomaly detec�on

Facilitator Guide
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Exercise

Short Ques�ons 

1. Answer:

UDP is preferred for C2 communica�on because it offers very low latency and minimal protocol 

overhead. It does not require packet acknowledgment or retransmission, allowing faster delivery of 

control commands. This makes it suitable for �me-sensi�ve drone opera�ons where immediate 

response is more cri�cal than guaranteed delivery.

2. Answer:

TLS (Transport Layer Security) encrypts data transmi�ed between the drone, ground sta�on, and 

cloud servers. It prevents intercep�on, tampering, and man-in-the-middle a�acks. TLS also 

supports cer�ficate-based authen�ca�on, ensuring that only authorized devices and servers 

par�cipate in communica�on.

Mul�ple Choice Ques�ons (MCQs)

1. Answer: C) MQTT

2. Answer: B) RTP

3. Answer: B) VPN

4. Answer: C) NTP (Network Time Protocol)
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Unit Objectives

Unit 5.3: UAV Telecom Operations, Connectivity 
                 Management, and Data Assurance Framework

By the end of this unit, participants will be able to:
· Summarize pre-flight, in-flight, and post flight SOPs for telecom diagnostics, connectivity 

validation, and documentation. 
· Describe the data transmission architecture between drones and cloud/edge platforms, 

including telecom backhaul and telemetry integration techniques. 
· Summarize data security protocols and transmission reliability methods, such as TLS, VPN, 

MQTT, RTMP, and FTP, used for drone-to-cloud pipelines. 
· State the importance of documenting connectivity issues such as GPS drift, jitter spikes, 

and sync lags for operational reviews.
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Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

· Why are telecom SOPs cri�cal for BVLOS missions
· What connec�vity parameters must be validated before flight
· How should latency, ji�er, and packet loss be monitored in-flight
· Why is post-flight log correla�on necessary
· How does documenta�on support regulatory compliance

5.3.1 Pre-Flight, In-Flight, and Post-Flight SOPs for Telecom
          Diagnos�cs and Connec�vity Valida�on

पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Servicesपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Opera�on Deputy Manager पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारDrone Based Telecom Opera�on Deputy Manager 



85

सहभागी माग�दिश�का�ितभागी पु��कासहभागी माग�दिश�का�ितभागी पु��कासहभागी माग�दिश�का�ितभागी पु��का�ितभागी पु��कासहभागी माग�दिश�काParticipant Handbook

EXPLAIN

ACTIVITY

· Reliable telecom performance ensures stable Command and Control (C2), telemetry 

transmission, and payload streaming

· Communica�on safety principles are emphasized by the Interna�onal Civil Avia�on 

Organiza�on and the Federal Avia�on Administra�on

· Pre-flight SOPs validate signal strength using RSRP, RSSI, SINR, and RSRQ based on LTE/5G 

standards from the 3rd Genera�on Partnership Project

· Latency and packet benchmarking prac�ces follow RFC 2544 defined by the Internet 

Engineering Task Force

· GNSS �ming valida�on aligns with recommenda�ons from the Interna�onal 

Telecommunica�on Union

· Security verifica�on follows cybersecurity frameworks from the Na�onal Ins�tute of 

Standards and Technology

· In-flight SOPs require con�nuous monitoring of latency, ji�er, packet loss, and mobility 

handovers

· Redundancy monitoring ensures dual-link or failover ac�va�on during degrada�on

· Post-flight SOPs include log correla�on, KPI comparison with baseline, root-cause analysis, 

and audit repor�ng

· Structured documenta�on supports safety valida�on, SLA compliance, and BVLOS approvals

· Develop a pre-flight telecom checklist including KPI thresholds and security valida�on steps

· Create a real-�me monitoring template for in-flight KPI tracking

· Perform a post-flight mock log correla�on exercise iden�fying a ji�er spike incident

SUMMARIZE

· Pre-flight procedures validate readiness and baseline KPIs

· In-flight monitoring ensures live communica�on integrity

· Post-flight analysis confirms compliance and iden�fies improvement areas

· Structured telecom SOPs reduce C2 failure risk and enhance opera�onal safety
· A hybrid protocol strategy ensures op�mal UAV performance and reliability
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5.3.2 Data Transmission Architecture Between Drone and Cloud/Edge
           Pla�orms

ASK

· What are the main layers in drone-to-cloud communica�on architecture
· How does telecom backhaul support UAV data transmission
· Why is edge processing used in drone opera�ons
· What telemetry integra�on techniques are most efficient

EXPLAIN

ACTIVITY

· Design a layered drone-to-cloud architecture diagram including backhaul and edge 
processing nodes

· Map telemetry, video, and command traffic to appropriate protocols in your design
· Simulate a failover scenario from LTE to RF backup and document expected behaviour

SUMMARIZE

· Drone-to-cloud architecture is layered and protocol-driven
· Telecom backhaul ensures wide-area connec�vity
· Edge nodes reduce latency and improve responsiveness
· Secure and redundant design supports reliable BVLOS opera�ons

· Drone communica�on architecture consists of onboard systems, telecom backhaul, edge 

processing, and cloud infrastructure

· Onboard modules include flight controller, telemetry unit, payload communica�on, and 

LTE/5G modem

· Cellular connec�vity relies on standards defined by the 3rd Genera�on Partnership Project

· Regulatory data transmission guidance is provided by the Interna�onal Civil Avia�on 

Organiza�on

· Opera�onal safety integra�on principles are supported by the Federal Avia�on 

Administra�on and the European Union Avia�on Safety Agency

· Telecom backhaul routes traffic from base sta�ons to mobile core networks and onward to 

cloud pla�orms

· Edge processing reduces latency by performing analy�cs closer to the opera�on area

· Telemetry integra�on uses UDP, MQTT, and HTTP POST based on latency and reliability needs

· Video streaming uses RTP or RTMP with adap�ve bitrate control

· Redundancy strategies include dual-link cellular and RF/satellite fallback

· Security measures include TLS encryp�on, VPN tunnels, and integrity checks
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5.3.3 Data Security Protocols and Transmission Reliability Methods

ASK

· Why must drone data be encrypted during transmission

· How does TLS protect telemetry and video pipelines

· What role does VPN play in public cellular networks

· How do MQTT QoS and retransmission mechanisms improve reliability

· When should FTP or SFTP be used in UAV workflows

· Why is hybrid architecture preferred in enterprise drone opera�ons

EXPLAIN

ACTIVITY

· Create a secure drone-to-cloud pipeline incorpora�ng TLS, VPN, and QoS controls
· Compare MQTT QoS 0, 1, and 2 for telemetry reliability planning
· Develop a redundancy plan combining LTE and RF backup connec�vity

SUMMARIZE

· TLS secures drone data in transit
· VPN protects communica�on channels over public infrastructure
· MQTT, RTP, and RTMP support efficient telemetry and video streaming
· Reliability is enhanced through QoS control, retries, and link redundancy
· Secure and resilient pipelines are essen�al for mission-cri�cal UAV opera�ons

· Secure communica�on prevents intercep�on, spoofing, and tampering

· TLS encrypts data in transit and protects confiden�ality and integrity

· VPN creates secure tunnels over public LTE/5G infrastructure

· Secure IoT communica�on guidance is promoted by the Interna�onal Telecommunica�on 

Union

· Avia�on cybersecurity recommenda�ons are published by the European Union Avia�on 

Safety Agency and the Federal Avia�on Administra�on

· MQTT supports QoS levels to balance latency and delivery assurance

· RTMP and RTP provide low-latency video transmission with synchroniza�on features

· FTP transfers bulk mission logs, while SFTP adds encryp�on for secure transfer

· Reliability techniques include retry logic, acknowledgments, QoS priori�za�on, and 

redundant links

Facilitator Guide
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5.3.4 Importance of Documen�ng Connec�vity Issues for Opera�onal
          Reviews

ASK

· Why must GPS dri� and ji�er spikes be documented

· How do synchroniza�on lags affect drone safety

· Why is anomaly logging essen�al for BVLOS missions

· How does documenta�on support incident inves�ga�on

· What is the regulatory importance of connec�vity reports

EXPLAIN

ACTIVITY

· Develop a connec�vity anomaly repor�ng template including GPS dri�, ji�er spikes, and 
packet loss

· Conduct a mock opera�onal review mee�ng using sample connec�vity logs
· Iden�fy correc�ve ac�ons based on recorded signal degrada�on incidents

SUMMARIZE

· Documen�ng connec�vity issues enhances opera�onal safety

· Logs support regulatory compliance and incident inves�ga�on

· Historical anomaly records improve mission planning and network op�miza�on

· Structured documenta�on strengthens long-term UAV reliability and performance

· Documen�ng connec�vity issues improves safety and prevents recurring failures

· Regulatory oversight for UAV opera�ons is provided by the Federal Avia�on Administra�on, 

the Interna�onal Civil Avia�on Organiza�on, and the European Union Avia�on Safety Agency

· GPS dri� may cause flight path devia�on and collision risk

· Ji�er spikes and sync lags can delay command response and destabilize C2 performance

· Performance logs enable route op�miza�on, antenna adjustments, and network coverage 

improvement

· Telecom documenta�on supports SLA valida�on and correc�ve maintenance

· Connec�vity reports help refine SOPs, training programs, and redundancy planning

· Documented anomalies serve as evidence during accident inves�ga�ons or compliance 

audits
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Exercise

Short-Answer Ques�ons
1. Answer:
Pre-flight telecom diagnos�cs ensure signal strength, latency, synchroniza�on, security, and 
network stability meet opera�onal thresholds before take-off. This reduces communica�on 
failures, supports safe Command & Control (C2), and ensures compliance with avia�on guidance 
from organiza�ons such as Interna�onal Civil Avia�on Organiza�on and Federal Avia�on 
Administra�on.

2. Answer:
Edge processing reduces latency by analysing telemetry and payload data closer to the opera�onal 
area. It enables real-�me analy�cs, faster command response, bandwidth op�miza�on, and 
improved reliability before forwarding processed data to the cloud.

Mul�ple-Choice Ques�ons (MCQs)
1. Answer: B) MQTT
2. Answer: C) To support opera�onal safety, compliance, and root cause analysis
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      युिनट 3.3: बागेची रचना व आराखडा

युिनट उि��े

या युिनट�ा अखेरीस, सहभागी हे क� शकतील :

    1. बाग तयार कर�ासाठी आराखडा तयार कर�ाची �ि�या वण�न करतील.

3.3.1 बाग िडझाइन
बाग िडझाइन.

बाग िडझाईन �णजे झाडे, झडपे, जिमनीवरील आ�ादन , दगड, पा�ाचे �ोत, फवारे, वाटा, गॅझेबो, टोपेअरीु
(झाडांची आकष�क छाटणी) इ�ादी घटकांची इमारती�ा आजूबाजूला व आतील भागात अशा प�तीने मांडणी

करणे की ती रचना देखणी, आकष�क आिण उपयोगी वाटावी. उदाहरणे – मुलांची बाग, घरगुती बाग, भाजीपाला

बाग, फाम�हाउस आदी.

बागेची आराखडा: 

बागेचा आराखडा �णजे एक नकाशा िकंवा िच� असतो, जो माळी, ठेकेदार िकंवा सामा�

��ीस �� समजाव�ासाठी तयार केला जातो की, बाग िवकिसत करताना कोणता घटक िकंवा वैिश�� कुठे

ठेवायचे आहे. हा आराखडा दाखवतो की झाडे, झडपे, टोपेअरी, कंुपणझाडे, �ाउंड क�स� इ�ादी कोण�ाु
अंतरावर लावायची आहेत, �ामुळे कोण�ा �कार�ा व िकती �माणात वन�ती लागतील हे िनि�त करता येते.

�ाच�माणे, आराख�ामुळे इमारती, पायवाटा, गॅझेबो आिण इतर बांधकाम घटक यांचे अचूक �थान समजते,

�ामुळे वन�ती यो� जागेवर लावणे श� होते आिण बागेचा समतोल राखला जातो.

िडझाइन बनव�ाची �ि�या

िडझाईन �ि�या सु� होते �ा जागेची पाहणी क�न, �ाहकांकडून आव�क मािहती घेत�ावर, �ांची गरज 

समजून घेत�ावर आिण बाग �ावसाियक हेतूसाठी आहे की घरगुती उपयोगासाठी हे तपास�ानंतर. सव� 

आव�कता व मािहती नोदंव�ानंतर एक �ाथिमक आराखडा  तयार केला जातो. �ानंतर �ाहकासोबत वारंवार 

चचा� क�न आिण सूचनांचा िवचार क�न अंितम संक�ना�क आराखडा  तयार केला जातो.

संक�ना�क आराख�ात िनवडले�ा िविवध वन�ती�ंा �जाती, तसेच गॅझेबो, �ीिमंग पूल, कंपाउंड 

फ� िसंग, कंुपणझाडे  इ�ादी बागेतील घटक दाखवले जातात. या आराख�ानंतर कामासाठीचे सिव�र आराखडे 

तयार केले जातात, जे लँड�ेप िडझाइनमधील ��ेक घटकाचे सिव�र वण�न करतात. उदाहरणाथ�, 

िसंचनासाठीचा आराखडा  सव� पाईपलाई� कुठे कुठे टाक�ा आहेत, हायड� ं ट्स, वळणे , आउटगोइंग पाइ�, 

स�ाय लाई� इ�ादी कुठे आहेत हे ��पणे दाखवतो. इतर विक� ग ड� ॉइं�म�े लाइट्सचा आराखडा, झाडांची 

लागवड योजना , हाड��ेप घटक जसे पायवाटा, जिमनीखालील रेन वॉटर हाव���ंग टाकी इ�ादीचंाही समावेश 

असतो.

साईट ए�झॅिमनेशन �णजे �ा िठकाणी बाग तयार करायची आहे �ा िव�मान मालम�ेची सिव�र मािहती घेणे. 

उदाहरणाथ�, एखा�ा �ाहकाला समोर�ा लॉनची गरज आहे, असे समजा. तर �ा िठकाणाची पाहणी करताना 

आपण पाहतो की ितथे आधीपासून कोणकोणती वैिश��े आहेत — जसे की घराचे �थान, मु� �वेश�ार, मोठी 

झाडे, पािक� गची जागा इ�ादी. या सव� घटकांपैकी कोणते िटकवायचे आहेत आिण कोणते बदलता येतील िकंवा 

काढून टाकता येतील, हे साईट ए�झॅिमनेशन�ारे ठरवले जाते.

पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारसहभागी माग�दिश�का

92xi

�ितभागी पु��का�ितभागी पु��कासहभागी माग�दिश�का

6.  Implement Safety and 
    Regulatory Procedures 
    in Drone Operations

Unit 6.1: Safety Management and Risk Mi�ga�on in UAV Opera�ons

Unit 6.2: Drone Safety, Regula�on, and Opera�onal Compliance

Unit 6.3: Data Security, Compliance, and Safety Culture in UAV 

Opera�ons
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Key Learning Outcomes

· Valuate poten�al safety risks in drone opera�ons and formulate appropriate mi�ga�on 
strategies in accordance with organisa�onal and environmental condi�ons. 

· Implement standard opera�ng procedures to ensure regulatory compliance and monitor 
adherence to na�onal drone guidelines, safety protocols, and airspace regula�ons. 

· Demonstrate the ability to record, report, and respond to safety incidents and near misses 
using organisa�onal tools and repor�ng frameworks.

By the end of this module, par�cipants will be able to:

पशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारपशुसंवध�न सेवा पुरवठादारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारDrone Operator – Multi Rotorपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारAircra� Avionics Junior Technicianपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Servicesपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Servicesपशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारTelecom Opera�on Deputy Manager पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारहायड� ोपोिन� तं��पशुसंवध�न सेवा पुरवठादारकु�ुटपालन हैचरी प�रचालकपशुसंवध�न सेवा पुरवठादारफुलशेतीपशुसंवध�न सेवा पुरवठादारफुलशेती त�पशुसंवध�न सेवा पुरवठादारDrone Based Telecom Opera�on Deputy Manager 
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Unit Objectives

Unit 6.1: Safety Management and Risk Mitigation in UAV 
                 Operations

By the end of this unit, participants will be able to:
· Explain the key safety risks involved in drone operations, including risks during take-off, 

landing, and payload handling.
· Identify common weather-related and environmental hazards affecting drone flights.
· Describe organisational safety protocols and standard operating procedures for drone 

deployment. 
· Outline personal protective equipment (PPE) and operational safety standards for drone 

operators and support staff. 
· Discuss procedures for documenting and reporting safety checks, incidents, near misses, 

and corrective actions.

सहभागी माग�दिश�का�ितभागी पु��कासहभागी माग�दिश�का�ितभागी पु��कासहभागी माग�दिश�का�ितभागी पु��का�ितभागी पु��कासहभागी माग�दिश�काParticipant Handbook

Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

1. What safety risks can occur during drone take-off?

2. Why is landing considered a high-risk phase of flight?

3. How can improper payload a�achment affect flight stability?

4. What environmental risks may affect UAV opera�ons?

6.1.1 Key Safety Risks in Drone Opera�ons

Facilitator Guide
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EXPLAIN

Drone opera�ons contain risks at every flight phase:

Take-Off Risks

· Loss of control due to incorrect configura�on or pilot error

· Rotor blade injuries to personnel

· Sudden �p-over due to uneven ground

· Dropped objects during li�-off

Guidance on UAV opera�onal safety is emphasized by the Federal Avia�on Administra�on and
Interna�onal Civil Avia�on Organiza�on.

Landing Risks

· Ground instability and rotor wash

· Obstacle collision

· Ba�ery deple�on before touchdown

· Sensor malfunc�on

Payload Handling Risks

· Insecure payload detachment

· Overweight causing imbalance

· Electrical interference from ac�ve payloads

Environmental & Airspace Risks

· High winds or sudden gusts

· Bird strikes or obstacle collisions

· Flying near restricted zones

Proper mi�ga�on includes secured zones, pre-flight inspec�on, safe moun�ng prac�ces, and 
regulatory compliance.

ACTIVITY

Group Exercise:
Divide learners into 4 groups. Each group will:

· Iden�fy 3 risks in one flight phase

· Suggest mi�ga�on strategies

· Present findings on whiteboard

Scenario Discussion:
“A drone carrying a medical payload �lt during take-off.”
Discuss:

· What may have caused it?

· What pre-flight check could have prevented it?
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SUMMARIZE

Drone safety risks occur during take-off, landing, payload handling, and environmental exposure.
Pre-flight inspec�ons, secure payload moun�ng, safe perimeters, and regulatory compliance 
reduce opera�onal hazards.

ASK

1. How does wind affect drone stability?

2. Why is fog dangerous for UAV opera�ons?

3. What effect do extreme temperatures have on ba�eries?

6.1.2 Weather-Related & Environmental Hazards

EXPLAIN

Weather significantly impacts UAV safety and performance.

Strong Winds & Gusts

· Dri� and instability

· Increased ba�ery drain

· Dangerous take-off/landing

Reduced Visibility (Fog/Mist)

· Loss of Visual Line of Sight (VLOS)

· Sensor malfunc�on

· Increased collision risk

Rain & Snow

· Water damage to electronics

· Icing on rotors

· Slippery landing surfaces

Extreme Temperatures

· Cold reduces ba�ery output

· Heat causes overhea�ng

· Material stress on components

Air Pressure Changes

· Barometer al�tude errors

· Flight performance varia�on

Regulatory weather guidelines are supported by the European Union Avia�on Safety Agency and
Federal Avia�on Administra�on.

Facilitator Guide
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ACTIVITY

Weather Risk Mapping:
Provide weather cards (wind, fog, rain, heat).
Learner's list:

· Flight risk

· Possible mi�ga�on

· Go/No-Go decision

SUMMARIZE

1.  Weather hazards affect stability, visibility, ba�ery life, and sensor accuracy.

2.  Monitoring environmental condi�ons is cri�cal before and during flight.

ASK

1. Why are SOPs important in UAV deployment?

2. What should be included in a pre-flight risk assessment?

3. How does communica�on improve safety?

6.1.3 Organisa�onal Safety Protocols & SOPs
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EXPLAIN

Organisa�onal SOPs standardize opera�ons and ensure compliance.

Pre-Flight Procedures

· Risk & site assessment

· Equipment inspec�on

· Permit verifica�on

Defined Roles

· Pilot in Command

· Visual Observer

· Payload Operator

· Safety Officer

In-Flight Controls

· Maintain VLOS

· Environmental monitoring

· Emergency readiness

post-Flight

· Data backup

· Log recording

· Incident repor�ng

Compliance expecta�ons are guided by:

· Federal Avia�on Administra�on

· European Union Avia�on Safety Agency

· Directorate General of Civil Avia�on

ACTIVITY

Create a Mini SOP:
Learners dra� a one-page SOP for a drone photography mission including:

· Risk assessment

· Team roles

· Emergency procedure

Facilitator Guide
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SUMMARIZE

1.   SOPs create structured, repeatable, and legally compliant drone opera�ons.

2.   They reduce variability, enhance safety culture, and improve accountability.

ASK

1. Why is PPE important for drone operators?

2. What opera�onal standards reduce risk?

3. When is high-visibility clothing necessary?

6.1.4 PPE & Opera�onal Safety Standards

EXPLAIN

Personal Protec�ve Equipment (PPE)

· Helmets

· Safety goggles

· Gloves

· High-visibility clothing

· Protec�ve footwear

· Hearing protec�on (large UAVs)

PPE guidance references include:

Occupa�onal Safety and Health Administra�on and Federal Avia�on Administra�on

Opera�onal Standards

· Cer�fied training

· Defined flight zones

· Communica�on protocols

· Emergency plans

· Environmental monitoring
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ACTIVITY

PPE Iden�fica�on Drill:
Display images of drone work scenarios.
Learners iden�fy:

· Required PPE

· Why it is needed

· Associated risk

SUMMARIZE

1.    PPE protects personnel from mechanical, environmental, and opera�onal hazards.

2.    Opera�onal standards ensure safe flight deployment and regulatory alignment.

ASK

1. Why should near misses be documented?

2. What details must an incident report include?

3. How do correc�ve ac�ons improve safety culture?

6.1.5 Documenta�on & Safety Repor�ng

Facilitator Guide
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EXPLAIN

Documenta�on ensures accountability and con�nuous improvement.

 Pre-Flight Logs

· Checklist comple�on

· Supervisor verifica�on

· Compliance record storage

Incident Repor�ng

· Date/�me/loca�on

· UAV type & flight phase

· Descrip�on of event

· Immediate ac�ons taken

· Root cause analysis

Safety Management principles align with:
Federal Avia�on Administra�on and European Union Avia�on Safety Agency

Correc�ve Ac�ons

· Develop preven�on plan

· Assign responsible personnel

· Set �meline

· Monitor effec�veness

ACTIVITY

Incident Report Exercise:
Provide a mock scenario:
“A drone lost GPS briefly and performed emergency return-to-home near a construc�on site.”

Learners must:

· Complete a sample incident form

· Iden�fy root cause

· Propose correc�ve ac�on
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SUMMARIZE

Safety management in UAV opera�ons involves:

✔ Iden�fying opera�onal risks (take-off, landing, payload)
✔ Monitoring environmental hazards
✔ Following structured SOPs
✔ Using PPE appropriately
✔ Documen�ng safety checks, incidents, and correc�ve ac�ons

Strong safety culture improves:

· Opera�onal reliability

· Regulatory compliance

· Risk mi�ga�on

· Con�nuous performance improvement

Effec�ve safety management ensures drones operate responsibly, professionally, and in compliance 
with interna�onal avia�on standards.

Exercise

Short-Answer Ques�ons
1. Answer:
Documen�ng near misses helps iden�fy hidden hazards and opera�onal weaknesses before they 
lead to accidents. It supports root cause analysis, improves SOPs, strengthens safety culture, and 
aligns with repor�ng principles recommended by authori�es such as the Federal Avia�on 
Administra�on and the European Union Avia�on Safety Agency.

2. Answer:
Extreme cold reduces ba�ery efficiency and flight dura�on, while excessive heat can overheat 
motors and onboard electronics, poten�ally causing shutdowns or permanent damage. 
Temperature stress can also weaken structural components over �me, increasing opera�onal risk.

Mul�ple-Choice Ques�ons (MCQs)
1. Answer: B) Rotor blade injury to nearby personnel

2. Answer: C) Loss of control and increased ba�ery consump�on

3. Answer: A) Reflec�ve safety vest

4. Answer: C) To prevent recurrence and improve safety procedures

Facilitator Guide
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Unit Objectives

Unit 6.2: Drone Safety, Regulation, and Operational 
                 Compliance

By the end of this unit, participants will be able to:
· Explain the importance of reviewing incident reports to suggest preventive strategies.
· Describe the coordination mechanisms for emergency response planning in drone 

operations.
· Explain national and local airspace regulations and drone operation guidelines.
· Discuss about the certification, licensing, and airworthiness requirements for drones.

सहभागी माग�दिश�का�ितभागी पु��कासहभागी माग�दिश�का�ितभागी पु��कासहभागी माग�दिश�का�ितभागी पु��का�ितभागी पु��कासहभागी माग�दिश�काParticipant Handbook
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Resources to be Used

ASK

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

1. Why is it important to review incident and near-miss reports?

2. How can repeated GPS loss incidents indicate systemic issues?

3. What role does incident review play in a Safety Management System (SMS)?

6.2.1 Importance of Reviewing Incident Reports to Suggest
          Preven�ve Strategies

Facilitator Guide
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EXPLAIN

Reviewing incident reports is a core func�on of an effec�ve Safety Management System (SMS). 

Authori�es like the

Federal Avia�on Administra�on and

European Union Avia�on Safety Agency require structured repor�ng and review for UAV operators.

Iden�fying Root Causes

· Analyse technical failures (GPS drop, ba�ery fault)

· Detect procedural gaps (missed checklist steps)

· Iden�fy human error pa�erns

· Recognise environmental risk trends

Example: If mul�ple flights report telemetry failure in the same loca�on, RF interference may be the 

root cause.

Developing Preven�ve Strategies

Incident review enables proac�ve safety planning:

· Update SOPs

· Enhance pilot training

· Improve maintenance schedules

· Upgrade firmware or hardware

Strengthening Safety Culture

· Encourages transparent repor�ng

· Reduces blame culture

· Promotes organisa�onal learning

Suppor�ng Regulatory Compliance

Avia�on regulators such as:

· Federal Avia�on Administra�on

· Directorate General of Civil Avia�on

· European Union Avia�on Safety Agency

require documented review processes under SMS frameworks.

Con�nuous Improvement Loop

Iden�fy → Analyse → Correct → Prevent → Monitor

This reduces repeated incidents and enhances opera�onal reliability.

ACTIVITY

Case Study Review:

Provide a mock incident report:

“Drone experienced compass error and emergency landing in urban area.”

Par�cipants must:

· Iden�fy root cause

· Suggest preven�ve measures

· Recommend SOP updates
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SUMMARIZE

Incident report reviews:

✔ Iden�fy root causes

✔ Prevent recurrence

✔ Improve SOPs and training

✔ Ensure regulatory compliance

✔ Strengthen organisa�onal safety culture

Proac�ve review prevents future accidents.

ASK

1. Who should lead during a UAV emergency?
2. Why are communica�on protocols important during incidents?
3. How do drills improve emergency preparedness?

6.2.2 Coordina�on Mechanisms for Emergency Response Planning

EXPLAIN

Effec�ve emergency planning minimizes damage and injury during UAV incidents.

Emergency Response Team (ERT) Structure

· Incident Commander

· Pilot / Operator

· Support Personnel

· Safety Officer

Clear authority reduces confusion during high-stress events.

Communica�on Protocols

· Radio/mobile contact

· Dedicated emergency channels

· Digital no�fica�ons

· Escala�on repor�ng chain

Standard Emergency Procedures

Defined SOPs cover:

· Crash response

Facilitator Guide
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· Fly-away events

· Airspace viola�ons

· Hazardous payload containment

Repor�ng requirements align with:

Federal Avia�on Administra�on and

European Union Avia�on Safety Agency.

External Coordina�on

May involve:

· Local police and fire services

· Civil avia�on authori�es

· Infrastructure agencies

Global RPAS emergency governance is supported by

Interna�onal Civil Avia�on Organiza�on.

Training & Drills

· Simulated crash scenarios

· Communica�on stress tes�ng

· Response �me evalua�on

Post-Incident Debrief

· Evaluate response effec�veness

· Update emergency plans

· Feed into preven�ve strategies

ACTIVITY

Emergency Simula�on Drill:
Scenario: “Drone loses power near a public highway.”
Teams must:

· Assign emergency roles
· Outline communica�on flow
· Define public safety measures
· Prepare incident report outline
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SUMMARIZE

Effec�ve emergency coordina�on requires:

✔ Defined leadership roles

✔ Clear communica�on

✔ Structured SOPs

✔ External coordina�on

✔ Regular drills & reviews

Prepared teams reduce emergency impact and opera�onal down�me.

ASK

1. Why must drone operators understand both na�onal and local regula�ons?
2. What is a Temporary Flight Restric�on (TFR)?
3. What are standard al�tude limits in most countries?

6.2.3 Na�onal & Local Airspace Regula�ons

EXPLAIN

Drone opera�ons are governed by na�onal avia�on regulators and supplemented by local authori�es.

Na�onal Authori�es

· India: Directorate General of Civil Avia�on – UAS Rules 2021

· USA: Federal Avia�on Administra�on – Part 107

· Europe: European Union Avia�on Safety Agency – Regula�on 2019/947

Guidance at global level is published by:

Interna�onal Civil Avia�on Organiza�on.

Key Na�onal Requirements

· Drone classifica�on by weight

· Registra�on requirements

· Pilot cer�fica�on

· Maximum al�tude (typically 120 m / 400 �)

· No-fly zones near airports and military bases

· VLOS compliance

Local Regula�ons

· Temporary Flight Restric�ons (TFRs)

· Urban area permits

· Event-based restric�ons

· Curfew �mings

Operators must consult updated airspace maps before flights.

Facilitator Guide
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Opera�onal Guidelines

· Pre-flight airspace checks

· ATC coordina�on

· Data privacy compliance

· Emergency protocols

ACTIVITY

Licensing Pathway Design:
Learners create a step-by-step roadmap for becoming a cer�fied commercial drone pilot in their 
country.
Include:

· Training
· Examina�on
· Registra�on
· Opera�onal approval

SUMMARIZE

Cer�fica�on and licensing ensure:

✔ Mechanical safety

✔ Qualified pilots

✔ Regulatory compliance

✔ Risk reduc�on in complex opera�ons

Airworthiness + competent pilot = Safe and legal UAV opera�on.

✔ Incident report reviews drive preven�ve strategies

✔ Emergency response coordina�on reduces damage and down�me

✔ Na�onal & local regula�ons govern safe airspace use

✔ Cer�fica�on & licensing ensure safe, compliant opera�ons

Effec�ve UAV governance integrates safety management, regulatory compliance, emergency 

preparedness, and con�nuous improvement.

Together, these mechanisms ensure sustainable, professional, and legally compliant drone opera�ons 

in na�onal and interna�onal airspace.
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Exercise

Short-Answer Ques�ons
1. Answer:
Reviewing incident reports helps iden�fy root causes such as human error, technical failure, or 
procedural gaps. It enables organiza�ons to update SOPs, improve training, and enhance 
maintenance prac�ces. This approach aligns with Safety Management System (SMS) principles 
recommended by the Federal Avia�on Administra�on and the European Union Avia�on Safety 
Agency.

2. Answer:
Airworthiness cer�fica�on ensures that a drone meets required safety, structural, and opera�onal 
standards. It verifies that the UAV is safe for flight under specified condi�ons and complies with 
na�onal avia�on regula�ons.

Mul�ple-Choice Ques�ons (MCQs)

1. Answer: B) Iden�fying root causes of failures

2. Answer: C) FAA

3. Answer: C) BVLOS (Beyond Visual Line of Sight) flights

4. Answer: B) To improve coordina�on and preparedness during real incidents

Facilitator Guide
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Unit Objectives

Unit 6.3: Data Security, Compliance, and Safety 
                 Culture in UAV Operations

By the end of this unit, participants will be able to:
·   Describe data protection, privacy, and security compliance standards in drone
     operations. 
·   Explain protocols for internal and external safety and compliance audits.
·   Identify the role of digital tools in monitoring, logging, and analysing safety and
     regulatory data.
·   Explain methods to promote a culture of safety and compliance through training and
      communication.
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Resources to be Used

· Available objects such as training kit-trainer guide, presenta�ons, whiteboard, marker, 
projector, laptop, video films, etc.

· PowerPoint Slides, pictures and posters and videos depic�ng various informa�on about 
Nursery Management and Professional Gardening.

6.3.1 Data Protec�on, Privacy, and Security Compliance Standards in
          Drone Opera�ons

Drones (Unmanned Aerial Vehicles – UAVs) collect large amounts of data such as images, videos, 

GPS coordinates, and sensor readings. Protec�ng this data and ensuring compliance with privacy 

and security regula�ons is essen�al to prevent misuse and legal viola�ons.

Data Protec�on Standards

· Data transmi�ed from drones to ground sta�ons or cloud systems should be encrypted 

using strong security protocols such as TLS or AES

· UAV data must be stored on secure servers or cloud pla�orms with restricted and 

controlled access

· Only authorized personnel should have access to UAV data, preferably using mul�-factor 

authen�ca�on

· Data should be retained only for a defined period as per organiza�onal and regulatory 

policies and securely deleted a�erward
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Privacy Compliance

· UAV operators must comply with personal data protec�on laws such as General Data 

Protec�on Regula�on, California Consumer Privacy Act, and Digital Personal Data 

Protec�on Act, 2023

· Capturing iden�fiable images or videos may require informed consent or public no�ce

· Personally iden�fiable informa�on should be anonymized wherever possible

· Operators should avoid flying over private property or sensi�ve loca�ons without 

permission

Security Compliance

· UAV opera�ons should follow avia�on and cybersecurity guidelines issued by authori�es 

such as Federal Avia�on Administra�on, Directorate General of Civil Avia�on, and 

European

· Union Avia�on Safety Agency

· Regular firmware and so�ware updates should be implemented to prevent cyber 

vulnerabili�es

· Clear incident response procedures must be established for handling data breaches

· Periodic cybersecurity audits should be conducted to iden�fy and mi�gate risks

Best Prac�ces for Compliance

· Develop a comprehensive data management plan covering collec�on, storage, sharing, and 

disposal

· Conduct risk assessments before opera�ng in sensi�ve or densely populated areas

· Provide regular training on privacy, cybersecurity, and regulatory obliga�ons

· Implement logging and monitoring systems to track all data access and transfers

ASK

·    Why is encryp�on essen�al in UAV data transmission?

·    What risks arise if drones collect data without consent?

EXPLAIN

Data protec�on ensures that sensi�ve informa�on collected by drones is safeguarded from 
unauthorized access. Privacy compliance ensures legal opera�on and protects individuals' rights. 
Security compliance reduces the risk of cybera�acks and opera�onal failures.
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ACTIVITY

Create a simple compliance checklist for a drone company opera�ng in an urban area. Include data 
protec�on, privacy, and security measures.

SUMMARIZE

Drone opera�ons must integrate data protec�on, privacy compliance, and cybersecurity standards. 
Following avia�on authority guidelines, maintaining secure data systems, and training personnel 
ensures safe and legally compliant UAV opera�ons.

6.3.2 Protocols for Internal and External Safety and Compliance Audits

Safety and compliance audits ensure that UAV opera�ons follow established standards, 
regula�ons, and internal procedures. They help prevent accidents and maintain opera�onal 
integrity.

Internal Audits

· Define audit objec�ves, scope, and schedule regularly

· Prepare checklists covering SOP compliance, regulatory adherence, equipment 
maintenance, and data protec�on

· Observe live opera�ons and verify documenta�on such as flight logs and training records

· Conduct staff interviews to understand opera�onal challenges

· Document findings and recommend correc�ve ac�ons

· Follow up to ensure correc�ve measures are implemented

Internal audits promote proac�ve risk iden�fica�on and con�nuous improvement.

External Audits

· Regulatory authori�es such as Federal Avia�on Administra�on, Directorate General of Civil 
Avia�on, and European Union Avia�on Safety Agency conduct inspec�ons of UAV 
opera�ons

· Independent third-party auditors may review safety systems and documenta�on

· Auditors examine flight logs, maintenance records, licensing, and compliance documents

· Gap analysis iden�fies differences between prac�ce and regula�ons

· Cer�fica�on may be granted or correc�ve ac�ons required

Facilitator Guide
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ASK

·     What is the difference between internal and external audits?

·     How can audits improve UAV safety performance?

EXPLAIN

Internal audits are conducted within the organiza�on to monitor rou�ne compliance. External audits 
are conducted by regulatory or independent bodies to ensure legal and industry-standard 
compliance.

External audits ensure objec�ve evalua�on and legal compliance.

Audit Best Prac�ces

    ·   Use standardized audit frameworks aligned with regula�ons

    ·   Apply a risk-based approach focusing on high-risk missions

    ·   Maintain proper documenta�on and traceability

    ·   Train staff on audit processes and compliance requirements

    ·   Integrate audit outcomes into Safety Management Systems for tracking improvements

ACTIVITY

Design a basic audit checklist for UAV maintenance and flight opera�ons.

SUMMARIZE

Regular internal and external audits help iden�fy gaps, enforce compliance, and strengthen the 
overall safety culture in UAV opera�ons.
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6.3.3 Role of Digital Tools in Monitoring, Logging, and Analysing Safety
          and Regulatory Data

Digital tools enhance UAV opera�ons by enabling efficient monitoring, documenta�on, and 
analysis of safety and compliance data.

Monitoring Drone Opera�ons

· Real-�me telemetry tracks UAV posi�on, speed, al�tude, and ba�ery levels

· Geofencing so�ware prevents entry into restricted airspace

· Sensors enable predic�ve maintenance by monitoring hardware performance

· Example pla�orms include DJI FlightHub, UgCS, and AirMap

Logging Safety and Regulatory Data

· Automated flight logs record routes, operator details, and compliance checks

· Incident logs document near misses and system warnings

· Maintenance records track inspec�ons and hardware replacements

· Example tools include DroneLogbook, Ki�yhawk, and Skyward

Analysing Data for Safety and Compliance

· Trend analysis iden�fies recurring risks

· AI-based predic�ve analy�cs an�cipates poten�al failures

· Automated regulatory reports assist compliance with authori�es

· Dashboards support data-driven decision-making

Benefits of Digital Tools

· Minimize human error in documenta�on

· Enhance safety through real-�me alerts

· Simplify regulatory compliance

· Support con�nuous improvement through data insights

ASK

·    How can predic�ve analy�cs reduce drone accidents?

·    Why are automated logs important for audits?

EXPLAIN

Digital tools provide transparency and structured documenta�on, making monitoring and 
compliance more accurate and efficient.
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ACTIVITY

Select one UAV so�ware tool and describe how it can improve opera�onal safety.

SUMMARIZE

Digital systems help organiza�ons monitor flights, maintain accurate logs, analyze risks, and ensure 
regulatory compliance effec�vely.

6.3.4 Methods to Promote a Culture of Safety and Compliance Through
          Training and Communica�on

A strong safety culture ensures that all UAV personnel priori�ze safe prac�ces and regulatory 
compliance.

Structured Training Programs

· Provide comprehensive ini�al training covering flight opera�ons, safety procedures, 
emergency handling, and regula�ons

· Conduct regular refresher training on updated regula�ons and SOPs

· Offer specialized training for advanced missions such as Beyond Visual Line of Sight 
opera�ons

Effec�ve Communica�on Channels

· Conduct pre-flight safety briefings

· Hold post-flight debriefings to discuss incidents and lessons learned

· Use digital communica�on pla�orms for safety updates

· Display clear signage and standard opera�ng procedures at worksites

Safety Culture Prac�ces

· Leadership should demonstrate visible commitment to safety

· Encourage non-puni�ve repor�ng of hazards and near misses

· Recognize employees who follow and promote safety prac�ces

· Con�nuously update procedures based on audit and incident findings

Integra�on with Safety Management Systems

· Use digital SMS pla�orms to maintain training and compliance records

· Monitor performance and incident trends

· Improve accountability and transparency
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ASK

·     How does leadership influence safety culture?

·     Why is non-puni�ve repor�ng important?

EXPLAIN

Training builds competence, while communica�on reinforces awareness. Together, they develop a 
proac�ve safety culture focused on preven�on and accountability.

ACTIVITY

Develop a short safety briefing template for a UAV mission in a construc�on site.

SUMMARIZE

Promo�ng safety culture requires structured training, open communica�on, leadership 
commitment, and integra�on with safety management systems to ensure con�nuous improvement 
and regulatory compliance.

Exercise
Short-Answer Ques�ons
Q1. Answer:
Periodic refresher training ensures that UAV operators remain updated on new regula�ons, 
technological advancements, revised Standard Opera�ng Procedures (SOPs), and emerging safety 
risks. It helps prevent complacency, reinforces safe opera�ng habits, and maintains regulatory 
compliance.

Q2. Answer:
A non-puni�ve repor�ng system encourages operators and staff to report incidents, near misses, 
and hazards without fear of punishment. This openness improves risk iden�fica�on, strengthens 
preven�ve measures, and supports con�nuous improvement within the Safety Management 
System (SMS).

Mul�ple Choice Ques�ons (MCQs)

1. Answer: C. Con�nuous monitoring and compliance tracking

2. Answer: B. To discuss weather, hazards, and opera�onal risks

3. Answer: C. Interna�onal Civil Avia�on Organiza�on

4. Answer: C. Safety culture and transparency

Facilitator Guide
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      युिनट 3.3: बागेची रचना व आराखडा

युिनट उि��े

या युिनट�ा अखेरीस, सहभागी हे क� शकतील :

    1. बाग तयार कर�ासाठी आराखडा तयार कर�ाची �ि�या वण�न करतील.

3.3.1 बाग िडझाइन
बाग िडझाइन.

बाग िडझाईन �णजे झाडे, झडपे, जिमनीवरील आ�ादन , दगड, पा�ाचे �ोत, फवारे, वाटा, गॅझेबो, टोपेअरीु
(झाडांची आकष�क छाटणी) इ�ादी घटकांची इमारती�ा आजूबाजूला व आतील भागात अशा प�तीने मांडणी

करणे की ती रचना देखणी, आकष�क आिण उपयोगी वाटावी. उदाहरणे – मुलांची बाग, घरगुती बाग, भाजीपाला

बाग, फाम�हाउस आदी.

बागेची आराखडा: 

बागेचा आराखडा �णजे एक नकाशा िकंवा िच� असतो, जो माळी, ठेकेदार िकंवा सामा�

��ीस �� समजाव�ासाठी तयार केला जातो की, बाग िवकिसत करताना कोणता घटक िकंवा वैिश�� कुठे

ठेवायचे आहे. हा आराखडा दाखवतो की झाडे, झडपे, टोपेअरी, कंुपणझाडे, �ाउंड क�स� इ�ादी कोण�ाु
अंतरावर लावायची आहेत, �ामुळे कोण�ा �कार�ा व िकती �माणात वन�ती लागतील हे िनि�त करता येते.

�ाच�माणे, आराख�ामुळे इमारती, पायवाटा, गॅझेबो आिण इतर बांधकाम घटक यांचे अचूक �थान समजते,

�ामुळे वन�ती यो� जागेवर लावणे श� होते आिण बागेचा समतोल राखला जातो.

िडझाइन बनव�ाची �ि�या

िडझाईन �ि�या सु� होते �ा जागेची पाहणी क�न, �ाहकांकडून आव�क मािहती घेत�ावर, �ांची गरज 

समजून घेत�ावर आिण बाग �ावसाियक हेतूसाठी आहे की घरगुती उपयोगासाठी हे तपास�ानंतर. सव� 

आव�कता व मािहती नोदंव�ानंतर एक �ाथिमक आराखडा  तयार केला जातो. �ानंतर �ाहकासोबत वारंवार 

चचा� क�न आिण सूचनांचा िवचार क�न अंितम संक�ना�क आराखडा  तयार केला जातो.

संक�ना�क आराख�ात िनवडले�ा िविवध वन�ती�ंा �जाती, तसेच गॅझेबो, �ीिमंग पूल, कंपाउंड 

फ� िसंग, कंुपणझाडे  इ�ादी बागेतील घटक दाखवले जातात. या आराख�ानंतर कामासाठीचे सिव�र आराखडे 

तयार केले जातात, जे लँड�ेप िडझाइनमधील ��ेक घटकाचे सिव�र वण�न करतात. उदाहरणाथ�, 

िसंचनासाठीचा आराखडा  सव� पाईपलाई� कुठे कुठे टाक�ा आहेत, हायड� ं ट्स, वळणे , आउटगोइंग पाइ�, 

स�ाय लाई� इ�ादी कुठे आहेत हे ��पणे दाखवतो. इतर विक� ग ड� ॉइं�म�े लाइट्सचा आराखडा, झाडांची 

लागवड योजना , हाड��ेप घटक जसे पायवाटा, जिमनीखालील रेन वॉटर हाव���ंग टाकी इ�ादीचंाही समावेश 

असतो.

साईट ए�झॅिमनेशन �णजे �ा िठकाणी बाग तयार करायची आहे �ा िव�मान मालम�ेची सिव�र मािहती घेणे. 

उदाहरणाथ�, एखा�ा �ाहकाला समोर�ा लॉनची गरज आहे, असे समजा. तर �ा िठकाणाची पाहणी करताना 

आपण पाहतो की ितथे आधीपासून कोणकोणती वैिश��े आहेत — जसे की घराचे �थान, मु� �वेश�ार, मोठी 

झाडे, पािक� गची जागा इ�ादी. या सव� घटकांपैकी कोणते िटकवायचे आहेत आिण कोणते बदलता येतील िकंवा 

काढून टाकता येतील, हे साईट ए�झॅिमनेशन�ारे ठरवले जाते.

पशुसंवध�न सेवा पुरवठादार    कुशल बागकामगारसहभागी माग�दिश�का
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Annexure I: List of QR Codes used in PH Book 

8. Annexures
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Annexure I

List of QR Codes used in PH Book

Unit 1.1: Integra�on 

of Telecom Networks 

and Systems for 

Real-Time Drone 

Opera�ons

Unit 2.1: 

Fundamentals of 

Telecom Infrastructure 

and Drone Opera�ons 

Management

1.1 Telecom Base 

Sta�on Inspec�on in 

Japan with DJI 

Drones

1.2 Drones in Telco - 

Opportunity, 

Background & Gear 

explained!

2.1.3 UAS Rules 2021 

in Hindi || DGCA || 

www.droneschools.i

n || Video-1

2.1.4 Drone Based 
Telecom Tower 
Inspec�on | Safe & 
Secure Inspec�on | 
Inventory 
Management

2.1.7 Signal 

Strengths in 5G: 

SINR, RSRP (dB and 

dBm)

3.1.4 DSV improves 

warehouse 

opera�ons with 

drone system

4.1.1 Real-�me video 

transmission from 

drone via 4G/5G 

https://www.youtub

e.com/watch?v=w

H3r4Tmur0o

https://www.youtub

e.com/watch?v=r2v

4MARmMNE&t=51

0s

https://www.youtub

e.com/watch?v=rG

4FK_PczPo

https://www.youtub

e.com/watch?v=K

GDA47f4EW4

https://www.youtub

e.com/watch?v=9jZ

01MIkkFk

https://www.youtub

e.com/watch?v=5N

87L_nO2ms

https://www.youtube.
com/watch?v=jmHM
vrnG_-Q

Module 2: Plan and

Coordinate Drone

Based Telecom 

Logis�cs Opera�ons

Module 3: Manage

Drone-Based 

Logis�cs Opera�ons

Module 4: Integrate

Telecom Networks 

and Systems for Real

Time Drone 

Opera�ons

Unit 3.1: Logis�cs 

Integra�on and 

Interference 

Management in 

Telecom Drone 

Opera�ons

Unit 4.1: Telecom 

Module Integra�on and 

GNSS Configura�on for 

Drone Communica�on 

System

Module 1: Introduc�on 

to the role of Drone - 

Based telecom 

Opera�ons manager

https://www.youtube.com/watch?v=wH3r4Tmur0o
https://www.youtube.com/watch?v=wH3r4Tmur0o
https://www.youtube.com/watch?v=wH3r4Tmur0o
https://www.youtube.com/watch?v=r2v4MARmMNE&t=510s
https://www.youtube.com/watch?v=r2v4MARmMNE&t=510s
https://www.youtube.com/watch?v=r2v4MARmMNE&t=510s
https://www.youtube.com/watch?v=r2v4MARmMNE&t=510s
https://www.youtube.com/watch?v=rG4FK_PczPo
https://www.youtube.com/watch?v=rG4FK_PczPo
https://www.youtube.com/watch?v=rG4FK_PczPo
https://www.youtube.com/watch?v=KGDA47f4EW4
https://www.youtube.com/watch?v=KGDA47f4EW4
https://www.youtube.com/watch?v=KGDA47f4EW4
https://www.youtube.com/watch?v=9jZ01MIkkFk
https://www.youtube.com/watch?v=9jZ01MIkkFk
https://www.youtube.com/watch?v=9jZ01MIkkFk
https://www.youtube.com/watch?v=5N87L_nO2ms
https://www.youtube.com/watch?v=5N87L_nO2ms
https://www.youtube.com/watch?v=5N87L_nO2ms
https://www.youtube.com/watch?v=jmHMvrnG_-Q
https://www.youtube.com/watch?v=jmHMvrnG_-Q
https://www.youtube.com/watch?v=jmHMvrnG_-Q
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